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1. Mission & Vison Statement

Vision Statement

We aspire to be a distinguished scientific edifice, for Arab and international levels, at the forefront of
internationally ranked universities. The College of Engineering seeks to be a pioneer among Iragi and
regiona universities in the field of scientific research and scientific activity speciaized in various
technological fields to graduate qualified and skilled engineers who can keep abreast of dl
developments in the engineering fields and work to fill the country's need for engineering
competencies and work to advance the engineering redlity to the best its levels. In addition, the
department is a pioneer among Iragi universitiesin the field of network engineering and cybersecurity
by preparing qualified engineers who can open new scientific horizons, support the scientific research
movement, provide technical advice in the field of specialization, and work to serve the community.
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Mission Statement

Al-Iragia University is one of the universities that are concerned with teaching scientific, human, and
legal sciences to satisfy the needs of society and provide it with specidistsin al fields, and takes care
to redouble efforts to collect knowledge and benefit from its abundance in building scientific, cultural
and ethical thought, seeks a permanent continuous presence in the field of socia activities and the
development of internal and administrative systems, including meeting the quality standards and
qualifies university, colleges or scientific departments to obtain academic and institutional
accreditation. Therefore, our mission isto:

1. Upgrading the educational level to progress and excellence to provide students with everything
new and modern through teaching and conducting modern scientific research in engineering
specializations.

2. Providing the requirements of distinguished education in network engineering and cybersecurity
that is currently available to contribute to the construction process and engineering devel opment
and enhance the college's role in the construction process.

3. Raising the scientific and technological level by providing the appropriate environment for
students and working on developing their individual and collective skills and abilities in applied
engineering fields.

4. Preparing qualified engineers who can meet the needs of the labor market and institutions (public,
private, and mixed) in the field of network engineering and cybersecurity.
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2. Program Specification

Programme code: BSc-BIO ECTS 240

Duration: 4 levels, 8 Semesters Method of Attendance: Full Time

The Network Engineering and Cybersecurity program consists of 4 compulsory academic years (8
semesters). The program provides basic and advanced knowledge and skills in the fields of networks,
protocols, services, modern communications, cybersecurity and related technologies. The
specialized courses focused on teaching students the required theoretical aspects in network
engineering and cybersecurity. Also, prepare students for practical implementations and gaining the
required skills to hold jobs in the local and international market. The program specifications of the

specialized subjects are given in more details as following,

1. Networking Fundamentals: The program should cover the foundational concepts of networking,

including protocols, network architectures, routing, switching, and network security.

2. Network Design and Implementation: The program should provide knowledge and skills related to
designing and implementing network infrastructure, including LANs, WANSs, wireless networks, and

network security measures.

3. Network Administration: The program should cover network administration tasks such as network

monitoring, troubleshooting, performance optimization, and network documentation.

4. Network Security: The program should address network security principles, practices, and
technologies, including firewalls, intrusion detection systems, virtual private networks (VPNs), and

secure network design.

5. Network Protocols: The program should cover various network protocols such as TCP/IP, Ethernet,

DNS, DHCP, SNMP, and others, along with their functions and configurations.

6. Network Virtualization and Cloud Computing: The program should provide an understanding of
virtualization technologies, such as virtual LANs (VLANSs), virtual machines (VMs), and software-

defined networking (SDN), as well as cloud computing concepts and architectures.

7. Network Management and Monitoring: The program should include training on network

management tools, network performance monitoring, capacity planning, and network analytics.



8. Emerging Technologies: The program should address emerging trends and technologies in the

field of networking, such as Internet of Things (loT), software-defined networking (SDN), network

function virtualization (NFV), and 5G networks.

10.

11.

12.

13.

14.

15.

16.

17.

Ethical Hacking: Learning how to identify and exploit vulnerabilities in systems to improve
security.

Vulnerability Assessment and Management: Identifying, assessing, and mitigating vulnerabilities
in systems and networks.

Security Risk Management: Understanding and managing risks associated with information
systems.

Computer Forensics: Investigating digital crimes and analyzing digital evidence.

Principles of Network Security: Protecting network infrastructure and ensuring secure
communication.

Cryptography: Techniques for secure communication and data protection.
Incident Response: Responding to and managing cybersecurity incidents effectively.
Penetration Testing: Simulating cyberattacks to identify security weaknesses.

Security Information and Event Management (SIEM): Using tools to monitor and analyze security
events.
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Program Objectives

The program objectives of the Networks Engineering and Cybersecurity Department are:

1. Provide learning opportunities to develop students' skills and values in network engineering
and cybersecurity.

2. Providing educational experiences and laboratory exercises that help students discover and
enhance their abilities, talents, and interests.

3. Making students appreciate their important bases in designing and deploying wired and
wireless networks that support the era of digital transformation.

4. Graduating competent students who are sufficiently qualified to meet the challenges of the
high level.

5. Engage with market demands by preparing network engineering and cybersecurity that can
plan, design, configure, and maintain wired and wireless networks and Protecting network
infrastructure and ensuring secure communication.

6. Pursuing graduate studies and research in major research universities in the field of network
engineering and cybersecurity and related fields

7. Participation and contribution to professional associations and community service
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3. Student Learning Outcomes

The outcomes of the Department of Network Engineering and Cybersecurity is to provide the best
quality Network Engineering and Cybersecurity by offering a broad-based education, encouraging
life-long learning, fostering teamwork and leadership, and promoting creativity and competitiveness.
Furthermore, The outcomes can support technological development and innovation and deliver
high-quality state-of-the-art research both theoretical and applied. that meet the needs of industry

and the local community.
The graduates of the program of Network Engineering and Cybersecurity will have:

1. An ability to identify, formulate, and solve complex engineering problems by applying
principles of engineering, science, and mathematics

2. An ability to apply engineering design to produce solutions that meet specified needs with
consideration of public health, safety, and welfare, as well as global, cultural, social,
environmental, and economic factors.

3. An ability to communicate effectively with a range of audiences

4. An ability to recognize ethical and professional responsibilities in engineering situations and
make informed judgments, which must consider the impact of engineering solutions in
global, economic, environmental, and societal contexts

5. An ability to function effectively on a team whose members together provide leadership,
create a collaborative and inclusive environment, establish goals, plan tasks, and meet
objectives

6. An ability to develop and conduct appropriate experimentation, analyze and interpret data,
and use engineering judgment to draw conclusions

7. An ability to acquire and apply new knowledge as needed, using appropriate learning

strategies



llal) alad il A

¢ Uail) al 5 aalad 2008 A (e SN Arigh 33 san Juadl b g3 3 1 yuadl (a1 5 SN dnin aud il Jiat
Of i) Sy ¢ @l e 3 Mo Apudlinl) 5 jadll o o 1Y) 3 3ed s ¢ Bl 5 oo laad) Jasdl 3 3ad s ¢ Bladl (e aledll auaii
olaall adinall g deliall cilaliial 0 i) Gagdad Uyl 50 sl Mo 1) glaie Biay asi g IS8 5 o ol 5331 olail) ae

Sl )l g o slall s duigl) (salae Baudai A (e Babrall Lpsnig) COKE Ja s deluas yaat e 50l 1

ALl 5 Aalal) Zaall ey e B33l alin Y1 5 1 Jlal) Y st el Bk e 5,080
Al 5 Al 5 dueLaia) 5 A8 5 Lallall Jal gl llXS 5 ¢ 4pala )

baadl (e e sane e i JS2 Joal s e 5,0 3

b g Gl ¢ 8 tina pISAT lanal s dponighl a8 sall 8 dyigall s LEAY) Sl s anall e el e 5,00 4
Lpnainall g dgall 5 LalaBV) 5 pallal) Bl 8 danigh Jolall il eyl 8 2als

¢l aaas s ¢ ALl 5 A sba A (3185 ¢ 33LE) b 5 e e s gline Jony (328 A Alady Jaall e 5,080 5
alaall (3aiady ¢ algall Jaghads

il adAiuY gl aSall aladtiil g ¢ Dbl sl dalats ¢ Anlial) Goladll ol a5 skl e 3,380 6

Aol Al il i) il ¢ Aalall o a4 el Gty S e 5,87

1. Academic Staff

Mudhafar Hussain Ali | Ph.D. in Optical Communication Engineering | Assistant Prof.
Email: mudhafar.ali@aliragia.edu.iq

Mobile no.:+9647711327037

Satea Hikmat Alnajjar| Ph.D. in Communication Engineering | Assistant Prof.
Email: dr.satea@gmail.com
Mobile no.:+9647733500134

Ali Salem Ali | Ph.D. in Computer Science - Secure Networking| Assistant Prof.
Email: alialbander2004@gmail.com
Mobile no.: +9647704513372

Omar Hussein Salman| Ph.D. in Computer Systems Engineering | Assistant Prof.
Email: omarwsn@gmail.com

Mobile no.: +9647816092428

Omar Hassan Hameed| Ph.D. in Mechanical Engineering| Lecturer



Email: eng.arwa.amir@gmail.com
Mobile no.:+9647713032199

Ammar mzeal shanta| Ph.D. in physical education and sports sciences | Lecturer
Email: amarmzeaal@gmail.com
Mobile no.:+9647711226636

Ali Mahmood Jasim | Ph.D. in electrical Engineering | Lecturer
Email: drali7819@gmail.com
Mobile no.:+9647716229293

Ghassan Akram Abed | Ph.D. in Networks Engineering | Lecturer

Email: ghassanakrem@yahoo.com
Mobile no.:+9647711248438

Omar raad kadhim| Ph.D. in Electronic and Communication Engineering| Lecturer
Email: omarraad@aliragia.edu.iq

Mobile no.:+964 7708409698

Ahmed Sabah Noori| Ph.D. in Communication Engineering | Lecturer

Email: asabah22 @gmail.com
Mobile no.:+9647732985186

Noor Foud Kadhim| Ph.D. in Genetic Engineering and Biotechnology | Lecturer

Email: dr.nooralshammaa@gmail.com
Mobile no.:+9647736425019

Zainab abbas fadil | Ph.D. in Computer Engineering | Lecturer

Email: Drzainababbas13@gmail.com
Mobile no.:+9647713867624

Amjed Razzaq hussein| Ph.D. in Electrical and computer engineering| Lecturer

Email: Amjed.alabbas@aliragia.edu.iq
Mobile no.:+9647706206063



Mahmood Jalal Ahmad | Ph.D. in Communication Engineering | Lecturer

Email: mahmood.alsammarraie@gmail.com
Mobile no.:+9647711455765

Russul Dhiaa Abdullabar | Ph.D.in Computer Science | Lecturer

Email: russul.dhiaal8@gmail.com
Mobile no.:+9647752820558

Zahraa Khudhair Taha | M.Sc. in Electricity/Electronics and Communications| Assistant Prof.
Email: engzkt@gmail.com
Mobile no.: +9647708937030

Arwa Amir Moosa| M.Sc. in Laser Engineering and Optoelectronics | Assistant Prof.
Email: eng.arwa.amir@gmail.com
Mobile no.:+9647713032199

Othman Atta Ismael | M.Sc. in Communication Engineering | Lecturer

Email: othman.atta@yahoo.com
Mobile no.:+9647702527181

Rami Raad Saadi| M.Sc. in Mathematics Science| Lecturer

Email: ramiraad697 @gmail.com
Mobile no.:+9647740523335

Shaima'a Bader Yass| M.Sc. in Mathematics Science| Assist. Lecturer

Email: shai.bader8 @gmail.com
Mobile no.:+9647516371499

Samar Kareem ibrahim| M.Sc. in Optoelectronics Engineering| Assist. Lecturer

Email: samar.kareem90@gmail.com
Mobile no.:+9647724580718

Sura Nasser Maryoush| M.Sc. in Computer Science| Assist. Lecturer

Email: sura.n.maryoush@aliraqgia.edu.iq
Mobile no.:+9647703492806
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Aya Ayad Hussein| M.Sc. in Networks Engineering| Assist. Lecturer

Email: aya.ayad.it@gmail.com
Mobile no.:+9647717667900

Ali Adnan Hussein| M.Sc. in Communication Engineering | Assist. Lecturer

Email: engaliadnan00@gmail.com
Mobile no.:+9647803490434

Mazin nabih ali] M.Sc. in material engineering | Assist. Lecturer

Email: mazinnabih@gmail.com
Mobile no.:+9647502203070

Israa Majeed Ali|] M.Sc. in Information and communication engineering | Assist. Lecturer

Email: israa.m.alobaidy@gmail.com
Mobile no.:+9647704628015

2. Credits, Grading and GPA

Credits

(Al Iragia) University is following the Bologna Process with the European Credit Transfer System
(ECTS) credit system. The total degree program number of ECTS is 240, 30 ECTS per semester. 1 ECTS
is equivalent to 25 hrs student workload, including structured and unstructured workload.

Grading

Before the evaluation, the results are divided into two subgroups: pass and fail. Therefore, the

results are independent of the students who failed a course. The grading system is defined as

follows:
GRADING SCHEME

Gilayall Ll
Group Grade escal Marks (%) | Definition

A - Excellent Dl 90 - 100 Outstanding Performance
Success B - Very Good [SENRTEN 80 -89 Above average with some errors
Group C - Good RVES 70-79 Sound work with notable errors
(50-100) D - Satisfactory | ta sie 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
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Fail Group FX — Fail Aallaall a8 - (45-49) More work required but credit awarded
(0-49) F — Fail . (0-44) Considerable amount of work required
Note:

Number Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy
NOT to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Calculation of the Cumulative Grade Point Average (CGPA)

1. The CGPA is calculated by the summation of each module score multiplied by its

ECTS, all are divided by the program total ECTS.

CGPA of a 4-year B.Sc. degree:

CGPA = [ (1st "odule score x ECTS) + (2nd "odule score x ECTS) + ......] / 240
3. Curriculum/Modules
Semester1l | 30ECTS | 1ECTS=25hrs
Code Module SSWL | USSWL ECTS Type | Pre-request
MATH 1101 | Mathematics | 63 62 125 5.00 | None
ELCA 1102 | Electrical Circuit Analysis | 78 47 125 5.00 | None
LOCD 1103 | Logic Circuit Design 78 47 125 5.00 | None
EDR 122 Engineering Drawing 63 37 100 4.00 | None
PHYS 1105 [ Physics 33 67 100 4.00 | None
ENLA102 English Language 33 17 50 2.00 | None
HRAD103 Human Rights 33 17 50 2.00 | None
CHEM 1108 | Chemistry 33 42 75 3.00 | None

Semester2 | 30 ECTS |

1ECTS=25hrs
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Code Module SSWL | USSWL ECTS Type | Pre-request
MATH 1201 Mathematics || 63 37 100 4.00 MATH 1101
ELCA 1202 Electrical Circuit Analysis || 63 37 100 4.00 ELCA 1102
DISD 1203 Digital System Design 63 37 100 4.00 LOCD 1103
TEWO 1204 | Technical Workshop 48 27 75 3.00 None

ELCD 1105 Electronic Circuit Design 63 37 100 4.00 None
COPR 1206 | Computer Programming | 93 82 175 7.00 None
ARLA101 Arabic Language 33 17 50 2.00

Semester3 | 30ECTS | 1ECTS=25hrs

Code Module SSWL | USSWL ECTS Type | Pre-request
MATH 2101 Mathematics ||| 48 52 4.00 B MATH 1201
DIEL 2102 Digital Electronic 139 61 8.00 C DISD 1203
COAR 2103 | Computer Architecture 63 37 4.00 C None
OBOP 2104 | Object Oriented Programming OOP 79 71 6.00 C COPR 1205
COMM 2105 | Communication | 79 71 6.00 C None

HURI 2106 Human Rights 33 17 2.00 S None
Semester4 | 30ECTS | 1ECTS=25hrs

Code Module SSWL | USSWL ECTS Type Pre-request
MATH 2201 Mathematics IV 48 52 4.00 B MATH 2101
COMM 2202 | Communication || 79 71 6.00 C COMM 2105
DASY 2203 Database Systems 94 81 7.00 C None
CONE 2204 | Computer Network | 79 71 6.00 C None
COPO 2205 | Computer Programming || 64 36 4.00 C COPR 1205
OPSA 2206 | Operating Systems and Applications 33 42 3.00 B None

Semester5 | 30 ECTS |

1ECTS=25hrs




Code Module SSWL | USSWL ECTS Type | Pre-request
ADMA 3101 | Advance Mathematics | 48 52 4.00 B MATH 2201
MICR 3102 Microprocessor 94 106 8.00 C COAR 2103
OPCO 3103 | Optical Communication 64 86 6.00 C COMM 2202
SISY 3104 Signals and Systems 63 37 4.00 C None

IMPR 3105 Image Processing 94 56 6.00 B None
NEOS 3106 | Network Operating System 33 17 2.00 C None
Semester6 | 30ECTS | 1ECTS=25hrs

Code Module SSWL | USSWL ECTS Type | Pre-request
ADMA 3201 | Advance Mathematics || 48 52 4.00 B ADMA 3101
DISP 3202 Digital Signal Processing 33 17 2.00 C SISY 3104
COEN 3203 | Control Engineering 64 86 6.00 C ADMA 3103
ANPR 3204 | Antenna and Propagation 64 86 6.00 C ADMA 3104
INTH 3205 Internet of Things 64 86 6.00 C None
CONE 3206 | Computer Network || 64 86 6.00 C CONE 2204
Semester7 | 30ECTS | 1ECTS=25hrs

Code Module SSWL | USSWL ECTS Type | Pre-request
NEPR 4101 Network Protocol 109 91 8.00 C CONE 3206
QUTH 4102 | Queueing Theory 33 67 4.00 C CONT 3203
MOCO 4103 | Mobile Communication 48 52 4.00 C DICO 3104
MALE 4104 Machine Learning 64 86 6.00 C None
GPRM 4105 agggggfongsroject and Research 33 67 4.00 C Level 3 Pass
SOEN 4106 | Software Engineering 48 52 4.00 B None

Semester8 | 30 ECTS | 1ECTS=25hrs




Code Module SSWL | USSWL ECTS Type | Pre-request
SOCO 4201 | Soft Computing 94 56 6.00 C MALE 4104
WISN 4202 Wireless Sensor Network 64 86 6.00 C NEPR 4101
NESE 4203 Network Security 33 67 4.00 C None
OPNE 4204 | Optical Network 64 86 6.00 C OPCO 3103
CLCO 4205 | Cloud Computing 64 36 4.00 C None
GPRM 4206 Graduation Project and Research 33 67 4.00 c PRRM 4105
Methodology
4, Contact

Program Manager:

Mudhafar Hussain Ali | Ph.D. in Optical Communication Engineering | Assistant Prof.

Head of Networks Engineering Department

Email: mudhafar.ali@aliragia.edu.iq

Mobile no.:+9647711327037

Program Coordinator:

Omar Raad Kadhim | Ph.D. in Electronic and Communication Engineering | Lecturer

Email: omarraad@aliragia.edu.iq

Mobile no.:+9647708409698

15




Modules Catalogue | 2025-2026 | Al allal sl Jas

Al Iraqia University
i) el Aralal

First Cycle — Bachelor’s Degree (B.S¢.) - Networks

Engineering and cyber security
Sl ddin - (5 SIS




Table of Contents

1. Overview
2. Undergraduate Modules 2025-2026

3. Contact

1. Overview

This catalogue is about the courses (modules) given by the program of Networks Engineering and

cyber security to gain the Bachelor of Science degree. The program delivers (48) Modules with
(6000) total student workload hours and 240 total ECTS. The module delivery is based on the

Bologna Process.

MLca)L}
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2. Undergraduate Courses 2025-2026

Module 1
Code Course/Module Title ECTS Semester
MATH 1101 Mathematics | 4 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52

Description

The aims of the module are to introduce engineering students to the central role that mathematics
plays in the development and practice of engineering. To help students to begin to develop the skill of
analyzing problems in a rational (rigorous, logical) and methodical manner. To develop the students’
ability to transfer their mathematical understanding (and the associated methods) to diverse
engineering application areas. Topics covered are: Matrices, Solving a system of linear equations,
Eigen value and Eigen vector, Functions :graphs , domain and range, Limit and continuity,

Differentiation, Chain rule, implicit Differentiation, derivations, integrations of

functions, natural logarithm , exponential, and other functions.

trigonometric




Module 2

Code Course/Module Title ECTS Semester
ELCA 1102 Electrical Circuit Analysis | 6 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71

Description

At the end of the module, the student will learn the direct- current (DC) part of electrical circuits and
different methodologies to analysis DC circuits. The core subjects covered in this course include Ohm's
law, Kirchhoff's laws, node voltage analysis, mesh current analysis, Thevinon , Norton, super-position
theorems, and transient analysis.

Module 3
Code Course/Module Title ECTS Semester
LOCD 1103 Logic Circuit Design 4 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 21

Description

Students are supposed to learn the basic techniques and methodologies for designing and analyzing
digital systems and how to apply these techniques to build specific circuits. Core topics covered
include number systems, Logic Gates, Boolean Algebra, combinational circuits, and various related
optimization techniques.

Module 4
Code Course/Module Title ECTS Semester
ENDR 1104 Engineering Drawing 4 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
1 3 63 37

Description

Engineering Drawing, also known as Technical Drawing or Engineering Graphics, is a discipline that
involves creating detailed visual representations of engineering designs, concepts, and components. It
is a form of communication that allows engineers and designers to convey information about
dimensions, specifications, and geometries of objects or systems. At the end of this module, students




are able to, Produce an engineering drawing, Draw a complete drawing with proper dimensions and
scale, Differentiate different type of drawings, Read and analyze engineering drawings, Produce work
in a given time, and Using the computer in the engineering drawing.

Module 5
Code Course/Module Title ECTS Semester
ELCD 1105 Electronic Circuit Design 8 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 4 124 76
Description

The aim of this module is to enable the student to have a solid background in electronic physics and
the analysis of the characteristics and circuits of diode and zener diode. In addition, the student will
learn the specifications and applications of the diode and zener diode. Also, the student will learn BJT,

and FET transistors, also the analysis and biasing circuits of the BJT and FET transistors.

Module 6
Code Course/Module Title ECTS Semester
ENLA 1106 English Language 4 1
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 0 59 41
Description
This module focus on introducing the concepts and rule of academic english language.
Module 7
Code Course/Module Title ECTS Semester
MATH 1201 Mathematics | | 4 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52
Description
At the end of the module, the student will be familiar with basic principles of integration techniques,
partial derivatives, and solution of different types of differential equations.




Module 8

Code Course/Module Title ECTS Semester
ELCA 1202 Electrical Circuit Analysis | | 6 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71
Description

At the end of the module, the student will learn the fundamentals of Alternating current (AC)
electrical circuits and analysis of single and three-phase systems. The main topics covered in this

course includes alternating quantities, analysis of single and three phase systems, and resonance
phenomenon in AC circuits.

Module 9
Code Course/Module Title ECTS Semester
DISD 1203 Digital System Design 6 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71
Description

Students are supposed to learn the basic techniques and methodologies for designing and analyzing
digital systems and how to apply these techniques to build specific circuits. Core topics covered

include Functions of Combinational Logic, Latches, Flip-Flops, and Timers, Counters, Shift Registers,
and various related optimization techniques.

Module 10
Code Course/Module Title ECTS Semester
TEWO 1204 Technical Workshop 4 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
1 3 63 37

Description

Technical workshop aim to improve the student's skills that deals with an electronic component and
any physical entity in an electronic system used to affect the electrons or their associated fields in a
manner consistent with the intended function of the electronic system. Components are generally
intended to be connected together, usually by being soldered to a printed circuit board (PCB), to
create an electronic circuit with a particular function (for example an amplifier, radio receiver, or




oscillator). Components may be packaged singly, or in more complex groups as integrated circuits.
Some common electronic components are capacitors, inductors, resistors, diodes, transistors, etc.
Components are often categorized as active (e.g. transistors and thyristors) or passive (e.g. resistors,
diodes, inductors and capacitors.

Module 11
Code Course/Module Title ECTS Semester
COPR 1205 Computer Programming | 8 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 4 124 76

Description

The objectives of this module are to provide an introduction to basic programming techniques,
including the design and implementation of algorithms, structured programming techniques.

Module 12
Code Course/Module Title ECTS Semester
ARLA 1206 Arabic Language 2 2
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17

Description

The aim of this module to intoduce the main concepts of writing by using arabic language.

Module 13
Code Course/Module Title ECTS Semester
MATH 2101 Mathematics ||| 4 3
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52

Description

The aims of the module are to introduce engineering students to the central role that mathematics

plays in the development and practice of engineering. To help students to begin to develop the skill of
analyzing problems in a rational (rigorous, logical) and methodical manner. To develop the students’
ability to transfer their mathematical understanding (and the associated methods) to diverse
engineering application areas. Topics covered are: Partial derivatives, Chain rule, Maxima, minima,
and saddle points, Vectors, Equations of lines and planes in space, Multiple Integrals, Sequences,




series.

Module 14
Code Course/Module Title ECTS Semester
DIEL 2102 Digital Electronic 8 3
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 5 139 61

Description

After learning this module, the students should be able to Understand the construction and working
of different combinational circuits etc, different flip-flops and its applications, different sequential
logic circuits and basic design of sequential circuits and counters, Understand different types of
memories and its applications, and the fundamentals of D/A and A/D converters

Module 15
Code Course/Module Title ECTS Semester
COAR 2103 Computer Architecture 4 3
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 0 63 37

Description

This module focus on the principles and concepts of the internal organization and architecture of

computers, such as processor , memory , input/output organizations , instruction pipelining, and
parallel processing.

Module 16
Code Course/Module Title ECTS Semester
OBOP 2104 Object Oriented Programming 6 3
OOoP
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71

Description




The module focuses of the principles and concepts of object oriented programming in C++ and
advanced programming techniques. The student will be able to understand pointers, structures,
classes and objects, use OOP principles with classes, use templates, handling exceptions, and deal
with STL, streams and files. Also, the students will be able to design and implement Object-Oriented
software to solve moderately complex problems.

Module 17
Code Course/Module Title ECTS Semester
COMM 2105 Communication | 6 3
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71
Description

modulation types.

This module focus on explaining the basic concepts of communication systems, and explain the analog

Module 18
Code Course/Module Title ECTS Semester
HURI 2106 Human Rights 2 3
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17
Description
The aim of this module to explain the principles of human rights and Democracy.
Module 19
Code Course/Module Title ECTS Semester
MATH 2201 Mathematics IV 4 4
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52
Description

The aims of the module are to introduce engineering students to the central role that mathematics

plays in the development and practice of engineering. To help students to begin to develop the skill of
analyzing problems.




Module 20

Code Course/Module Title ECTS Semester
COMM 2202 Communication || 6 4
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71
Description

The aim of this module is explaining entropy and compressbility, shannon and Huffman codes, and
arithmetic coding.

Module 21
Code Course/Module Title ECTS Semester
DASY 2203 Database Systems 7 4
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 2 94 81
Description

This module focuses on the concepts and principles of the database systems. Upon successful
completion of this module, the student will be able to understand rational databases, write SQL

commands and queries, E/R model and diagram, normalization , Indexing and hashing, and other
topics related to the database systems.

Module 22
Code Course/Module Title ECTS Semester
CONE 2204 Computer Network | 6 4
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 3 79 71
Description




This module introduce the concept and methods of computer networks to the students. The students
will be able to understant the basics of computer networking and gain practical skills to deal with

networks.
Module 23
Code Course/Module Title ECTS Semester
COPO 2205 Computer Programming || 4 4
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 36
Description

In this module, the students gain the knowledge about the principles and concepts of programming
techniques by using python programming language.

Module 24
Code Course/Module Title ECTS Semester
OPSA 2206 Operating Systems and 3 4
Applications
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 42

Description

The student will be taught principles of modern operating systems. In particular, the course will cover

details of concurrent processes, multi-threads, CPU scheduling, memory management, file system,
storage subsystem, and input/output management.

Module 25
Code Course/Module Title ECTS Semester
ADMA 3101 Advance Mathematics | 4 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52
Description
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The module focus on probability and statistics, which is a branch of mathematics that focuses on
understanding and analyzing uncertainty, randomness, and data. It explores concepts and techniques

for quantifying, interpreting, and making inferences from data in various fields such as science,
engineering, economics, and social sciences.

Module 26
Code Course/Module Title ECTS Semester
MICR 3102 Microprocessor 8 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 2 94 106

Description

The aims of this module are to understand the architecture, registers, flags, pins configuration, and

addressing modes of 8086 microprocessor, also the instructions and programming using Assembly
language, and The interfacing of microprocessor with 1/O peripheral ICs.

Module 27
Code Course/Module Title ECTS Semester
OPCO 3103 Optical Communication 6 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86

Description

The objective of this module is to provide a basic introduction to the concepts and methods of Optical
Communication.

Module 28
Code Course/Module Title ECTS Semester
SISY 3104 Signals and Systems 4 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 0 63 37
Description

11




The objective of this module is to provide a basic introduction to the theory of digital signal processing
(DSP). Much of what we do extends these ideas to the field of discrete time systems. Major parts of

the module will concentrate on signal analysis using Fourier transforms, linear system analysis, Filter
design and a few more topics.

Module 29
Code Course/Module Title ECTS Semester
IMPR 3105 Image Processing 6 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 2 94 56

Description

The purpose of this module is to impart knowledge on the basic concepts of the image processing.
To study the image fundamentals and mathematical transforms necessary. Also, to understand the

image enhancement techniques, image restoration procedures, the image compression procedures,
and the image segmentation and representation techniques.

Module 30
Code Course/Module Title ECTS Semester
NEOS 3106 Network Operating System 2 5
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17

Description

This module covers general issues of design and implementation of advanced modern operating
systems. The focus is on issues that are critical to the applications of distributed systems and
computer networks, which include interposes communication, distributed processing, sharing and
replication of data and files. Approximately two third of the module will be devoted to basic concepts

and techniques, and the remaining third will be on assorted current topics in modern operating
systems and distributed systems.

Module 31
Code Course/Module Title ECTS Semester
ADMA 3201 Advance Mathematics || 4 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52
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Description

The module focus on numerical analysis, which is a field of study within mathematics and computer
science that focuses on developing and analyzing numerical algorithms for solving mathematical
problems. It involves the use of computational methods to approximate solutions to complex
mathematical equations and problems that may not have exact analytical solutions.

Module 32
Code Course/Module Title ECTS Semester
DISP 3202 Digital Signal Processing 2 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 17
Description

The objective of this module is to provide an introduction to the Fourier and Laplace transforms and
concepts such as linearity and shift invariance that are used in the description and analysis of linear
analog systems. Much of what we do extends these ideas to the field of discrete time systems. Major
parts of the module will concentrate on signal analysis using Fourier transforms, linear system
analysis, Filter design and a few more advanced topics. We will study the discrete Fourier transform

and its properties. The Students will also study the sampling theorem and the relationship between
continuous and discrete time transforms.

Module 33
Code Course/Module Title ECTS Semester
COEN 3203 Control Engineering 6 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86
Description

The module provides the students the essential knowledge related to control system. Also the module
aims at giving the student adequate skills in mathematical modelling, block diagram reduction, time

domain analysis (transient and steady state) and control system stability.

Module 34
Code Course/Module Title ECTS Semester
ANPR 3204 Antenna and Propagation 6 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
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Description

The objective of this module is to introduce the fundamental principles of antenna to analysis of
antenna systems. Students will learn how to characterize antennas and how to use antennas.

Module 35
Code Course/Module Title ECTS Semester
INTH 3205 Internet of Things 6 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86
Description

describes the network of physical objects—“things” —that are embedded with sensors, software, and
IOT systems. The module will cover all aspects of these unique and important systems, from the
hardware and radio architecture through protocols and software to applications.

Module 36
Code Course/Module Title ECTS Semester
CONE 3206 Computer Network || 6 6
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86
Description

At the completion of the module the student will understand the advanced concepts and principles of

computer networking.

Module 37
Code Course/Module Title ECTS Semester
NEPR 4101 Network Protocol 8 7
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
4 3 109 91
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Description

At the completion of the module, the student will be able to Explain the basics of current computer
networking protocols., Write simple programs for network communication.

Module 38
Code Course/Module Title ECTS Semester
QUTH 4102 Queueing Theory 4 7
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 67
Description

This module aims to prepare students with a good mathematical background in order to formally
analyze the performance of various designs in computer systems and networks. Being able to analyze
a design before it is physically implemented, or even after the implemented system starts its
operation, has been proved to be an important ability for system designers. As computer systems and

networks can be modeled as queuing systems, queuing theory serves as the key for performance
analysis work.

Module 39
Code Course/Module Title ECTS Semester
MOCO 4103 Mobile Communication 4 7
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52
Description

The primary objectives of this module are to Understand the fundamentals of wireless
communications, Define the types of cellular systems and cellular wireless networks, ldentify the
requirements and limitations of 2G, 2.5G and 3G wireless mobile communication, Design the
architecture of various wireless telecommunication systems, Analyze (TDMA/FDMA/CDMA) system
according to the complexity, installation cost, speed of transmission, channel properties etc.

Module 40

Code Course/Module Title ECTS

Semester
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MALE 4104 Machine Learning 6 7
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86
Description

The primary aim of this module is to understands the main concepts, principles, and method of
machine learning, and how to use them to solve problems in the real world.

Module 41
Code Course/Module Title ECTS Semester
GPRM 4105 Graduation Project and Research 4 7
Methodology
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 67

Description

This aims of this module are to intoduce the concepts and methods of academic research to the
students, also, the main principles of writing graduation projects, where the Graduation Project is a

formal assignment chosen by a student or small group of students on a topic related to the network
engineering and involves out-of-class research and development.

Module 42
Code Course/Module Title ECTS Semester
SOEN 4106 Software Engineering 4 7
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 1 48 52

Description

The aim of this module is to introduce some types of system model that may be developed as part of

the requirements of engineering and system design processes, the student should understand how
graphical models can be used to represent software systems.

Module 43
Code Course/Module Title ECTS Semester
SOCO 4201 Soft Computing 6 8

16




Class (hr/w)

Lect/Lab./Prac./Tutor

SSWL (hr/sem)

USWL (hr/w)

4

2

94

56

Description

The aim of this module are to Introduce the basic principles, techniques and applications of soft
computing, Study the concepts and algorithms involved in neural networks, Explain Artificial Neural
Networks and its categories, Design NN based solutions for real-world and engineering problems.
Also, this module will focus on genetic algorithm, genetic programming, and fuzzy logic principles and

concepts.

Module 44
Code Course/Module Title ECTS Semester
WISN 4202 Wireless Sensor Network 6 8
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86
Description

The primary aims of this module are to obtain a broad understanding of the technologies and
applications for the emerging and exciting domain of wireless sensor networks, Get in-depth hands-on
experience in designing and developing a real operational embedded network system using ZigBee.

Module 45
Code Course/Module Title ECTS Semester
NESE 4203 Network Security 4 8
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 67
Description

Understand security concepts, Ethics in Network Security, Understand security threats, and the

security of computers.

Module 46

Code

Course/Module Title

ECTS

Semester

17




OPNE 4204 Optical Network 6 8
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 86

Description

The objective of this course is to introduce the principles, methods and principles of Optical Network .

Module 47
Code Course/Module Title ECTS Semester
CLCO 4205 Cloud Computing 4 8
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 2 64 36

Description

This module focuses on Cloud computing and the on-demand availability of computer system

resources, especially data storage (cloud storage) and computing power, without direct active
management by the user.

Module 48
Code Course/Module Title ECTS Semester
GPRM 4206 Graduation Project and Research 4 8
Methodology
Class (hr/w) Lect/Lab./Prac./Tutor SSWL (hr/sem) USWL (hr/w)
2 0 33 67

Description

This aims of this module are to intoduce the concepts and methods of academic research to the
students, also, the main principles of writing graduation projects, where the Graduation Project is a

formal assignment chosen by a student or small group of students on a topic related to the network
engineering and involves out-of-class research and development.

Contact

Program Manager:

18




Mudhafar Hussain Ali | Ph.D. in Optical Communication Engineering | Assistant Prof.
Head of Networks Engineering Department

Email: mudhafar.ali@aliragia.edu.iq

Mobile no.:+9647711327037

Program Coordinator:

Omar Raad Kadhim | Ph.D. in Electronic and Communication Engineering | Lecturer
Email: omarraad@aliragia.edu.iq

Mobile no.:+9647708409698

19
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Module Information
daly ! B3l ologlas

Module Title Electrical Circuits| Module Delivery
Module Type Basic Theory
Lecture
Module Code ELCA 1102 Lab
ECTS Credits 6 [ Tutorial
O Practical
SWL (hr/sem) 150 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Networks College
Module Leader Arwa Amir e-mail Eng.arwa.amir@gmail.com
Module Leader’s Acad. Title Assistant Professor Module Leader’s Qualification Ms.c
Module Tutor e-mail
Peer Reviewer Name e-mail
SDZ:::tiﬁc Sl T 01/06/2023 Version Number | 1.0

Relation with other Modules

3 Ayl Slgall ao dBMall

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

1. To develop problem solving skills and understanding of circuit theory through
the application of techniques.

Module Objectives

Gyl 8oLl Colua]

To understand voltage, current and power from a given circuit.
This course deals with the basic concept of electrical circuits.

This is the basic subject for all electrical and electronic circuits.
To understand Kirchhoff's current and voltage Laws problems.

o v hA wWwN

To perform mesh and Nodal analysis.

Recognize how electricity works in electrical circuits.
List the various terms associated with electrical circuits.
Summarize what is meant by a basic electric circuit.

Module Learning Discuss the reaction and involvement of atoms in electric circuits.

Describe electrical power, charge, and current.
Outcomes

Define Ohm's law.

Identify the basic circuit elements and their applications.
8ol @daddl Ol y3e0

i Discuss the operations of sinusoid and phasors in an electric circuit.

W O Nk WN e

Discuss the various properties of resistors, capacitors, and inductors.

[N
o

. Explain the two Kirchoff's laws used in circuit analysis.

[y
=

. ldentify the capacitor and inductor phasor relationship with respect to
voltage and current.

Indicative content includes the following.

1.Basic Electrical Quantities and Units:
e Electric charge, current, voltage, and power
e Ohm'slaw

2. Circuit Elements and Symbols:
e Passive circuit elements: resistors, capacitors, and inductors
e Active circuit elements: voltage sources, current sources, and amplifiers
e Circuit symbols and conventions

[ e (e ie e Circuit Laws and Techniques:

Aol wlgisall

3. Kirchhoff's laws (Kirchhoff's current law and Kirchhoff's voltage law)
e Series and parallel circuits analysis
e Voltage and current division rules
e Superposition theorem and its application
e Thevenin's and Norton's theorems

4. DC Circuit Analysis:

e Node and mesh analysis techniques

e Nodal and mesh equations and their solutions




e Power calculations in DC circuits
e Analysis of voltage dividers and current dividers

Learning and Teaching Strategies

osdazlly @lazdl ol el

Type something like: The main strategy that will be adopted in delivering this module
is to encourage students’ participation in the exercises, while at the same time refining

Strategies and expanding their critical thinking skills. This will be achieved through classes,
interactive tutorials and by considering types of simple experiments involving some
sampling activities that are interesting to the students.

Student Workload (SWL)
le gawl V0 J Lgunxo LUl L"SV‘"JH‘J‘ Jed

Structured SWL (h/sem) 29 Structured SWL (h/w) 6

Jradll I CIlall plaiiall oyl Jod! e gl IUall @laiadl byl Josxd!

Unstructured SWL (h/sem) = Unstr::ctured SWL (h/w) .

Jnadll I CJlall elaxiall pe gyl ozl b gaanl CIlall @latiall a2 byl Jodd!

Total SWL (h/sem) 150

il I3 LIl (SSU) gyl Joasell

Module Evaluation

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

eElectric charge, current, voltage, and power.

Week 1
eOhm's law.
Week 2 e Power and Energy.
Week 3 e Series dc Circuits, Kirchhoff’s Voltage Law.
Week 4 e Voltage Division in a Series Circuit.
Week 5 e Parallel dc Circuits, Kirchhoff’s Current Law.
Week 6 e Current Divider Rule.
Week?7 | e Mid-Exam, Voltage Sources in Parallel.
Week8 | o Open and Short Circuits, Series-Parallel Circuits.
Week 9 e Mesh Analysis.
Week 10 | ¢ Nodal Analysis.
Week 11 | o Star to delta Conversions.
Week 12 | ¢ Delta to star Conversions
Week 13 | o Thévenin’s Theorem.
Week 14 | ¢ Norton’s Theorem.
Week 15 | ¢ Review and revision
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
sizal) (£l Zlgiall
Material Covered
Week 1 Power Supply and Digital Multimeter.
Week 2 Ohm's Law.
Week 3 Series & Parallel Circuits.
Week 4 Voltage and Current Divider.
Week 5 Delta -Star Concession.
Week 6 Mesh Analysis.
Week 7 Nodal Analysis.




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Text Available in the Library?
INTRODUCTORY CIRCUIT ANALYSIS, Robert L. Boylestad,
Required Texts Yes
Eleven Edition.
Recommended DC Electrical Circuit Analysis: A Practical Approach
Texts Copyright Year: 2020, dissidents. No
Grading Scheme
Syl lalases
Group Grade il Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good I due 80 -89 Above average with some errors
(Sstjgfelsgoc)iroup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
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Module Title Electronic Circuit Design Module Delivery
Module Type core Theory
O Lecture
Module Code ELCD 1105 Lab
ECTS Credits 8 U Tutorial
O Practical
SWL (hr/sem) 200 O Seminar
Module Level ual Semester of Delivery one
Administering Department Network College College of Engineerin
g bep Department 8 & & &
Module Leader e-mail @aliragia.edu.iq
Module Leader’s Acad. Title Module Leader’s Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail
Scientific Committee Approval

Date pp 1/6/2023 Version Number

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

none

Semester

Co-requisites module

none

Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

This course aims to:

1- enable the student to have a solid background in electronic physics.
Module Aims 2- enable the student to have a solid background in the analysis of the
dplyddl Bkl Colua characteristics and circuits of diode and Zener diode.
3- The student will learn the specifications and applications of the diode and
Zener diode.
4- enable the student to have a solid background in physical structure of BJT
5- enable the student to have a solid background in physical structure of FET
transistors
6- enable the student to analyze the circuits of the BJT and FET transistors.
1- Will be ableto tell theory of semiconductors: Explains an atom and basic terms
related with an atom.
2- Recognizes conductor, semiconductor, and insulator and explains
characteristics of these materials.
3- Recognizes p and n type materials and explains characteristics of these
materias.
Module Learning 4- Will be able to recognize types of diodes, explain basic terms related with
Outcomes diodes and tell the operating principle of diodes.
5- Recognizes half-wave, full-wave and bridge rectifier circuits and explains the
Balol) latll Olaryen 6- Th(_e student will be able to tell the structure and the operation of transistors and
Ay their types.
) 7- The student will recognize the different configurations of circuits with
transistors and the characteristics of these circuits and compare these circuits.
8- Analyzestransistor dc biasing.
9- Explainsthe operation of transistor dc biasing circuits.
10- Will be ableto explain different circuits with transistors.
1. Will be able to tell theory of semiconductors.
e Explains an atom and basic terms related with an atom.
e Recognizes conductor, semiconductor, and insulator and explains
characteristics of these materials.
e Recognizes p and n type materials and explains characteristics of these
Indicative Contents materials.
Aol wlgisall
2. Will be able to recognize types of diode, explain basic terms related with

diodes and tell the operating principle of diodes.

Recognizes types and the construction of diodes.

Explains ideal diode, equivalent circuit, and dc characteristic of a diode.
Tells the operating principles of diodes and Zener diodes.




Will be able to analyze different diode circuits.

Recognizes half-wave, full-wave and bridge rectifier circuits and explains the

operation of these circuits.

e Recognizes clipping and clamping circuits, explains the operation of these

circuits and analyses these circuits.
e Analyzes and measures parameters in basic diode circuits.

4. Will be able to tell the structure and the operation of transistors and

recognize the different types of transistors.

5. Recognizes the different configurations of circuits with transistors and the
characteristics of these circuits and compares these circuits.

6. Analyzes transistor dc biasing.

N

Explains the operation of transistor dc biasing circuits.

8. Will be able to explain different circuits with transistors.

Learning and Teaching Strategies

abeil) g alail) Cilia il sind

Strategies

The main strategy that will be adopted to increase the student interest to understand
this module is by drawing sketches that can assist the imagination of the student about
the certain subject as well as to make the students participate through fast questions

and quizzes.

Student Workload (SWL)
le sanl V0 J 0 gune callall ol 5ol Jasll

Structured SWL (h/sem) 124 Structured SWL (h/w)

ol 3l Al elaziall gl Jonl e gl Ul lisaall byl Josnl
Unstructured SWL (h/sem) 26 Unstructured SWL (h/w)

el I CIlall elaniadl e (quhull Josxd! e ganl Ul @latiall e (bl ool
Total SWL (h/sem) 500

i)l 35 LIall JSU1 gyl Jol




Module Evaluation
Z\T}M\Jﬂ\ XA ?‘Lm

Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Formative

assessment

Quizzes 3 30% (30) 3,5,12 LO #2,3 and 6

Assignments 2 10% (10) 6,13 LO#3and7

Summative

assessment

Midterm Exam 2 hr 10% (10) 7 LO#1-7

Final Exam 3hr 50% (50) 16 All

Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Lg).LuS\ = s GL@_'\A\

Material Covered

Week 1

Introduction

1-1 Atomic structure & electronic state (orbit, energy and valence) of electron.
1-2 semiconductors, conductors and isolators.

1-3 effects of temperature on depletion layer and P-N junction.

Week 2

Characteristics of Diode

2-1 forward and reverse bias and its relations.

2-2 the diode operation and its conditions.

2-3 Zener region in terms of voltage and power dissipations

Week 3

Specifications of diode

3-1 diode capacitance

3-2 reverse recovery time

3-3 diode measuring and testing.

Week 4

Diode applications

4-1 load line analysis

4-2 series diode configuration

4-3 parallel & series configurations

4-4 half — wave rectifier and peak reverse voltage

4-5 full wave rectifier and related circuits (biased, diode clippers and clampers)
4-6 Zener diode and its applications

Week 5

DC & AC resistance

Week 6

Midterm + Introduction to transistor structure and its operations.




Configuration of transistor:

Week 8 bias configuration of a common- base
bias configuration of a common- emitter
bias configuration of a common- collector

Week 11 | Transistor amplifications, The operation of transistor and its limitations.

Week 12 Voltalge‘divi o_ler, gamitter stabilize and _voltagefeedback, and
DC biasing circuit and its characteristics

Week 13 | Common- base and emitter follower configurations, Saturation level of transistor,
Transistor switching configuration.

Week 14 | JEET characteristic

Week 15 | JFET biasing

Week 16 | preparing for the final exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Lab 1: Diode characteristics

Week 2 Lab 2: half wave and full awe

Week 3 Lab 3: Clipper diode

Week 4 Lab4: clamper diode

Week 5 Lab5: voltage regulator (zener diode)

Week 6 Lab 6: dc analysis of common base transistor

Week 7 Lab 7: dc analysis of common emitter transistor

Week 8 Lab 8: dc analysis of voltage divider transistor

Week 9 Lab 9: dc analysis of emitter follower transistor

Week 10 | Lab 10: dc analysis of common base transistor

Week 11 | Lab11: JFET characteristics

Week 12 | Review for all labs




Learning and Teaching Resources
U"‘:’Jﬂ\} eL_“d\ JJL;AA

Available in the
Text
Library?
Required Texts "Electronic Devices & Circuit Theory", By R. Boylestad, 11t ed. ves
Recommended Texts " Electronic Devices", By Floyd. 9th ed. yes

(PDF) Electronic device and circuit theory 11th edition By Robert L. Boylestad | Viktor

Websites
Reznov - Academia.edu
Grading Scheme

Group Grade il Marks (%) | Definition

A - Excellent kel 90 - 100 Outstanding Performance

B - Very Good [SESRVES 80 -89 Above average with some errors
(S:;fefgoc)iroup C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX - Fail (Alaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail Cawel)y (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



https://www.academia.edu/45229810/Electronic_device_and_circuit_theory_11th_edition_By_Robert_L_Boylestad
https://www.academia.edu/45229810/Electronic_device_and_circuit_theory_11th_edition_By_Robert_L_Boylestad

MODULE DESCRIPTION FORM
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Module Information
daly ! B3l ologlas

Module Title M athematics | Module Delivery
Module Type B Theory
Lecture
Module Code MATH 1101
O Lab
ECTS Credits 4.00 Tutorial
[ Practical
SWL (hr/sem) 100 O Seminar
Module Level uaGl Semester of Delivery
. . . Networks . .
Administering Department engineering College College of engineering
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
3 dsly ) Slgall ao A3l
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

1. Make students able to analyze engineering problems and formulate
mathematical models to solve them.

2. Understand mathematical concepts in engineering as apply matrix
techniques to problems in engineering

3. Expressing linear transforms in other forms, such as matrix equations and

. . vector equations.
Module Objectives g

. s Distinguishing between homogeneous and nonhomogeneous systems.
Loyl B3le] Colua] guishing & & y

Apply systems of linear equations to problems in networking
Use the characteristic polynomial to find all eigenvalues and eigenvectors

N o v oA

In engineering, by domain and range one can used to design and optimize
systems.

8. Build a mathematical toolkit: The course introduces various mathematical
tools and techniques necessary for engineering analysis. This includes
algebraic manipulation, trigonometric functions, calculus operations (such as
differentiation and integration)

1. Understand and perform operations on matrices, including addition,

subtraction, multiplication, and determination.

Apply Cramer's rule to solve systems of linear equations.

Calculate determinants and use them to determine properties of matrices.

Determine eigenvalues and eigenvectors of matrices.

Analyze and graph functions, including determining their domain and range.

Evaluate limits and determine continuity of functions.

Apply differentiation rules, including the chain rule and implicit

differentiation, to find derivatives.

olel) @laddl Ol y5ee 8. Apply integration rules and techniques, including integration by parts and

sy ) partial fractions, to find antiderivatives.

9. Solve problems involving definite and indefinite integrals.

10. Understand and graph trigonometric functions, and apply their properties to
solve problems.

11. Perform derivations and integrations involving trigonometric functions

12. Apply logarithmic and exponential functions in solving problems, and
perform derivations and integrations involving these functions.

Module Learning
Outcomes

Ny k~wnN

e Matrices:
Introduction to matrices and their operations.
Determinants of matrices.
Cramer's rule for solving systems of linear equations.
Inverse matrices.
Indicative Contents e Systems of Linear Equations:
Aol Y wlgisad! e Eigenvalues and Eigenvectors:
Understanding eigenvalues and eigenvectors of matrices.
e Real Numbers and Functions:
Understanding real numbers and intervals.
Graphing functions and determining their domain and range.
e limit and continuity




Introducing the concept of limit and continuity.

Differentiation:

Differentiation rules and examples.

Chain rule and implicit differentiation.

Integration:

Integration rules and techniques.

Definite and indefinite integrals.

Trigonometric functions

properties , Derivatives and integrals of Trigonometric functions
Logarithmic and Exponential Functions:

Derivatives and integrals of logarithmic and exponential functions.

Learning and Teaching Strategies

osdazlly elazll bl

Strategies

Giving theoretical lectures

Solve many problems

Using illustration methods such as drawing

Direct discussion by asking questions and opening dialogue and interaction

with students.

5-  Giving video lecture if need
Student Workload (SWL)
LCW‘ Vo) O o g,JUaJJ L_.S‘*’b'u‘ Jedl
Structured SWL (h/sem) 18 Structured SWL (h/w) 3
Juadl! I3l CJlall alaiall gwhyddl Jasxd! e gael Il @laziall gyl Jazel
Unstructured SWL (h/sem) - Unstructured SWL (h/w) 3
Juadll I Gl elaniadl e bl Jozd! L gl JUal) platiall s gubydl Josrll
Total SWL (h/sem) 100
o)) I3 Ul ST guhyll Joon!




Module Evaluation

Ayl 8oL (s

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 20% (20) Continuous | All
Formative Assignments 2 10% (10) Continuous | All
assessment
Report 1 10% (10) 13 LO #10, LO #11
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Material Covered

Week 1 Matrices: introduction, operation

Week 2 Matrix determination

Week 3 Inverse Matrices

Week 4 | Solving a system of linear equations by Cramer's rule

Week 5 Solving a system of linear equations by inverse method

Week 6 Eigen value and Eigen vector

Week 7 (Mid-term Exam)

Week 8 Real Numbers, Intervals, Functions:graphs , domain and range

Week 9 Limit and continuity

Week 10 | Differentiation

Week 11 | Chain rule, implicit Differentiation

Week 12 | Rules of integration, Definite and indefinite integrals

Week 13 | trigonometric functions: derivations, integrations

Week 14 | natural logarithm, exponential e*: properties, derivations, integrations

Week 15 a*, logy : properties, derivations, integrations

Week 16 | Preparatory week before the final Exam




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Text Available in the Library?
Required Texts Calculus By Thomas Yes
CALCULUS
Recommended
EARLY TRANSCENDENTALS, By HOWARD ANTON, IRL yes
Texts BIVENS ,STEPHEN DAVIS
Websites
Grading Scheme
oyl Jalaseo
Group Grade sl Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good BEevE 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory osgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
sl ) 3alall Cila glas

Module Title Engi neeri ng drawi ng Module Delivery
Module Type B Theory

Lecture
Module Code ENDR 1104 Lab
ECTS Credits 4 Tutorial

O Practical
SWL (hr/sem) 100 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
Module Leader e-mail
Module Leader’s Acad. Title lecture Module Leader’s Qualification Ph.D.
Module Tutor Nil e-mail Nil
Peer Reviewer Name e-mail

ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) Al ) o) gall ae 48R

Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
A5 Y1 il sinall g alail) il 5 Al jall saball Calaad

1. The aim of this module is to provide students with a comprehensive
understanding of engineering drawing principles and techniques. It aims to
develop their skills in creating and interpreting technical drawings, which are
essential in the field of engineering. The module also aims to enhance
students' spatial visualization abilities and their understanding of the
e Al relationship between 2D representations and 3D objects.
. L 2. Describing the AutoCAD program and Its icons, knowing what’s new in
Al Hal) alal) Calaal _

AutoCAD version.

3. The students will have skills to use that’s program and drawing any things
(2D).

4. Reading plans of projects .

5. How to make show for them projects .

6. Auto desk AutoCAD software provide powerful ,integrated 2D modeling,
drawing ,and layers tools that enable designers to focus more energy on
creative ,rather than technical challenges

1. Demonstrate an understanding of the principles and conventions of
engineering drawing.

2. Apply appropriate techniques to create accurate and precise engineering

Module Learning drawings.
Outcomes 3. Interpret and analyze technical drawings, including dimensions and
annotations.
Al Hall 3alall aladl) s j3a 4. Learn drawing skills by AutoCAD .
5. Learn to read construction plans by AutoCAD .
6. Increase the student's imagination by AutoCAD .

Indicative Contents
LaLa LY il sinall

Indicative content includes the following.

1.

Introduction to Engineering Drawing

Importance of engineering drawing in the design and manufacturing process.
Standards and conventions in engineering drawing.

Types of technical drawings: orthographic projections, isometric projections,
etc.

Drawing Instruments and Techniques

Overview of drawing instruments and their uses
Sketching techniques and line types
Scaling, dimensioning, and labeling

Orthographic Projections

Principles of orthographic projection
Multiview drawings
Sectional views and conventions




4. lsometric Projections

Introduction to isometric projections
Isometric drawing techniques and isometric scales
Isometric views of objects and assemblies
Extracting 2D Drawings form Isometric drawing.
5. Creating and Modifying Components by AutoCAD.
6.Modeling and Modifying Elements by AutoCAD.

Learning and Teaching Strategies

el Al Cilia i

In this module, a combination of project-based learning, lectures, and group
discussions will be utilized to create an engaging learning environment. Students will
apply engineering drawing principles and techniques to real-world scenarios,
participate in interactive lectures using visual aids and examples, collaborate in group

Strategies , ) . . .
discussions to analyze and problem-solve, engage in practical exercises and
workshops to develop technical drawing skills with traditional tools and CAD
software, and conduct independent study.
Student Workload (SWL)
le gl \OJ&._nwu._ﬂMgubﬂ\ Jaall
Structured SWL (h/sem) 63 Structured SWL (h/w) 4
Jeadll P& lUall alaiiall ol Al Jaal) Lo sal calldall aliiall sl 5l Jaall
Unstructured SWL (h/sem) 37 Unstructured SWL (h/w) 3
Jadll PA lUall alaiiall yie ol jal) Jasl) Lo saul calldall aliiiall pue ol Hall Jaal)
Total SWL (h/sem) 100
Jadll A Ul S i) el Jasd)

Module Evaluation
lﬂu\)ﬂ\ 3Ll e._us.t

. . Relevant Learning
Time/Number Weight (Marks) Week Due

Outcome
Quizzes 12 15% (15) Continuous | All
Formative
Assignments 12 20% (20) Continuous | All
assessment
Projects / Lab. 3 5% (5) 12,13,14




and 15
Report
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Theoretical and Lab. Syllabus)
heall 5 s Hhaill e g gl
Material Covered
Week 1 Principle of engineering drawing
Week 2 Sketching techniques and line types & Scaling, dimensioning, and labeling
Week 3 Principles of orthographic projection
Week 4 Multiview drawings in orthographic projection
Week 5 Sectional views and conventions
Week 6 Introduction to isometric projections
Week 7 Isometric drawing techniques and isometric scales
Week 8 Isometric views of objects and assemblies Extracting 2D Drawings form Isometric drawing
Week 9 Mid exam
1- Introduction - Theory lectures on history of AutoCAD program, what’s new versions ,how to
Week 10 install program.
2- Explanation the main window for program, how to arrange it before start work.
how to use file icon from the window(open,new,save ,save as,export,merge ,drawing properties
Week 11 | .draw orders(line and construction line with types of lines (hidden and center lines)) and modify
(erase,move,copy) Orthogonally ,snaps, grid, scale and explode .
Draw Arcs,polyline,circles and rectangle Draw Ellipses ,trim and extend orders, rotate and
Week 12 '
mirror.
term Exam + tutorial. And Application of previous orders. Layer order (how to change
Week 13
color,name,type and thickness of line by layer)
Week 14 | Explanation of construction and architectural plans and types of lines.
Explanation of construction and architectural plans and types of lines(showing examples) and
Week 15
Application of previous orders.
Week 16 | Preparatory week before the final Exam




U"“.'?Jﬂ‘ﬁ ela.\]\ _)JLA.A

Learning and Teaching Resources

Text Available in the Library?
1-Manual of engineering drawing - Simmons C.H., Maguire
D. E.
2-Autodesk AutoCAD 2021: Learn CAD With Ease (For
Required Texts Beginners) Hardcover — February 20, 2021 no
by Madhumita Kshirsagar.
1-Giesecke, Frederick Ernest, et al. Technical drawing with
engineering graphics. Vol. 15. Prentice Hall, 2016.
e e 2-French, Thomas Ewing, and Charles J. Vierck. The
—_— fundamentals of engineering drawing and graphic yes
technology. McGraw-Hill Companies, 1978.
Websites https://www.autodesk.com/
Grading Scheme
Gila al) lads
Group Grade i) Marks % | Definition
A - Excellent Ll 90 - 100 Outstanding Performance
B - Very Good [RENRTEN 80 -89 Above average with some errors
(Sst.l(;:tfe:;oc)-iroup C - Good REN 70-79 Sound work with notable errors
D - Satisfactory L s 60 - 69 Fair but with major shortcomings
E - Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 28) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.



https://www.amazon.com/Madhumita-Kshirsagar/e/B089QF57SY/ref=dp_byline_cont_book_1
https://www.autodesk.com/

MODULE DESCRIPTION FORM
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Module Information
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Module Title Academic English | Module Delivery
Module Type Basic learning activity Theory
Lecture
Module Code ENG101
O Lab
ECTS Credits 4 O Tutorial
O Practical
SWL (hr/sem) 100 O Seminar
Module Level uaGl Semester of Delivery
Administering Department Network Dep. College Engineering Collage
Module Leader e-mail
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification
Module Tutor e-mail
hjjahmn@gmail.com
Peer Reviewer Name Hussein Jumma Jabir | e-mail
Scientific C ittee A |
L L A 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
A Dl 5l 3 sall ae 48l
Prerequisite module None Semester
Co-requisites module None Semester
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Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Al all saldl Calaal

1. To enable the learner to communicate effectively and appropriately in
real-life situations.

2. Touse English effectively for study purposes across the curriculum.

3. To develop and integrate the use of the two language skills, i.e., listening,
speaking.

4. Todevelop interest in and appreciation of literature.

5. Torevise and reinforce structures aready learnt.
6. To basicaly trandate from English to Arabic and vice versa.
students should be able to:-
1. Read silently at varying speeds depending on the purpose of reading
Module Learning 2. Recognize the organization of atext.
Outcomes 3. Identify the main points of atext.
4. Adopt different strategies according to the purpose of listening.
3alall alaill il e 5. Listento atak or conversation and understand the topic and main points.
dal al) 6. Speak intelligibly using appropriate word stress, sentence stress and
intonation patterns.
7.

Indicative Contents
Lals W) Gl ginall

Indicative Contents include the following :-
Part A-Grammar :-

Elementary / basic English grammar:

Grammar (1): verb to be , main verbs, Possessive adjectives.

Everyday English (everyday conversation )

Grammar (2) present smple (1) , questions and negative (jobs). present simple
(2) , adverb of frequency, Past simple (1), regular and irregular verbs,
prepositions (1) Time expression(1))

Everyday English (What timeitis) (Socia expression)

Grammar (3): Demonstrative Pronouns (thereis, thereare, that , this ,those)
How much , How many , some, alot of , any

Everyday English ( numbers and prices)

Grammar (4): Model verbs ( can, could, ....) Was born ,

. Everyday English ( polite requests) (what'sthe date) (specia occasions)
(Expressing doubt and certainty )

meaning (14 Hours)

Part B —\VVocabulary

Vocabulary :Synonyms, Antonyms : word endings , word stress, right word ,
wrong word , verbs with similar meaning , adjective and noun, (Regular and
Irregular verbs) , Adverbs Vocabulary (Possessive's, adjective, oppositive
adjective, adverbs, words that go together (verb+noun ) or (noun +noun) ,
Vocabulary prepositions(2) , adverb (2) , Food and drink , daily needs, jobs,
describing feeling and things

.(12 Hours)

Part C: Speaking -
Speaking: speaking atechnical report , a seminar ,




Team work activities ( discussion and conversation)
Seminar skill (4 Hours)
Part D Tranglation: -

Trandation atechnical report from English to Arabic and from Arabic to English.
Electrical engineering terms. (6 Hours)

Learning and Teaching Strategies

asbail] 5 alasl) iln il ind

X3

%

Strategies

X3

%

X3

%

Lectures: In-class lectures delivered by the instructor provide the foundational
knowledge and theoretical concepts of English language . Lectures can include
explanations, demonstrations, and the presentation of examples to illustrate key
concepts.

Interactive Discussions: Encourage active participation and engagement through
interactive discussions. This can involve asking questions, facilitating group
discussions, and encouraging students to share their insights and perspectives on
grammar and English activities .

Group team work: Assign groups that require students to apply their knowledge
of English language.

Guest Speakers: Invite language professionals or researchers in the field of
language to share their experiences and insights. Guest speakers can provide
real-world perspectives, discuss emerging trends, and inspire students in their
learning journey.

Online Resources and Multimedia: Provide access to online resources, textbooks,
lecture recordings, and interactive multimedia materials that support the
learning of English language. These resources can serve as supplementary
materials for self-study and reinforce understanding.

Formative and Summative Assessments: Incorporate a variety of assessment
methods, including quizzes, assignments, lab reports, and examinations, to
evaluate students' understanding and progress. Provide constructive feedback to
help students improve their knowledge and skills in English language.

Student Workload (SWL)

Structured SWL (h/sem) €0 Structured SWL (h/w) 5
Jeanill JMA lUall aliiiall ol 5l Jasl) Lo saad alldall alsiiall ol 5l Jaall

Unstructured SWL (h/sem) 20 Unstructured SWL (h/w) 55
Seaill JM& CalUall diiiall e ad 3l Jasll L paud QLN pliiidl) e o yall Jaal '

Total SWL (h/sem)

Juadll I8 Ll IS a5l Jasl)

100




Module Evaluation
@»\JJ\ saldll ("‘7535"

Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 7,12 LO #1-5
Formative Assignments 2 10% (10) 4,10 All
assessment Projects / Lab. 1 10% (10) 7 All
Report 1 10% (10) 12 All
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-3
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@bl e pul) el
Week Material Covered
Week 1 Grammer (1) - tenses (present , past , future ) , question , questions word ,
Everyday English ( social expression)
Week 2 Grammer (2) :Present tenses( present smple, present continuous ( have and have got )
Everyday English ( Making conversation )
Grammer (3) Past tenses ( past simple, past continuous )
Week 3 Vocabulary (Regular and Irregular verbs) , Adverbs
Everyday English ( Saying when)
Week 4 Grammer (4): Quantity , articles
Everyday English (Can you came for dinner , Requests
Grammer (5) : Verbs patterns, future forms
Week 5 Vocabulary : Phrasal verb (literal , Idiomatic)
Everyday English ( Expressing doubt and certainty )
Week 6 Grammer (6) : Comparative and superlative adjective
Everyday English : What's on
Grammer (7) : Present perfect , Indefinite past , ever and never
Week 7 Everyday English :Agree with me
go together |, prepositions , word with two meaning
y Vocabulary :Synonyms, Antonyms : word endings, word stress, right word , wrong
Week 8
word , verbs with similar meaning , adjective and noun
Week 9 Writing practice: narrative or descriptive essays
Week 10 Speaking: speaking atechnical report , aseminar ,
Week 11 Team work activities ( discussion and conversation)
Seminar sKkills




Week 12 . . . .
Grammar review: passive voice and relative clauses.

Week 13 Error analysisand correction exercises

Trandation: atechnical report from English to Arabic and from Arabic to English.
Week 14 | Network engineering terms.

Week 15 | preparatory week before the final Exam

Week 16 Final Exam

Learning and Teaching Resources
u_u:a)lﬂ\) (-Jaﬂ\ J.Jb.a.a

Available in the
Text
Library?
. New Headway Oxford Elementary, Pre-intermediate, and
Required Texts ] Yes
Intermediate
"English File" by Oxford University Press and "New
Recommended Texts Yes
Headway" by Liz and John Soars
Websites
Grading Scheme
Group Grade ) Marks (%) | Definition
A - Excellent Dkl 90 - 100 Outstanding Performance
B - Very Good [AENRTEN 80-89 Above average with some errors
(Ssu(;:c-efgo(;roup C - Good aa 70-79 Sound work with notable errors
D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings
E - Sufficient Jsida 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) a8) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.
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Module Information
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Module Title LogIc CIRCUITS DESIGN Module Delivery
Module Type CORE Theory
Lecture
Module Code LOCD 1103 Lab
ECTS Credits 4 [ Tutorial
O Practical
SWL (hr/sem) 100 [ Seminar
Module Level UGl Semester of Delivery One
Administering Department Network College | Engineerin
gLep Engineering 8 gineering
Module Leader | Samar Kareem Ibrahim e-mail Samar.kareem90@gmail.com

Module Leader’s

Module Leader’s Acad. Title ASST. LECTURER e e M.Sc.
Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

Review Committee Approval

Version Number

1.0
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Relation With Other Modules
AN Al all ol gall ae A8

Prerequisite module

None Semester

Co-requisites module

Digital System Design Semester Two

Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al al) salall Calaa

Module Aims
Jau) Al saldd) Calaal

1.

2.

w

No gk

= ©

11.

Introduce students to the basic concepts and terminology of digital logic
design.

Familiarize students with the importance and relevance of logic circuits in
modern technology.

Explore different number systems, including binary, decimal, octal and
hexadecimal.

Discuss number system conversions and arithmetic operations.

Introduce basic logic gates (AND, OR, NOT) and their truth tables.

Discuss the behavior and operation of logic gates using Boolean algebra.
Teach methodsfor logic simplification, including Boolean laws, De Morgan's
theorem, and Karnaugh maps.

Show how to simplify and optimize logic expressions using these techniques.
Introduce combinational logic circuits and their analysis.

. Teach techniques for analyzing and designing combinational logic circuits

using truth tables and logic gates.
Demonstrate how to construct and verify the functionality of combinational

logic circuits.

Module Learning
Outcomes

Al pal) Balall aladl) s 3

A .

w

©ooN O R

Understand the basic concepts and terminology of digital logic design.
Recognize the importance and relevance of logic circuits in modern
technology.

Understand different number systems, such as binary, decimal, octal and
hexadecimal.

Perform number system conversions and basic arithmetic operations.
Identify and describe the behavior of logic gates and their truth tables.
Analyze and design logic circuits using logic gates.

Implement logic gates using electronic components and symbols.

Apply Boolean algebrato ssimplify and manipulate logic expressions.
Employ Boolean laws, De Morgan's theorem, and Karnaugh maps for logic
simplification.

10. Analyze and design combinational logic circuits using truth tables and logic

gates.

| Page2




Indicative Contents
Lala Y il sinal)

agrwNE

Introductory concept

Number systems, operations, and codes
Logic gates

Boolean algebra and logic ssmplification
Combinational logic analysis

Learnlng and Teaching Strategies

asbail 5 alail) i) il

Strategies 3.

Lectures: Traditional lectures can be used to deliver theoretical concepts,
principles, and foundational knowledge related to logic circuits design.
Lectures can provide an overview of the subject matter, introduce key
concepts, and explain complex topicsin a structured manner.

Practical Sessions. Hands-on practical sessions are essential for
understanding and applying logic circuits design principles. These
sessions can involve designing and implementing logic circuits using
physical hardware. Practical sessions allow students to gain practical
skills and reinforce theoretical knowledge.

Problem-Solving Exercises. Assigning problem-solving exercises that
reguire students to design and analyze logic circuits hel ps develop critical
thinking and problem-solving skills. These exercises can range from
simple logic gate configurations to complex combinational logic circuits.
Students can work individually or in groups to solve these problems.
Assessment and Feedback: Regular assessments, such as quizzes,
assignments, and exams, can be used to evaluate students understanding
of logic circuits design concepts. Providing timely feedback on
assessments hel ps guide students' learning progress and identify areas for
improvement.

Student Workload (SWL)
Galall ol yall Jaal

Structured SWL (h/sem)
Juadll JA lUall alasiall ol jall Jaal

Structured SWL (h/w)

79 Lo saul calldall alaiiall sl 5l Jaall

Unstructured SWL (h/sem)

Seaill JN& Gl aliiall e asd jall Jaal Lo sl I il il 530 Jaal)

Unstructured SWL (h/w)

21 1.4

Total SWL (h/sem)
Jeaill A Ll ISl al) Jas)

100

Module Evaluation
Al ) Balall st

Time/Nu
mber

Relevant Learning

Weight (Mark: Week D
eight (Marks) eek Due N —
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_ Quizzes 2 10% (10) 5,10 LO #1, 2, 10
Formative ) ¢ o nments 2 10% (10) 2,12 LO # 6 and 10
assessment _

Laboratory 1 10% (10) Continuous
Summative | Midterm Exam 1hr 20% (20) 8 LO # 1-7
assessment | Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

il o gl gleal
Material Covered
1 INTRODUCTORY CONCEPTS
week1 | 1.1 Digital and Analog Quantities
1.2 Binary Digits, Logic Levels, and Digital Waveforms
1.3 Basic Logic Functions
1.4 Combinational and Sequential Logic Functions
Week2 |15 Introduction to Number Systems
1.6 Fixed-Function Logic Devices
2 NUMBER SYSTEMS, OPERATIONS, AND CODES
2.1 Decima Numbers
Week3 |22 Binary Numbers
2.3 Decimal-to-Binary Conversion
2.4 Binary Arithmetic
25 Complements of Binary Numbers
2.6 Signed Numbers
2.7 Arithmetic Operations with Signed Numbers
Week4 | 53 Hexadecimal Numbers
2.9 Octal Numbers
2.10 Binary Coded Decimal (BCD)
3 LoGIC GATES
Weeks |31 Thelnverter
32 TheAND Gate
33 TheOR Gate
34 TheNAND Gate
Week6 | 35 The NOR Gate
3.6 The Exclusve-OR and Exclusive-NOR Gates

| Page4




Week7 | 37 Fixed-Function Logic Gates

4 BOOLEAN ALGEBRA AND LOGIC SIMPLIFICATION
weekg |41 Boolean Operations and Expressions

4.2 Lawsand Rules of Boolean Algebra

4.3 DeMorgan’s Theorems

Wweek9 | 44 Boolean Analysisof Logic Circuits
45 Logic Simplification Using Boolean Algebra

Week 10 | 46 Standard Forms of Boolean Expressions
4.7 Boolean Expressions and Truth Tables

4.8 The Karnaugh Map
Week11l | 419 Karnaugh Map SOP Minimization
4,10 Karnaugh Map POS Minimization

Week 12 | O COMBINATIONAL LOGIC ANALYSIS
51 Basic Combinational Logic Circuits

Week13 | 52 |mplementing Combinational Logic

week 14 | 5-3 The Universal Property of NAND and NOR gates
54 Combinational Logic Using NAND and NOR Gates

Week15 | 55 pylse Waveform Operation

Week 16 Preparatory week beforethe final Exam

Ddivery Plan (Weskly Lab. Syllabus)
idall e gl mlgiall

Material Covered

Week1 | Lab 1: Logic Gates Introduction

Week 2 | Lab 2: 2-inputs AND gates

Week 3 | Lab 3: 2 inputs OR gates

Week4 | Lab 4: Hex inverter

Week 5 | Lab 5: 2-inputs NAND gates

Week 6 | Lab 6: 2-inputs NOR gates

Week 7 | Lab 7: 2-inputs EX-OR gates

Week8 | Lab 8: Combinational logic circuits

| Page5




Learning and Teaching Resources
u.u..g‘).ﬁj\} (J’_\S\ J.Jb.a.q

Text Available in the
Library?
Thomas L. Floyd, “Digital Fundamentals”, Eleventh
Required Texts Edition Global Edition, Pearson Education Limited yes
2015
Recommended
Texts
Websites
APPENDI X:
GRADING SCHEME
Group Grade _padil) Marks (%) | Definition
A - Excdlent Dlial 90 - 100 Outstanding Performance
B - Very Good [SENRYEN 80 -89 Above average with some errors
Success Group q q K with notabl
(50 - 100) C - Goo RYEN 70-79 Sound work with notable errors
D - Satisfactory Jas gia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsa 50 - 59 Work meets minimum criteria
Fail Group FX - Fail D& Jsia | (45-49) More work required but credit awarded
(0-49) F — Fall ) | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example amark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has apolicy NOT to condone
"near-passfails' so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.

| Page6
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Module Information
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Module Title Computer Architecture Module Delivery
Module Type Core Theory

L
Module Code COAR2103 X Lecture

O Lab
ECTS Credits 4 0 Tutorial

O Practical
SWL (hr/sem) 100 O Seminar
Module Level 2 Semester of Delivery three
Administering Department ENG — EET College EETC
Module Leader Zainab abbas fadil e-mail Drzainababbas13@gmail.com
Module Leader’s Acad. Title PH.D Module Leader’s Qualification PH.D
Module Tutor e-mail
Peer Reviewer Name e-mail
SDz::t'f'c SIS AT EL 01/06/2023 Version Number | 1.0

Relation with other Modules

6 AY) Al ) o) gall ae A8

Prerequisite module

Fundamental of computer system

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Al all saldl Calaal

1. Understanding the organization of computer systems: Computer architecture
investigates how various hardware components, such as the central processing
unit (CPU), memory, input/output devices, and storage, are organized and
interconnected to perform computational tasks efficiently.

2. Designing efficient and effective computer systems: By studying computer
architecture, engineers and designers can gain insights into designing
computer systems that maximize performance, energy efficiency, reliability,
and scalability. They can make informed decisions about selecting appropriate
hardware and optimizing system configurations.

3. Enhancing system performance: Computer architecture helpsin analyzing and
improving the performance of computer systems by understanding how
different components work together. It involves studying instruction sets,
memory hierarchies, pipelining, parallel processing, and other techniques for
improving the speed and efficiency of computations.

4. Evaluating trade-offs. Computer architecture involves examining the trade-
offs between various design choices. For example, it may explore the balance
between power consumption and performance, the trade-offs between cost
and reliability, or the choices between different instruction set architectures.
Understanding these trade-offs helps in making informed decisions when
designing or selecting computer systems.

5. Enabling software optimization: Computer architecture provides insights into
the underlying hardware mechanisms that impact software performance. By
understanding how the hardware executes instructions, manages memory, and
handles input/output operations, software developers can optimize their
programs to take advantage of the available hardware resources more
efficiently.

6. Advancing computer technology: Studying computer architecture contributes
to the advancement of computer technology by identifying bottlenecks,
proposing innovative solutions, and driving improvements in hardware design
and system architecture. It lays the foundation for developing faster, more
reliable, and more energy-efficient computer systems.

Module Learning
Outcomes

A Hall 3alall alasl) s jAa

1. Understanding of computer organization: Students gain a comprehensive
understanding of the organization and structure of computer systems. This
includes knowledge of the components of a computer, such as the CPU,
memory, storage devices, and input/output devices, and how they interact to
execute instructions and process data.

2. Knowledge of instruction set architectures: Students learn about different
instruction set architectures (1SAS) used in computer systems, such as x86,
ARM, MIPS, and RISC-V. They understand the instruction formats,
addressing modes, and the rel ationship between high-level programming
languages and the underlying machine instructions.

3. Familiarity with memory hierarchies. Students gain knowledge of memory
hierarchies, including registers, cache memory, main memory, and secondary
storage. They learn about the principles of memory management, caching
techniques, and the trade-offs between memory size, access time, and cost.

4. Understanding of pipelining and parallel processing: Students learn about




pipelining techniques used to overlap the execution of multiple instructions to
improve performance. They also explore concepts related to parallel
processing, including multiple cores, threads, and instruction-level
paralelism.

Ability to evaluate system performance: Students develop skills in evaluating
and analyzing the performance of computer systems. They learn to measure
metrics such as execution time, throughput, and latency, and understand how
different architectural decisionsimpact system performance.

Knowledge of system-level optimization: Students acquire knowledge of
techniques for optimizing computer systems at the system level. Thisincludes
understanding the impact of caching, branch prediction, instruction
scheduling, and memory management on system performance.
Problem-solving and critical thinking skills: Studying computer architecture
develops problem-solving and critical thinking skills. Students learn to
analyze complex problems, identify design trade-offs, and propose solutions
to improve system performance, energy efficiency, and reliability.
Programming and software optimization skills: Students develop skills in
programming and software optimization by understanding the underlying
hardware mechanisms. They learn to write code that maximizes performance
by leveraging the architectural features and resources available.

Ability to design and evaluate computer systems. Students gain the ability to
design and evaluate computer systems based on specific requirements. They
can make informed decisions about selecting hardware components,
configuring system parameters, and optimizing system performance for
different applications.

Indicative Contents
Lala LY il sinall

1. Introduction to Computer Architecture

2. Instruction Set Architecture (1SA)

3. CPU Organization and Execution:

Instruction pipelining concepts and challenges

Principles of parallel processing and concurrency

Input/Output Systems

Metrics for performance eval uation (execution time, CPI, speedup)

N o o &

Learning and Teaching Strategies

padatll g alaSl) Slaas) il

Strategies

Main dstrategies will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through classes,
interactive tutorials and by considering type of simple experiments involving
some sampling activities that are interesting to the students.

e Theory-Based Lectures: Traditional classroom lectures are used to
present theoretical concepts, principles. Professors or instructors explain
complex ideas, provide examples, and engage students in discussions to
foster understanding.




Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w) c
Sl I3 Ul alaii) ) jal) Jasl) Lo paud CalUall lsinall ol 530l Jaal
Unstructured SWL (h/sem) Unstructured SWL (h/w) ;
Juadl) JBA ClUall alaiidl yee ol all Jaal) e saul Calldall alaiiall pe ol Hall Jasl)
Total SWL (h/sem)
Juadl) J3A llall Y il el Jaal)
Module Evaluation
A ) 3alal) PRTLY
Time/Nu Relevant Learning
e Weight (Marks) Week Due S

Quizzes 2 10% (10) 5,10 LO#1,2,8and9
Formative Assignments 3 10% (10) 2,8,12 LO#3,4,6and7
assessment Projects / Lab. 3 10% (10) 3,6,9 LO#2,5,and 8

Report 2 10% (10) 4,9 LO#5and 10
Summative Midterm Exam 2 hours 10% (10) 7 LO#1-7
assessment Final Exam 3 hours 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@il e sl Zleid)

Material Covered

Week 1 e Introduction: organization and architecture structure and function.
Week 2 e Computer function and interconnection (I1): interconnection structure, bus interconnection,
PCI
Week 3 e Memory Organization: |
e Concept of RAM/ROM, basic cell of RAM
Week 4 e Associative memory, Cache memory organization
Week 5 e Virtua memory organization
Week 6 e |/O Organization
Week 7 e Introduction to Peripherals & their interfacing
Week 8 e  Strobe based and handshake-based communication, DMA based data transfer, 1/0O processor
Week 9 e CPU structure: processor organization , register organization CPU function : instruction
cycle, instruction pipelining
Week 10 e Paradle Processing
Week 11 . Characteristi'cs of Multiple Procgssor§
e Interconnection structure and arbitration
Week 12 e Inter-process communication and synchronization
Week 13 e Multi-core Computers
Week 14 e Hardware and software performance
Week 15 e Multi-core organization
Week 16 | Preparatory week beforethe final Exam




Learning and Teaching Resources
U"“.'?Jﬂ‘ﬁ ela.\]\ _)JLA.A
Available in the
Text
Library?
e Computer Organization and Architecture:
Designing for Performance
e MorrisMano" Computer System
Architecture”, Thired edition
Required Texts e Joseph D. Dumas'Computer Architecture
Fundamentals and Principles of Computer Design”
CRC Press, 2006.
o MilesJ. Murdocca," Principles of Computer
Architecture” ,Prentice Hall,1999
e MilesJ. Murdocca, Vincent P. Heuring," Computer
Architecture and organization :An integrated
Approach", Wiley, 2012
e Subrata Ghoshal, " Computer Architecture and
organization From 8085 to Core 2Duo and
Recommended Texts beyond", Glyph International Pvt. Ltd,2011
e  William Stallings " Computer Organization and
Architecture Designing for Performance”, 8th
Edition, 201
Websites
Grading Scheme
Group Grade gl Marks (%) | Definition
A - Excellent Dkl 90 - 100 Outstanding Performance
B - Very Good [SENRYEN 80 -89 Above average with some errors
(Ssul;:(iels;oc)iroup C - Good pres 70-79 Sound work with notable errors
D - Satisfactory das sia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsie 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM

duwy I 8oLl Caso g 73900

Module Information

Ayl Bola)l loglas

Module Title Communication Fundamentals| Module Delivery
Module Type Core Theory
Module Code COMM?2105 oeuure
ECTS Credits 5 [ Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
Module Level 2 Semester of Delivery 2
Administering Department S:;Arllz:?ing College College of engineering
Module Leader Zahraa Khduair Taha e-mail Zahraa.Khduair @aliragia.edu.iq
Module Leader’s Acad. Title Asst. Prof. Module Leader’s Qualification master
Module Tutor e-mail
Peer Reviewer Name e-mail
;ﬂ::tiﬁc Sl T 01/06/2023 Version Number | 1.0
Relation with other Modules
sz_é-;)H duwolyddl 5l gl & A8l
Prerequisite module None Semester 1
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

1. Understanding Communication Systems: The subject aims to provide a
fundamental understanding of analog communication systems. Students
learn about the key components, concepts, and principals involved in the
transmission and reception of signals in communication systems.

Module Objectives 2. Signal Representation and Analysis: The subject focuses on the study of

Gyl Baledl Colual different signal representations, including continuous-time signals. Students
learn to analyze signals using techniques such as Fourier transform.

3. Analog Communication Systems: The subject covers the principles and
techniques used in analog communication systems. Students learn about
modulation techniques, such as amplitude modulation (AM), frequency
modulation (FM), and phase modulation (PM). They also study demodulation
techniques and the impact of noise on analog signals.

1. Understanding of Communication Systems: Gain a comprehensive
understanding of the basic concepts and principles underlying analog
communication systems.

2. Knowledge of Signal Representation: Acquire knowledge of various methods
for representing analog signals, including time-domain and frequency-domain

Module Learning X
representatlons.

Outcomes

3. Familiarity with Analog Modulation Techniques: Gain an understanding of
Bolel) @ladl ilarysen different analog modulation techniques such as amplitude modulation (AM),
el frequency modulation (FM), and phase modulation (PM). Understand the

) advantages, disadvantages, and applications of each technique.

4. Understanding of Noise and Channel Capacity: Learn about the effects of
noise on communication systems and methods for mitigating its impact. Gain
an understanding of channel capacity, bandwidth, and signal-to-noise ratio
(SNR) calculations.

Indicative content includes the following.

Analog Communication Fundamentals:
1. Introduction to Analog Communication
2. Basic Concepts of Signals and Systems
3. Amplitude Modulation (AM)

a. Amplitude Modulation Process

Indicative Contents b. Frequency Spectrum of AM Signal

Aol Y wlgisal!

c. Modulation Index and Power Relations
d. Demodulation Techniques for AM

4. Frequency Modulation (FM)

a. Frequency Modulation Process

b. Frequency Spectrum of FM Signal

C. Deviation Ratio and Power Relations
d. Demodulation Techniques for FM




5. Noise and Distortion in Analog Communication
a. Types of Noise and Their Characteristics
b. Signal-to-Noise Ratio (SNR)
c. Noise Figure and Noise Temperature

Learning and Teaching Strategies

oty el ol

Analog Communication Strategies:

1. Signal Conditioning: Analog signals are susceptible to noise and interference.

Signal conditioning techniques such as filtering, amplification, and
Strategies modulaﬂon can be u§eq to enhance the quality and integrity of the analog
signal before transmission.

2. Noise Reduction: Analog signals are prone to noise, which can degrade the
signal quality. Strategies like shielding, grounding, and balanced transmission
lines can be used to minimize noise and interference during transmission.

Student Workload (SWL)

le guwl VO J O guwen Jal bl Joxdl
Structured SWL (h/sem) 29 Structured SWL (h/w) c
Jrad)l I CJlall plasiall (gwlydl o) b genl CUall laiiall (gl Jo|
Unstructured SWL (h/sem) 46 Unstructured SWL (h/w) 3
Jradl I Cdlal) elaiiadl pe (qwhyd) Jod| b gunl Ul platiall e byl Josull
Total SWL (h/sem) 125
J,,a.b.]\ I @w (,-,5&‘ Léwbu\.” LJ.A?:J‘

Module Evaluation

) . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 20% (10) 5and 14 LO #1, #2 and #3, #4
Formative Assignments 2 10% (10) 2and 14 LO #1, #2 and #3, #4
assessment Projects / Lab. 1 10% (10) Continuous | All
Midterm Exam 2hr 10% (10) 9 LO #1-#3




Summative Final Exam 3hr 50% (50) 15 All
assessment
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Sl (£ 90l Zlgiall
Material Covered
Week 1 Introduction - Introduction to Communication Systems
Week 2 Elements of a Communication System and Mode of operations
Week 3 Fundamental Limitations and Modulation and Coding
Week 4 Review of Signal Classifications and Transmission of Signals through Linear Systems
Linear modulation strategies that constitute the amplitude modulation family: Amplitude
Weelc> Modulation (AM)
Week 6 Double Sideband-Suppressed Carrier (DSB-SC): modulation and demodulation techniques
Week 7 Single Sideband (SSB): modulation and demodulation techniques
Week 8 superheterodyne receiver
Week 9 Mid-term Exam (from week 1 to week 8)
Week 10 | Angle Modulation concepts and the Relationship between PM and FM Waves:
Week 11 | Narrow-Band Frequency Modulation and Wide-Band Frequency Modulation
Week 12 | Transmission Bandwidth of FM Waves and Generation of FM Waves
Week 13 | Demodulation of FM Signals
Week 14 | Commercial FM transmitter ( PART 1)
Week 15 | Commercial FM transmitter ( PART 2)
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 Lab 1: Introduction and Overview of the lab equipment
Week 2 Lab 2: Representation of Signals
Week 3 Lab 3: Amplitude Modulation
Week 4 Lab 4: Demodulation of an Amplitude Modulated Signal
Week 5 Lab 5: Generation of Frequency Modulation Signal




Week 6 Lab 6: Demodulation of Frequency Modulation Signal
Week 7 Lab 7: Review for all labs
Learning and Teaching Resources
ouyadlly ol jslas
Text Available in the Library?
F.G. Stremler, Introduction to Communication Systemes,
Required Texts 2nded, 1982 A. B. Carlson, Communication Systems, Yes
McGraw Hill, 4thed, 2002
S.S. Haykin, Communication Systems, Wiley, 2001.B Behrouz
Recommended
A. Forouzan, Data communications and networking, 4thed, yes
Texts 2007
Websites https://www.coursera.org/learn/ analog communication fundamentals
Grading Scheme
lomyddl Jalaseo
Group Grade pdadl Marks % | Definition
A - Excellent kel 90 - 100 Outstanding Performance
B - Very Good [SESRVES 80 -89 Above average with some errors
(S:(;:(je:;()(;roup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory ogio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX — Fail (Alaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail Cawel)y (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
‘\.\.a.u\)ﬂ\ 3Ll g_q'u.AJ CJJA.\

Module Information
:Lb.n\‘).ﬂ\ R\ Q\A}S&A

Module Title M athematics||| Module Delivery
Module Type B Theory
O Lecture
Module Code MATH 2101
O Lab
ECTS Credits 4.00 Tutorial
O Practical
SWL (hr/sem) 100 O Seminar
Module Level uall Semester of Delivery
Administering Department Networks College College of engineerin
g Lep engineering J g g g
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) Al )l gall ae 28)
Prerequisite module MATH 1201 Semester
Co-requisites module Semester




Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al all salall Calaa

1. Partial derivatives are useful in analyzing surfaces for maximum and
minimum points and give rise to partial differential equations in next stage.
2. Learn basics of vectors for many engineering quantities, such as forces,
displacements, velocities, and accelerations, will need to be represented as
vectors for analysis.
Module Objectives 3. The major applications of multiple integrals in engineering is the
Ban ) salal) Calaal determination of properties of plane, and whenever an area or a volume
under a 2D curve (a surface) needs to be measured
4. Build a mathematical toolkit: The course introduces various mathematical
tools and techniques necessary for engineering analysis. This includes
e impart the knowledge of sequences and summation of series
e Represent functions as Taylor and Maclaurin series.
5. Understand their engineering application
1. To evaluate partial derivatives and can implement to estimate maxima and
minima of multivariable function
2. Understand the formula for the chain rule
3. Use the chain rule to find derivatives of composite functions
4. Apply the chain rule to a composition of three or more functions
5. View vectors geometrically
6. Find magnitude and direction
7. Perform vector addition and scalar multiplication
Module Learning 8. Find the component form of a vector
TR 9. Find the unit veFtor in.the directign of v . .
10. Perform operations with vectors in terms of i and j
11. Find the dot product of two vectors
Al 5ol Balall aladl) s e 12. Finding the equations of a line and of a plane
13. Evaluate a double integral
14. Setting up triple integrals for a region
15. Understanding the definition of a sequence
16. define what it means for a series to converge or diverge
17. Classifying a sequence as finite or infinite
18. Classifying a sequence as geometric, or neither
19. Learn to represent functions as Taylor and Maclaurin series.

Indicative Contents

e PARTIAL DERIVATIVES
Functions of Two or More Variables
The Chain Rule
Directional Derivatives and Gradients
Tangent Planes and Normal Vectors
Local Maxima and Minima of Functions of Two Variables
e VECTORS
Dot Product
Cross Product
Planes in Space
e VECTOR-VALUED FUNCTIONS




Introduction to Vector-Valued Functions
e MULTIPLE INTEGRALS
Double Integrals
Double Integrals in Polar Coordinates
Triple Integrals
e Sequences
Infinite Series
Geometric Series
Convergence Tests
The Comparison, Ratio, and Root Tests
Maclaurin and Taylor Series

Learning and Teaching Strategies

adaill g alall Ciliasi jind

1- Giving theoretical lectures
2- Solve many problems
. 3- Using illustration methods such as drawing
Strategies . . . . . . . . .
4- Direct discussion by asking questions and opening dialogue and interaction
with students.
5-  Giving video lecture if need
Student Workload (SWL)
\.c;}.u.u\ \°Jg}m;~ﬂwwbﬂ\ Jaall
Structured SWL (h/sem) 18 Structured SWL (h/w) 3
Juadl) JBA lUall alaiial) ol ) Jasl) e sal calldall alaiiall sl 5l Jaall
Unstructured SWL (h/sem) - Unstructured SWL (h/w) 3
daadll J3a QlUall alaiial) yie ) jall Jaal) Lo sansl calldall alziiall e ol Hall Jaal)
Total SWL (h/sem) 100
Juadll P& llall S il jal) Jaadl

Module Evaluation




:\Tg...u\‘)ﬂ\ 3alall e.usﬂ

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 20% (20) Continuous | All
Formative Assignments 2 10% (10) Continuous | All
assessment
Report 1 10% (10) 11,12 LO #13, LO #14
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lg).LuS\ = s GL@_'\A\
Material Covered

Week 1 Fourier series - introduction.

Week 2 Half range Fourier series

Week 3 | Partial derivatives

Week4 | Chain rule

Week 5 Maxima, minima, and saddle points

Week 6 Vectors: Introduction

Week 7 Vectors: properties, dot product

Week 8 Vectors: cross product

Week 9 (Mid-term Exam)

Week 10 | Equations of lines and planes in space

Week 11 | Vector function

Week 12 | \ytiple Integrals: Double Integrals

Week 13 | Double Integrals using polar coordinate

Week 14 | Triple integrals

Week 15 | Taylor and Maclaurin series

Week 16 | Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
DRl e sl mleiall




Material Covered
Week 1
Week 2
Week 3
Week 4
Week 5
Week 6
Week 7
Learning and Teaching Resources
u.u..gjﬂ\} (,L._“d\ JJLAAA
Text Available in the Library?
Required Texts Calculus By Thomas Yes
CALCULUS
Recommended EARLY TRANSCENDENTALS, By HOWARD ANTON, IRL
es
Texts BIVENS, y
STEPHEN DAVIS
Websites
Grading Scheme
Group Grade vl Marks % Definition
A - Excellent Dkl 90 - 100 Outstanding Performance
s G B - Very Good [AENRYEN 80 -89 Above average with some errors
(su(:celsgo) roup C - Good aa 70-79 Sound work with notable errors
D - Satisfactory das 5ia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail cal (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM

Module Information
Al Hall salal) s glaa

Module Title Di gita] Electronic Module Delivery

Module Type Basic learning activity Theory
Lecture

Module Cod

odule Code DIEL 2102 KLab

ECTS Credits 8 O Tutorial
O Practical

SWL (hr/sem) 200 O Seminar

Module Level uaGl Semester of Delivery

Administering Department Network College Engineering

Module Leader e-mail

Module Leader’s Acad. Title Lecturer Module Leader’s Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) gl )l gall ae 28)
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
4L5 Y1 il ginall g alail) il g A all salall Calaa

1. Understanding the fundamental concepts and principles of digital electronics.

2. Demonstrating knowledge of op am and operational amplifier .

3. Developing skills in analyzing and designing combinational and sequential logic
Module Aims circuits.

o al) salal) Calaal 4. Gaining proficiency in using digital design tools and software.

5. Acquiring practical skills in implementing digital circuits using hardware components
or programmable logic devices (PLDs).

6. Understanding the principles of digital signal processing and its applications.

students should be able to:-
1. Understanding the principles of digital processing in electronics and its
applications.

Module Learnin
g 2. Familiarity with digital communication systems and protocols.

Outcomes 3. Developing problem-solving and critical thinking skills in the context of
sl il e digital electronic systems.

;_w\ j-d e 4. Applying theoretica knowledge to practical projects or experiments in
)

digital electronics.
5. Understanding the limitations and challenges associated with digital
electronic systems.

1. Introduction to Digital Electronics:
- Basics of digital logic gates and Boolean algebra.
- Number systems and binary arithmetic.
- Combinational and sequential logic circuits.

2. Digital Circuit Design:
- Combinational circuit design using logic gates.
- Analysis and design of sequential circuits.
- Flip-flops, registers, and counters.
- State machines and their applications.

3. Integrated Circuit Technology:
Indicative Contents - Overview of integrated circuit fabrication.
Al Y il gimdl - MOSFET (Metal-Oxide-Semiconductor Field-Effect Transistor) technology.
TR T - CMOS (Complementary M etal-Oxide-Semiconductor) logic gates and
circuits.

4. Digital System Components:
- Multiplexers, decoders, and encoders.
- Arithmetic circuits: adders, subtractors, and multipliers.
- Memory devices: RAM, ROM, and programmable logic.

5. Digital System Analysis and Optimization:
- Timing analysis and propagation delay.
- Hazards and glitch avoidance.
- Optimization techniques: Karnaugh maps, Quine-McCluskey method.




6. Digital System Simulation and Verification:

- Introduction to hardware description languages (HDLS) like VHDL or
Verilog.

- Simulation and testing of digital circuits using HDLSs.

- Verification techniques: testbenches, functional verification.

7. Digital System Integration and Interfacing:
- Interfacing digital systems with external devices.
- Serial and parallel communication protocols.
- Introduction to microcontrollers and digital signal processors.

8. Emerging Trendsin Digital Electronics:
- FPGA (Field-Programmable Gate Array) technology and applications.
- Digital signal processing and itsimpact on digital systems.
- Introduction to emerging technologies such as quantum computing or
neuromorphic engineering.

Learning and Teaching Strategies

ﬁhj\} r,LCJ\ Claa) yiul
++ 1. Lectures: Instructors deliver lectures to present theoretical concepts, principles,

and applications of digital electronics. This can include using visual aids,
demonstrations, and examples to enhance understanding.

+» 2. Practical Labs: Hands-on laboratory sessions allow students to apply theoretical
knowledge by designing, building, and testing digital circuits. This helps students

Strategies
g develop practical skills and reinforce their understanding of concepts.

% 3. Problem-Solving Exercises: Assigning problem-solving exercises and
assignments helps students apply their knowledge to solve real-world problems
related to digital electronics. This encourages critical thinking and problem-solving
skills.

Student Workload (SWL)
Structured SWL (h/sem) 139 Structured SWL (h/w) 9
Sl I3 lUall alsiil) ) jal) Jasl) e pandd Ul aliiall ol al) Jasl




Unstructured SWL (h/sem) 61 Unstructured SWL (h/w) 4
Juaill JMA Callall Bsiiall e pud Jal) Jasll e pondd llall Al e yal) Jaall

Total SWL (h/sem) 200

Gt I3 lUal &SX\ ‘;m\)al\ Jaall

Module Evaluation

ol ) 3all) s

Time/Nu Relevant Learning
- Weight (Marks) Week Due PPN

Quizzes 2 10% (10) 7,12 LO #1-5
Formative Assignments 2 10% (10) 4,10 All
assessment Projects / Lab. 1 10% (10) 7 All

Report 1 10% (10) 12 All
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-3
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o gl mleiall
Week Material Covered
Week 1 introduction analog system, and operational amplifier Non-inverting OP-AMP. &
Inverting OP-AMP.

Week 2 basic element of op amp Voltage follower. & Voltage adder.

Week 3 Integrator , Differentiator .and Difference Amp

Week 4 A/D convertors. & Simultaneous ADC. Counter type ADC.

Week 5 Continuous ADC. Successive approximation ADC. & Variable resistor network.

Week 6 D/A Convertor, Resistive divider DAC. & Binary ladder DAC, DAC accuracy and resolution
Week 7 Mid Exam, Mealy machine Design.

Week 8 Moore. Machine Design.

Week 9 ASM charts. & the Principle components of an ASM chart
Week 10 Conversion of a state diagram to ASM chart.




Week 11 CMOS, TTL, ECL. & Prorogation delay. & Switching speed limitations and Power dissipation.
Week 12 PLD advantages. & ROM asPLD. & PLA and PAL. & SPLD. & CPLD.
Week 13 FPGA. & GAL. HAL.
Week 14 The main features to VHDL. Design Units. & Structural modeling
Week 15 Data flow modeling. & Behavioral modeling. & Mixed style of modeling.
Week 16 Final exam
Learning and Teaching Resources
wjdﬂ\J ?L‘“‘ JJLAA
Available in the
Text
Library?
Digital Design
. Author : MorrisMano
Required Texts . . . Yes
Edition & Year Public: Prentice Hall, 4
thEd., 2006
Recommended Texts "Digital Design: Principles and Practices" by John F. Wakerly Yes
Websites
Grading Scheme
Group Grade gl Marks (%) | Definition
A - Excellent Dkl 90 - 100 Outstanding Performance
s G B - Very Good [AENRYEN 80 -89 Above average with some errors
(:che:;o) roup C - Good RTEN 70-79 Sound work with notable errors
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsie 50-59 Work meets minimum criteria
Fail Group FX - Fail (Al 28) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail —l (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
mba&\ saldl) C'_iujlm

Module Title Obj ect Oriented Programming (OOP) Module Delivery
Module Type Core Theory
Lecture
Module Code OBOP 2104
X Lab
ECTS Credits 6 Tutorial
O Practical
SWL (hr/sem) 150 O Seminar
Module Level 2 Semester of Delivery 1
Administering Department NE College Type College Code
Module Leader Sura Nasser Maryoush e-mail Suranasserl6@yahoo.com
Module Leader’s Acad. Title Assistant lecturer Module Leader’s Qualification MSC
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) gl )l gall ae 28)
Prerequisite module Computer Programming | Semester Level 1 /2
Co-requisites module None Semester



mailto:Suranasser16@yahoo.com

Module Aims, Learning Outcomes and Indicative Contents
405 HY) il sinall g alacil) il g Agul Hall Balall Calaa

Module Objectives
Baud ) salal) Calaal

vk wnN

o

To develop programming skills and understanding of advanced concepts of
programming.

To implementing programs by using classes and objects

To understand the concepts of object oriented programming

To be able to increase the effeciency of the programs by using OOP concepts
To be able to decrease the number of code lines by using the concept on
inheritance

Create functions and classes that can deal with different data types with the
same code by using templates.

To handle exceptions dealing with streams and files.

To understand the concept and the types of data structures

Module Learning
Outcomes

Al pall 3alell aladl) s j3a

N P N

> w

8.
9.

Creating simple programs using classes and objects in C++

Understand dynamic memory management techniques using pointers,
constructors, and destructors

Implementing object oriented programmming concepts in C++
Understanding and implementing the concept of the friend functions and
friend classes in C++ programs.

Classify inheritance with the understanding of early and late binding.
Describe the concepts of operator overloading , virtual functions and
polymorphism.

Implementing programs using templates and handling exceptions in C++
Develop applications using stream 1/0 and file 1/0.

Understand the data structure types and concepts

Indicative Contents
Lala LY il siaall

This module will focus on advance topics in programming, specially on object oriented

programming concepts , and other concepts as the followings:

Introducing the concept of Pointers, pointer to pointers , arrary of pointer,
pointer to array

Structures, structure within structure, union, enumerations

OOP concepts and related topics: classes , objects, constructors, destructors,
scope resolution operator , static and constant memebers, friend functions
and classes, inheritance, method overriding, virtual function and
polymorphism, operator overloading, templates, exceptions.

Streams and files

Standard Template Library (STL)

Data structures: stack, linked list, queue, trees, graphs




Learning and Teaching Strategies

aabeil) g alail) Cilua il sind

Two main strategy that will be adopted in delivering this module is to encourage

students’ participation in the exercises, while at the same time refining and expanding

their critical thinking and programming skills. This will be achieved through classes,

interactive discussions and by considering types of simple practical implementing of

codes and programs:

Strategies e Theory based lectures: the traditional classroom lectures are used to presents

programming topics, concepts, methods, which will be explained by examples,

also, the students will be engaged in discussions to foster understandings .

e Laboratary experiments: in the laboratary session, the students will be able to
use the available softwares to write and implement codes and programs to

solve different problems, and gain programming and problem solving skills.

Student Workload (SWL)

Structured SWL (h/sem) 29 Structured SWL (h/w) c
Jaadl) P Ul i) ol Al Jeal) e sanl alldall alaiiall sl all Jasll

Unstructured SWL (h/sem) 1 Unstructured SWL (h/w) 47
Jaaill JM& Callall dsiiall e pud jal) Jasll L suudd lllall Al e yall Jaal '

Total SWL (h/sem)

Jadll P& llall S il 5al) Jeadl 150
Module Evaluation
Al ) saldll e.usﬂ
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2,#3 and #5, #6
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 12 LO #5, #6 and #7
Summative Midterm Exam 2hr 10% (10) 7 LO #1-45
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@bl e pul) el

Material Covered

Review of C++ basics, pointers, pointer arithmetic, array of pointers, pointer to pointer, passing

Week 1
pointer to a function
Week 2 Structures, array of structures, structure within structure, unions, enumeration
Week 3 Introduction to OOP, OOP concepts, Classes, objects.
Week 4 Constructor, member initialization list, constructor overloading, destructor, scope resolution
operator, constant and static members
Week 5 Friend function and friend class
Week 6 Inheritance concept, types of Inheritance, single Inheritance, multiple Inheritance, multilevel
Inheritance, heirarchical Inheritance, hybrid Inheritance.
Week 7 Mid term + Access control and Inheritance, overriding methods, polymorphism and virtual functions
Week 8 Operator overloading, overloading unary operators , overloading binary operators
Week 9 Templates, function templates, class templates
Week 10 | Errors and Exceptions.
Week 11 | Standard Template Library (STL), containers, algorithms, iterators
Week 12 | Streams, stream classes, predefined stream objects, stream errors, error status bits
Week 13 Disk file 1/O with streams, formatted 1/O files, writing data, reading data, detecting the end of file
and closing files
Week 14 | Introuction to data structures, linked list, stack
Week 15 | Queue, trees, graphs
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
idall e gl mlgiall
Material Covered
Week 1 Lab 1: Introduction to codeblocks, pointers
Week 2 Lab 2: array of structures, structure within structure
Week 3 Lab 3: C++ programs with classes and objects
Week 4 Lab 4: classes with overloaded constructors, and destructor
Week 5 Lab 5: friend class and friend functions
Week 6 Lab 6: inheritance
Week 7 Lab 7: method overriding
Week 8 Lab 8: operator overloading




Weak 9 Lab 9: templates

Weak 10 | Lab 10: Exceptions

Week 11 Lab 11:STL algorithms

Week 12 Lab 12: streams

Week 13 Lab 13: files I/O

Week 14 Lab 14: stack, linked lists

Week 15 | Lab 15: queue

Learning and Teaching Resources
w)ﬂ\j ela_'m JJLA.A

Text Available in the Library?

e Stanley B. Lippman, Josee Lajoie, Barbara E. Moo,
C++ Primer, Addison-Wesley Professional; 5th
edition, ISBN-10: 0321714113, or ISBN-13: 978-

Required Texts 0321714114 Yes

e Bjarne Stroustrup, The C++ Programming Language,
Addison-Wesley Professional, 4th Edition, ISBN-10:
0321563840 ISBN-13: 978-0321563842 (advanced)

Recommended Robert Lafore, Object-Oriented Programming in C++, Sams
Texts Publishing, 4th Edition, No
Websites www.cpptutorial.com
Grading Scheme
Group Grade gl Marks % Definition
A — Excellent kil 90 - 100 Outstanding Performance
B - Very Good [AENRYEN 80 -89 Above average with some errors
(S:;fefgoc)iroup C - Good RTEN 70-79 Sound work with notable errors
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E — Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX - Fail (Al 28) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



http://www.cpptutorial.com/

MODULE DESCRIPTION FORM
‘\_\M\J.ﬂ\ 3Ll g_q'u.AJ C.Jj.u

Module Information
mba&\ saldl) C'_iujlm

Module Title Human Rights Module Delivery
Module Type Support Theory
L1 Lecture
Module Code HURI 2106 [ Lab
ECTS Credits 2 U Tutorial
O Practical
SWL (hr/sem) 50 J Seminar
Module Level 1 Semester of Delivery 3
Administering Department NE College Type College Code
Module Leader Dr. Ammar Mezlla Shanta e-mail E-mail : ammaralhatem@aliragia.edu.iq
Module Leader’s Acad. Title Lecturer Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail :ammaralhatem@aliragia.edu.iq
Peer Reviewer Name e-mail E-mail :
ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) Al )l gall ae 28)
Prerequisite module None Semester
Co-requisites module None Semester



mailto:ammaralhatem@aliraqia.edu.iq

Module Aims, Learning Outcomes and Indicative Contents

405 HY) il sinall g alacil) il g Agul Hall Balall Calaa

Module Aims
Aaud ) salal) Calaal

i) 55 el e ol Ly i) 5 sim mgie e el -1

3 e iaY) pge i 5 agiiin ClS Laga il maead alalio ualle (38 (L) Gsia gl Gl -2
el 5l agisl o) (Bl sl il gl agd sl

kol sall 5 ¥ (3 sy Aleaiiall cilial gl 5 5 gial) dpeal Lle (i el -3

Ol 5aS ) allaS ailal 55 48 gia o Gl o jai -4

OLay) (3 saat Al foaliall 5 aaliall e s il -5

Module Learning
Outcomes

Al 5l salall el s jie

ALY DA (e Lgludai s sV (3 siad Al s liall 48 jae CdUall CluS)-g
Akl sall g a5l 5 (3 58l 4 jae-2

Jalaill 3 Gpnimall € jlgall 4ans anal g calldall sl 123

Lmainall JSLal e alaal) ailia) 55 48 sia 38 yra S (e allhall aidain-4
peilal s s ped siad aglarivl sae JLEAY a5 & panl) LU, Adlall 2S5 5

Indicative Contents
Lol ) iy siaall

DU s Jals Faula¥) agilinl 55 g sial G me (38 (S8 ) Aullall ol ) -1
a5 (3 seall (s Lad dsalul) ) jlgall dullall Cluas) -2

O] (8 ia oty Lasd 5 jealaall 5 dpdg U () 8l 5 (2 eail) e Ul o ja5-3
48 yadll 55 5al) agaiai Adle 288 Aullal) Gluis)-4

Learning and Teaching Strategies

a5 aleil il yind

Strategies

il g ol i) IS 3y platll @l jalaal) clall-q

5 A I sl kil 5 Led agSI a5l Balall agagh 48 yaal 4pMa maalana (o Lgmy j5i 5 Ciga dac-2
8 palaall g s 50 pady Lad ) sall (8 Clldall A4S Ui 5 &l 5i0-3

e sane Ganda Sl O jlge Al yisl (A dxald) @Ik e -4

QAL i) il 5 oS3V el g il 3k bl (5o-5

Student Workload (SWL)

Structured SWL (h/sem) 33 Structured SWL (h/w) 55
daadll J3a Qlall alatial) ol jall Jasl) Lo sand Ul aliiall sl Hall sl '
Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 11
daadl) P Ul Jdaiidl) e ol Al Jasll Lo sad lUall alaiiall je sl Hall sl '

Total SWL (h/sem)

Juadll D& Gl S a5l Jasl

50




Module Evaluation

d) Al Balal) a.us.\
Time/Number | Weight (Marks) Week Due Relevant Learning
Outcome
Formative Quizzes 2 20% (20) 1,5 LO #1, and 5
assessment Report 1 20% (20) 13 LO#2,3,4,and5
Summative Midterm Exam 2 hr. 10% (10) 7 LO#1-3
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Week 1 Ol (38 asgda A ale Jane/ gl (3 s (e dania
Week 2 (O Bsis g5 ) s
Week 3 2 glanal) @l ) 5 Al ol jlmall 3 Gl (5 g
Week 4 Cdl )l gl g8 jlian A L) (3 g8
Week 5 PRI W VS T PN
Week 6 Cuaall pasll A Gladl) (3 sis Aglas 3 S8 ) glat
Week 7 palrall Glad¥) (3 ga g A gall adial)
Week 8 OtV (8 98 A jlaa (e 3050 ol 2 giall 5 iVl Cilaal g
Week 9 e Olaial
Week 10 &Y 3Ll illSail 5 lallae dyeal e el
Week 11 31l (3 gia g (S
Week 12 V) (3 sia e g laally dimal) 4 sal) slgll 5 clakaiall e o il
Week 13 Ggall Cladal
Week 14 bl Candl g el il 5 )35 Cilsns e g Akl s () 533
Week 15 Sl glaia¥) Jid @all Axal je
Week 16 Aalgall el Ly




Learning and Teaching Resources

u.u..g‘).ﬁj\} (J’_\S\ J.Jb.a.q

Available in the
Text
Library?

KN 3 gl S

Required Texts e ) Yes
Sl (3 58a1 A gal) 340 sall-
aa Al Al ) 8 i 9011948 i) (3 s8a] allall (Sle Y-

Recommended Texts 1948 ple sy J5¥) G538 10 B8 &5l Baaial) No
3 gall— daluall- 3adkall

Websites 1. https://g.co/kgs/p8YcVm
Grading Scheme

Group Grade percul Marks (%) | Definition

A - Excellent Okl 90 - 100 Outstanding Performance

B - Very Good [RENRTEN 80-89 Above average with some errors
(SSUOCfe:;oC)iroup C - Good RTEN 70-79 Sound work with notable errors

D - Satisfactory Lo sia 60— 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Al a8) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
4\:\.“:\_).3]\ 3Ll k_il.njx:_n

Module Title Advance M athematics| Module Delivery

Module Type B OTheory
Lecture

Module Code ADMA 3101 OLab

ECTS Credits 4 Tutorial
[ Practical

SWL (hr/sem) 100 O Seminar

Module Level 3 Semester of Delivery

.. . Networks . .

Administering Department engineering College College of engineering

Module Leader e-mail @aliragia.edu.iq

Module Leader’s Acad. Title Module Leader’s Qualification

Module Tutor Nil e-mail Nil
Peer Reviewer Name e-mail
Scientific C ittee A |
SIS 01/06/2023 Version Number | 1.0

Date

Relation with other Modules

AN Al all ol gall ae A8

Prerequisite module Mathematics IV Semester
Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents




L5 Y1 il sinall g alail) il 5 Al jall saball Calaal

Module Objectives
ol Al 3alall Calaal

1. Understanding Basic Probability Concepts. The primary aim is to help
students understand the fundamental principles of probability. This includes
the interpretation of probability, random variables, probability mass/density
functions, cumulative distribution functions, expected values, variance, and
other basic concepts. Describing the AutoCAD program and Its icons,
knowing what’s new in AutoCAD version.

2. Probability Distributions: Engineers should understand various discrete and
continuous probability distributions, their properties, and how they can be
used to model various phenomena. Examples include Binomial, Poisson,
Uniform, Normal, Exponential, and Gamma distributions. Reading plans of
projects .

3. Modeling Uncertainty: One of the primary uses of probability in engineering
is to model uncertainty. This includes understanding how to mode random
phenomena, from simple things like coin flips to complex systems with many
interacting parts. Auto desk AutoCAD software provide powerful ,integrated
2D modeling, drawing ,and layers tools that enable designers to focus more
energy on creative ,rather than technical challenges

4. Stochastic Processes. For time-dependent or sequence-dependent phenomena,
understanding stochastic processes such as Markov chains, Poisson processes,
and queuing theory can be crucial.

5. Problem-Solving Skills: Lastly, a core aim is to develop problem-solving
skills, i.e., the ability to apply theoretical knowledge to practical problems, an
essential trait for any engineer.

Module Learning
Outcomes

ol Hall 3alall alatl) s j3a

1. Sample space:
a. Understand the concept of a sample space in probability theory.
b. Define sample points and events within a sample space.
2. Events
a. Define events as subsets of a sample space.
b. Determine the union, intersection, and complement of events.
c. Apply set operations to analyze events.
3. Experiment:
a. Define an experiment as a process that generates outcomes.
b. Identify different types of experiments and their characteristics.
4. Basic counting principles:
a. Understand the principles of permutation and combination.
b. Apply these principles to count the number of possible
outcomes.
5. Frequency distribution:
a. Define frequency distribution and frequency table.
b. Construct frequency tables and interpret them.
6. Cumulative frequency and histogram:
a. Define cumulative frequency and construct cumulative
frequency tables.




b. Create histogramsto visualize data distributions.
7. Measures of tendency:
 Calculate and interpret measures of central tendency, including
mean, median, and mode.
8. Measures of dispersion:
» Calculate and interpret measures of dispersion, such as range,
average deviation, variance, and standard deviation.
9. Probability:
a. Understand the concept of probability and its applications.
b. Apply elementary probability rules to solve probability
problems.
c. Caculate conditional probability and understand its
significance.
10. Probability distribution functions:
a. Understand the concepts of discrete and continuous random

variables.

b. Define probability distribution functions for both types of
variables.

c. Caculate expected values and variances for probability
distributions.

11. Distributions:
a. Study specific probability distributions, such as the binomial
distribution and normal distribution.
b. Understand their characteristics, properties, and applications.
12. Joint probability distribution function:
a. Define joint probability distribution functions for multiple
variables.
b. Understand marginal functions and their relationship to joint
distributions.
c. Analyze independence, expected values, covariance, and
correlation between variables.

Indicative Contents
L3 LY Gl gl

Indicative content includes the following.

Introduction to probability and statistics.

Basic counting principles. permutation and Combination .
Frequency distribution.

Measures of Tendency.

Measures of dispersion.

Elementary probability and Conditional probability .
Probability distribution Functions.

Expected and variance.

. Distributions.

10. Joint probability distribution Function.

11. Expected, covariance, correlation.

COoNOO~WNE




Learning and Teaching Strategies

alal) g Al Clia ) i

Emphasize the underlying concepts and principles of probability and statistics rather
than focusing solely on calculations and formulas. Help students grasp the

Strategies fundamental ideas behind probability, statistical inference, and data andlysis to build a
solid.
Student Workload (SWL)
e ol 10 I puina CalLall sl 5ol Jaal
Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Juadl) P GlUall Jdaiial) ol jall Jeal) Lo saul alldall alsiiall ol 5l Jeall
Unstructured SWL (h/sem) - Unstructured SWL (h/w) 34
Juadl) P Qllall Jdaiid) pe ool jall Jeall Lo sal calldall alaiiall el 5ol Jaall '
Total SWL (h/sem) 100
Juaill 038 Galldall ISl 51 Jasl)

Module Evaluation

:\:\u“)ﬂ‘ palall (;:\gsﬁ
) . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome

Quizzes 3 15% (15) 3,7and 12 | LO#5, #6, #9 and #11
Formative LO #1, #2, #3, #4 and

Assignments 2 15% (15) 1land5
assessment #8

Report 1 10% (10) 13and14 | LO#12
Summative Midterm Exam 2hr 10% (10) 9 LO#1-#9
assessment Final Exam 3hr 50% (50) 14 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@Bl e sl zlgial

Material Covered

Week 1

Introduction to probability and statistics
Sample space

Events

Experiment

Basic counting principles. permutation

Week 2

Combination
Mixed between permutation and combination

Week 3

Frequency distribution
Frequency table
Cumulative frequency
Histogram

O-gives

Week 4

Measures of Tendency
Mean

Median

Mode

Week 5

Measures of dispersion
Range

Average deviation
Variance

Week 6

Measures of dispersion
Variance
Standard deviation

Week 7

Probability
Elementary probability

Week 8

Probability
Conditiona probability

Week 9

Mid exam

Week 10

Probability distribution Functions
Discrete and continuous variables
Probability distribution Function

Week 11

Expected and variance

Week 12

Distributions
Binomial distribution
Normal distribution

Week 13

Joint probability distribution Function
Margina Functions
Independent variables

Week 14

Expected, covariance

Week 15

correlation

Week 16

Preparatory week before the final Exam




U"“.'?Jﬂ‘ﬁ ela.\]\ _)JLA.A

Learning and Teaching Resources

Text Available in the Library?
Probability and statistics for engineering and scientists
Required Texts By : Walpole and Myers yes
1. Probability and statistics for engineers By : Miller and
Freund's
Recommended
2. Applied mathematics journals, schaum series in no
Texts Probability and statistics
Websites
Grading Scheme
Group Grade precul Marks % | Definition
A - Excellent bl 90 - 100 Outstanding Performance
B - Very Good [RENRTEN 80 -89 Above average with some errors
(Ssu(;:tfe:;oc)iroup C - Good L 70-79 Sound work with notable errors
D - Satisfactory DA 60 - 69 Fair but with major shortcomings
E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) 08) i ) | (45-49) More work required but credit awarded
(0-49) F — Fail Q) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.




MODULE DESCRIPTION FORM

‘\_\M\Jﬂ\ salall S g CJJA.\

Module Information
4\:\.“:\_).35\ 3Ll k_ﬂ.njxm

Module Title Image Processing Module Delivery
Module Type Core Theory

| Lecture
Module Code IMPR 3105 Lab
ECTS Credits 6 U Tutorial

O Practical
SWL (hr/sem) 150 O Seminar
Module Level uGlll Semester of Delivery Five
Administering Department Network College Engineering
Module Leader e-mail
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor e-mail
Peer Reviewer Name e-mail
ientifi . A |

IS):::“ ic Committee Approva 01/06/2023 Version Number | 1.0

Relation with other Modules

AV gl Hall 3 sall e 28|

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
A5 HY) il sinall g alail) il g Al jall sakall Calaad

1. Image enhancement techniques are used to improve the visual quality of
images by reducing noise, increasing contrast, sharpening edges, and
adjusting brightness and color levels

2. Image restoration techniques are employed to recover images that have
been degraded or corrupted by various factors such as noise, blur, or

Module Aims compression artifacts.

Al all 3oLl Calaal 3. Image compression techniques aim to reduce the size of digital images while
minimizing the loss of important visual information.

4. Image segmentation involves dividing an image into meaningful regions or
objects based on their characteristics, such as color, texture, or shape.

5. Image processing allows for the extraction of relevant features or patterns
from images, which can be used for further analysis or as input to machine
learning algorithms.

1. Understanding of Digital Imaging Principles: Image processing involves the
manipulation and analysis of digital images.

2. Proficient in applying for image enhancement, restoration, compression,
segmentation, and object recognition techniques to solve various image

Module Learning processing problems and tasks.

Outcomes 3. Programming and Algorithmic Skills: Image processing often requires
implementing algorithms and techniques using programming languages such

; as MATLAB program.

Al pall 3alall pladll s e 4. Application of Image Processing in Various Fields: Image processing has
applications in diverse fields, including computer vision, medical imaging,
remote sensing, robotics, and more.

5. Image processing enhances visual literacy by training the interpret, analyze,
and extract information from images.

1. Introduction to Digital Image Processing:

e Basics of digital imaging: pixels, color channels, image resolution, and
bit depth.

e Image representation and storage: grayscale and color images, image
file formats.

2. Image Enhancement:

Indicative Contents e Histogram equalization: contrast stretching, histogram specification,
Aald LY b sl and matching.
e Spatial domain techniques: point operations, intensity
transformations, and image arithmetic.
e Frequency domain techniques: Fourier transform, filtering, and image
restoration.
3. Image Restoration and Reconstruction:
e Image degradation: noise models, blurring, and geometric distortions.




e Noise removal techniques: spatial filtering, linear and nonlinear filtering,
median filtering.
e Image reconstruction from projections: tomographic reconstruction.
4. Image Compression:
e Lossless compression: Huffman coding, run-length encoding, and
predictive coding.
e Lossy compression: transform-based methods, quantization, and entropy
coding.
5. Image Segmentation:
e Thresholding techniques: global and adaptive thresholding, multiple
thresholding.
e Region-based segmentation: region growing, region splitting and
merging, and watershed segmentation.
e Edge-based segmentation: edge detection, gradient operators, and
edge linking.
e Object Recognition and Classification.
6. Morphological Image Processing:
e Morphological operations: dilation, erosion, opening, and closing.

7. Color Image Processing

Learning and Teaching Strategies

aabil] 5 alal) ilai) i

Strategies

Two main strategies will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through classes,
interactive tutorials and by considering type of simple experiments involving some
sampling activities that are interesting to the students.

® Theory-Based Lectures: Traditional classroom lectures are used to
present theoretical concepts, principles, and theories related to electrical
engineering. Professors or instructors explain complex ideas, provide
examples, and engage students in discussions to foster understanding.

e Laboratory Experiments: Laboratory sessions are an integral part of
electrical engineering education. Students engage in hands-on
experiments, using equipment, instruments, and software tools to apply
theoretical knowledge, analyze data, and gain practical skills. This helps
them understand the practical aspects of electrical engineering and
reinforces theoretical concepts.




Student Workload (SWL)

Structured SWL (h/sem) 94 Structured SWL (h/w) 97
Jaadl) A Ul adaiial) ol jall Jasll e sansd calldall aliiall asl 5l Jaall
Unstructured SWL (h/sem) 65 Unstructured SWL (h/w) c
Jaaill JM& Callall lsiiall e el al) Jasll e paud Callall pl5ial) e gl 30 Jaal
Total SWL (h/sem)

150

Juadll P8 llall ST il jal) Jesdl

Module Evaluation

:\:\u\‘)ﬂ\ saldl) (;:\5\53

Time/Nu Relevant Learning
e Weight (Marks) Week Due S

Quizzes 2 10% (10) 5,10 LO #1 and 2
Formative Assignments 3 10% (10) 2,8,12 LO#3
assessment Projects / Lab. 3 10% (10) 3,6,9 LO#1,2,and 3

Report 2 10% (10) 4,9 LO#3and4
Summative Midterm Exam 2 hours 10% (10) 6,11 LO#1-5
assessment Final Exam 3 hours 50% (50) 16 All

Total assessment

100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@bl e sl Zleid)

Material Covered

¢ Fundamental Steps in Digital Image Processing.

Week 1 o Components Of an Image Processing System.
e Image Sensing and Acquisition.
Week 2 ® Image Sampling and Quantization.
® Some Basic Relationships Between Pixels.
Week 3 e Hadamard — Discrete Cosine Transform, Haar, Slant — Karhunen — Loeve
transforms.
Week 4 e Spatial Domain methods: Basic grey level transformation — Histogram equalization.
Week 5 e Image subtraction — Image averaging —Spatial filtering: Smoothing, sharpening
filters — Laplacian filters.
Week 6 o Filtering In the Frequency Domain, Mid-Exam.
Week 7 e Image Restoration: Model of Image Degradation/restoration process — Noise
models.
Week 8 e |IMAGE SEGMENTATION AND REPRESENTATION: Edge detection — Thresholding -
Region Based segmentation
Week 9 e Morphological Image Processing: Dilation, Erosion.
Week 10 e Morphological Image Processing: Opening, And Closing.
Week 11 e Color Image Processing
Week 12 o IMAGE COMPRESSION: Lossless compression: Variable length coding, LZW coding
Week 13 e Computer vision applications: Autonomous vehicles, augmented reality, and
surveillance systems.
Week 14 e Applications of artificial intelligence in image processing.
Week 15 e Seminars (Student Work).
Week 16 Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
DAl e gl zlgid)
Material Covered
Week 1 e Introduction to Laboratory Simulation Programs.
Week 2 ® Representing Images In MATLAB.
Week 3 e Image Intensity and Spatial Resolution.
Week 4 e Arithmetic Operation.
Week 5 ® Logic Operation.
Week 6 e Mid-Exam, Logic Application Algorithms.
Week 7 ® Intensity Transformation.
Week 8 e Hisotgram.




Week 9 e Noise & Spatail Filter.

Week 10 ® Frequency Domain.

Week 11 e Mid-Exam, Filters.

Week 12 e Haar Wavelet transform “1-D”.
Week 13 e Haar Wavelet transform “2-D”.
Week 14 ® RGB to Lab Transformation.

Week 15 ® Review and revision.

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
L}a{.})ﬂ\} (J:uj\ ‘)JLAA

Available in the
Text
Library?
. Digital Image Processing, Rafael C. Gonzalez
Required Texts Yes
Third Edition
Color Image Processing and Applications, K.N. Plataniotis
Recommended Texts No
and A.N. Venetsanopoulos, 2000
Grading Scheme
Group Grade prRcul Marks (%) | Definition
A - Excellent Okl 90 - 100 Outstanding Performance
s G B - Very Good [AENRTEN 80-89 Above average with some errors
(:;fef;o) roup C - Good REEN 70-79 Sound work with notable errors
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aaddll 28) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
:Lb.n\‘).ﬂ\ R\ Q\A}S&A

Module Title Mi Croprocessor Module Delivery
Module Type Core Theory
Lecture
Module Cod
odule Code MICR 3102 = Lab
ECTS Credits 8 O Tutorial
O Practical
SWL (hr/sem) 200 O Seminar
Module Level 3 Semester of Delivery
Administering Department NE College Type College Code
Module Leader e-mail

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail
ientifi . A |

SD‘:f:t' ic Committee Approva 01/06/2023 Version Number | 1.0

Relation with other Modules

6 AY) Al )l gall ae 28)

Prerequisite module

Computer architecture

Semester

Level 2/2

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Objectives
Al all 3oLl Calaal

To become familiar with the architecture and pins configuration of 8086 uP.

2. tounderstand the main differences between maximum and minimum modes
of bus cycle

3. to understand the different addressing modes.
to provide practical hands on experience with assemby language
programming

5. develop and test assembly language programs

6. get familiarize with interfacing of various peripheral devices with 8086 uP
using 8255A chip

7. tounderstand the concepts of interfacing with LEDs, DC motor, and analog to
digital converter or digital to analog converter,

Module Learning
Outcomes

Al pall 3alall aladl) s j3a

Describe the arhitecture and organization of 8086 uP.
[llustrate the pins configuration of 8086 pP.
Distinguish between the minimum and maximum mode of Bus cycle.

P wnNe

Understand and classify the instructions of 8086 uP and distinguish the use of

different instructions and apply it in assembly language programming

5. Be able to write efficient assembly language programs and develop
programming skills.

6. Relate the addressing modes used in the instructions.

7. Realize the interfacing of memory and various I/0O devices with 8086 uP.

8. Familirarise the architecture and operation of programmable interface
devices and realize the programming and interfacing with 8086 pP.

9. Interface various peripheral IC’s with 8086 uP for different applications.

Indicative Contents

Indicative content includes the following.
This module topics can by divided to three main parts as the following:
Part A : 8086 Microprocessor

Registers, flags, Architecture and Pin-configuration, Minimum-Mode and Maximum-
Mode System, Minimum-Mode Interface Signals, Maximum-Mode Interface,

System Clock, Bus Cycle and Time States, Basic Memory Operations for 8086 uP,
Software Model of 8086uP, Physical Address Generation, Addressing Modes of
8086uP, Unsigned and Signed Integer Numbers.

Part B: Assembly language instructions

Instruction Set of 8086uP, Data Transfer Instructions, Addition and Subtraction
Instructions, Multiplication and Division Instructions,CBW & CWD instructions, Logical
Instructions, Shift Instructions, Rotate (ROL, ROR, RCL, and, RCR ) Instructions, Flags
Control Instructions, Compare CMP and TEST Instructions, The TEST Instruction,
Branch Instructions (Jump), Unconditional and Conditional Jump.




Part C : interfacing

Interfacing of 8086, The 8086 uP and memory or I/O interfaces relationship,
Programmable Peripheral Interface 8255A, Read/Write and Control Logic, Group A and
Group B Controls, Ports A, B, and C, Delay in Programs, Software Delays, Interfacing 8-
bit Peripherals to 16-bit uP, Interfacing with LEDS, traffic lights, Interfacing with DC
motor,Analog to Digital Converter (ADC) and Digital to Analog convertor (DAC).

Learning and Teaching Strategies

adaill g alall Ciliasi jind

Strategies

Two main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking and programming skills using assembly language. This will be
achieved through classes, interactive discussions and by considering types of simple
practical implementing of codes and programs:

e Theory based lectures: the traditional classroom lectures are used to presents
topics, concepts of 8086 UP, and assembly instructions, which will be explained
by examples, also, the students will be engaged in discussions to foster
understandings .

e Laboratary experiments: in the laboratary session, the students will be able to
use the available simulation softwares and tools to write and implement ALP
to solve different problems and prgramming interfaces of /O devices, and gain
problem solving skills.

Student Workload (SWL)

Structured SWL (h/sem) 94 Structured SWL (h/w) 6
Juadl) P& Ul i) ol ) Jaal) e sand calldall aliiall asd 5l Jaall

Unstructured SWL (h/sem) 106 Unstructured SWL (h/w) 2 08
Sl J3A lUall aliiial) e ol 52l Jaal) Lo saud Callall liinall e asd pall Jasl) '
Total SWL (h/sem) 200

Juaill D& lldall S sl 5l Sl




Module Evaluation

Z\T}M\JJ\ palall ?‘Lm
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
LO #1, #2, #3 and #4,
Quizzes 2 10% (10) 5and 10
#5, #6
Formative
Assignments 2 10% (10) 2and 12 LO #3, #4 and #7, #8
assessment
Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #7, #8, and #9
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@b e pul) el

Material Covered

Week 1 Introduction to 8086 microprocessor , registers, flags.

Week 2 | The 8086/8088Microprocessor Architecture and Pin-configuration, Minimum-Mode and Maximum-
Mode System, Minimum-Mode Interface Signals, Maximum-Mode Interface,

Week 3 System Clock, Bus Cycle and Time States, Two Basic Memory Operations for 8086 pP

Week 4 Software Model of 8086uP, Physical Address Generation, Addressing Modes of 8086uP, Unsigned
and Signed Integer Numbers

Week 5 Instruction Set of 8086uP, Data Transfer Instructions, Addition and Subtraction Instructions,
Multiplication and Division Instructions

Week 6 CBW & CWD instructions, Logical Instructions, Shift Instructions, Rotate (ROL, ROR, RCL, and, RCR)
Instructions

Week 7 Mid exam + Flags Control Instructions, Compare CMP and TEST Instructions, The TEST Instruction

Week 8 Branch Instructions (Jump), Unconditional and Conditional Jump

Week 9 Interfacing of 8086, The 8086 microprocessors and memory or I/0O interfaces relationship,

Week 10 Programmable Peripheral Interface 8255A, Read/Write and Control Logic, Group A and Group B
Controls, Ports A, B, and C

Week 11 | Delay in Programs, Software Delays.

Week 12 | Interfacing 8-bit Peripherals to 16-bit Microprocessor

Week 13 | Interfacing with LEDS, traffic lights

Week 14 | Interfacing with DC motor

Week 15 | Analog to Digital Converter (ADC) and Digital to Analog convertor (DAC)

Week 16 Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)
BUEGURRCPING Y FAPEN]

Material Covered
Week 1 Lab 1: introduction to emulator 8086 application, simple ALP to copy the values of the registers
Week 2 Lab 2: ALP to perform addition and subtraction instructions on register contents .
Week 3 Lab 3: ALP to Increament or decreament the values that stored in the block of memory locations
Week 4 Lab 4: ALP to store ODD or EVEN numbers in the block of memory locations
Week 5 Lab 5: ALP to add the values of two blocks of memory locations and store the result in a third block

of memory locations
Week 6 Lab 6: ALP to perform division and multiplication instructions
Week 7 Lab 7: ALP program to find the Average of numbers stored in the memory locations
Week 8 Lab 8: ALP to arrange the series of numbers stored in the memory locations in ascending and

descending order
Week 9 Lab 9: ALP to count Positive and/or Negative numbers
Week 10 | |ab 10: ALP to store a series of numbers in the memory by using Microprocessor trainer Kit
Week 11 Lab 11: ALP to Display text on LCD screen
Week 12 | Lab 12: ALP for LEDS lighting
Week 13 Lab 13: ALP for LEDS lighting with delay
Week 14 | Lab 14: ALP to control the direction of rotation of the DC motor, with timer
Weak 15 Lab 15: DAC and ADC ALP

Learning and Teaching Resources
u.ug)lﬁ\} (-Ja;m JJLAAA
Text Available in the Library?
. e The x86 microprocessors, Lyla B. Das, 2" edition,
Required Texts No
pearson
Recommended
“Microprocessors and peripheral ICs”, S.K. San, No

Texts
Websites




Grading Scheme

Group Grade i) Marks % | Definition

A — Excellent Dkl 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
(S:(;:tiefgoc-)iroup C - Good i 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) 08) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Relation With Other Modules
AN Al all ol gall ae A8

Prerequisite module

Communication || Semester Four

Co-requisites module

Optical Network Semester Eight

Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al al) salall Calaa

Module Aims
Al all alal) Calaal

1

Introduction:

Introduce students to the field of optical communication, its historical
devel opment, and its importance in modern communication Systems.
Provide an overview of the basic principles and components of optical
communication systems.

Optica Fiber Structures and Light Guiding Principles:

Familiarize students with different types of optical fibers and their
structures.

Explain the principles of light propagation and guiding in optical fibers,
including total internal reflection and modes of propagation.

3. Optica Signal Attenuation and Dispersion:

Explore the causes and effects of signal attenuation in optical fibers, such as
absorption and scattering.

Discuss the phenomenon of dispersion and its impact on signal quality and
transmission distance.

Light Sources for Fiber Links:

Introduce different types of light sources used in optical communication
systems, such as light-emitting diodes (LEDs) and laser diodes.

Discuss the characteristics, performance parameters, and modulation
techniques associated with light sources.

5. Optica Power Coupling:

Explain the process of coupling optical power into and out of optical fibers.
Discuss techniques and devices used for efficient power coupling, such as
connectors, splices, and couplers.

Photodetection Devices:

Introduce photodetection devices used in optical receivers, such as
photodiodes.

Discuss their operating principles, performance parameters, and noise
considerations.

Optica Receiver Operation:

Explain the operation and components of optica receivers, including
photodetection devices, amplifiers, and signal processing circuits.

Discuss various receiver architectures and their performance characteristics

Module Learning
Outcomes

o Hal) Balall aladl) s A

Explain the basic principles and components of optical communication
systems.

Describe different types of optical fibers and their structures.

Understand light propagation and guiding in optical fibers.

Identify causes and effects of signal attenuation and dispersion in optical

| Page2




0.

fibers.
Recognize different types of light sources used in optical communication
systems.

6. Understand their operating principles and modulation techniques.
7.
8. Understand the operating principles and performance parameters of

Understand the process of coupling optical power into and out of fibers.

photodetection devices.
Describe the components and operation of optical receivers.

10. Analyze receiver architectures and optimize performance parameters.

| Page3




1. Introduction
2. Optical fiber structures and light guiding principles
Indicative Contents 3. O_ptlcal signal attenuation and dispersion
okt N il 4. Light sourcesfor fiber links
2oLl G siad) . .
5. Optical power coupling
6. Photodetection devices
7. Optical receiver operation
Learning and Teaching Strategies
paladll 5 aladl) laasd) yid

1. Lectures: Traditiona classroom lectures can be used to present theoretical
concepts, principles, and fundamental knowledge related to optical
communication. This can include explanations of key concepts,
demonstrations, and the use of visual aids to enhance understanding.

2. Simulations and Modeling: Using software tools or simulations specifically
designed for optical communication can help students understand system

Strategies performance, analyze signal propagation, and evauate various system
parameters. This alows them to gain insights into the behavior and
optimization of optical communication systems.

3. Assessments and Feedback: Regular assessments, quizzes, and assignments
can assess students understanding of the subject matter. Providing
constructive feedback helps students identify areas for improvement and
reinforces their learning.

Student Workload (SWL)
lUall _ud jal) Jeall
Structured SWL (h/sem) 64 Structured SWL (h/w) 4
Jaadl) DA Qlall alaiiall sl all Jaal Lo saul calldall alaiiall sl 5l Jaall
Unstructured SWL (h/ sem) 36 Unstructured SWL (h/w)
ol I Ul ) el yall Jaal e soud Ul ) el ol Jaal) 6
Total SWL (h/sem) 150
Joaadl) 38 Cllall IS sl ) Jaall
Module Evaluation
3§;»\)JJ\BJL41\€9§£
Time/Nu Weight (Marks) Week Due Relevant Learning
mber Outcome
) Quizzes 2 10% (10) 3-12 LO#2-7
Formative ) ¢ ionments 2 10% (10) 5-10 |LO#1-8
assessment
Laboratory 1 10% (10) Continuous
Midterm Exam 1hr 20% (20) 9 LO#1-5

| Page4




Summative
assessment

Final Exam 3hr 50% (50)

15

All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@bl e pul) el

Material Covered

Week 1

1

11
12
1.3

INTRODUCTION
Historical development
The genera system
Advantages of optical fiber communication

Week 2

2
21
2.2

OPTICAL FIBER STRUCTURES AND LIGHT GUIDING PRINCIPLES

The Nature of Light
Basic Laws and Definitions of Optics

Week 3

2.3
24

Optica Fiber Configurations and Modes
Modes in Circular Waveguides

Week 4

2.5
2.6

Single-Mode Fibers
Graded-Index (Gl) Fibers

Week 5

2.7
2.8
2.9

Optica Fiber Materials
Photonic Crystal Fiber Concepts
Optical Fiber Cables

Week 6

3
3.1

OPTICAL SIGNAL ATTENUATION AND DISPERSION
Fiber Attenuation

Week 7

3.2

Optica Signal Dispersion Effects

Week 8

3.3

Design and Characteristics of SMFs

Week 9

4
4.1
4.2

LIGHT SOURCES FOR FIBER LINKS
Basic Concepts of Semiconductor Physics
Principles of Light-Emitting Diodes (LEDs)

Week 10

4.3
4.4

Principles of Laser Diodes
Output Linearity of Light Sources

Week 11

5
5.1
5.2

OPTICAL POWER COUPLING
Source-to-Fiber Power Coupling
Coupling Improvement with Lensing Schemes

| Page5




5.3 Losses Between Fiber Joints
Week12 | 6 PHOTODETECTION DEVICES
6.1 Operation of Photodiodes

week 13 | 62 Noise Effectsin Photodetectors
6.3 Response Times of Photodiodes

7 OPTICAL RECEIVER OPERATION
Week14 | 77 Basic Receiver Operation
7.2 Performance Characteristics of Digital Recelvers

7.3 Principles of Eye Diagrams
Week15 | 74 Burst-Mode Receivers
7.5 Characteristics of Analog Receivers

Week 16 Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
idall e gl mleiall

Material Covered

Week 1 | Lab 1: To design abasic optical fiber communication system using Opti System software

Week 2 | Lab 2: Study and plot the different characteristics of an optocoupler device.

Week 3 | Lab 3: Observe the effect of noise and dispersion on eye pattern in a communication system.

Week 4 | Lab 4: Measureinsertion loss, reflectance, total |oss, attenuation coefficient and fiber break
location using OTDR.

Week 5 | Lab 5: Generate an intensity-modulated signal at the transmitter and demodulate it at the
receiver using a direct detection scheme in Opti System software.

Week 6 | Lab 6: Modulate a continuous wave laser using an external PRBS generator and analyze the
BER, Q-factor, and eye diagram obtained at the output.

Learning and Teaching Resources
U‘“:’,)ﬂ\} (-Ja;m JJLAAA

Text Available in the
¢ Library?
. Gerd Keiser, “Fiber Optic Communications”, Springer
R T
equired Texts Nature Singapore Pte Ltd. 2021
John M. Senior, “Optical Fiber Communications
Recommended .. . s
Texts Principles and Practice”, 3rd Edition, Pearson
Education Limited 2009
Websites

| Page6




APPENDI X:

GRADING SCHEME

Group Grade paail) Marks (%) | Definition

A - Excellent Ll 90 - 100 Outstanding Performance

B - Very Good [AENRTEN 80 - 89 Above average with some errors
(Ssl‘g?ﬁoc);r"“p C - Good 2w [70-79 Sound work with notable errors

D - Satisfactory b sia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX — Fail D& J s | (45-49) Morework required but credit awarded
(0-49) F — Fail <l | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example amark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has apolicy NOT to condone
"near-pass fails' so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.
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Module Information
daly ! B3l ologlas

Module Title Network Operating System Module Delivery
Module Type Core Theory
ClLecture
Module Code NEOS 3106
O Lab
ECTS Credits 3 [ Tutorial
[ Practical
SWL (hr/sem) 75 O Seminar
Module Level ualil Semester of Delivery Five
C Network Engineering ) .
Administering Department Department College Collage of Engineering
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A I
Scientific Committee Approva 01/06/2023 Version Number
Date
Relation with other Modules
S5 &yl Slgall mo A3l
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

Module Objectives
Gy ! Balad) Lol

At the end of the course the student knows the main technical problems and the
related solution behind networking with reference to the Internet. The student
can understand the functional principles of a network service and the related
quality of serviceissuesaswell asthe Internet protocol architecture and the main
protocols. The student knows how to implement some basic network
applications and can analyze protocol behavior, aso, the learner should be able

to:

1
2.

o 0k~ w

Understand the concepts of Network Operating Systems — NOS

be able to identify and use main technologies related to the
implementation of NOS components and comprehend related issues and
new trends of the subject.

know basic components of an operating system.

comprehend how an operating system virtualizes CPU and memory.
discuss various scheduling and swapping policies.

explain how asimple file system organizes datain the hard disk.

Module Learning
Outcomes

83l edaddl Ol y3e0
Aoy

Intended L earning Outcomes:

1
2.
3.
4. To provide a comprehensive understanding of network operating

o

7.
8.

0.

Understanding basic concepts of N.O.S and the server.
Identifying and using main technologies of N.O.S and related hardware.
Accommodating related issues of NOS and its new trends.

systems, including its principles, characteristics, and waveform.

To provide users a convenient interface to use the computer system.

To act as an intermediary between the hardware and its users, making it
easier for the usersto access and use other resources

To manage the resources of acomputer system.

To make the computer system convenient to use in an efficient manner.
To hide the details of the hardware resources from the users.

Indicative Contents
dolin Y wlgisad!

The student will learn the basic and applied concepts of Network Operating
system Engineering with the following fundamentals:

© oo N R~ ODNE

Introduction to Network Operating Systems.
Network Infrastructure.

Network Services and Protocols.

Network Administration and Management.
Network Security.

Network Backup and Recovery.

Network Virtualization.

Network Storage and Data Management.

Cloud Computing and Network Operating Systems.

10. Emerging Trendsin Network Operating Systems.




Learning and Teaching Strategies

eadaidly @lad) Ol Al

1. Lecturing offline mode, in class.

Strategies 2. Hipdlass
. 3. Assignment and quizzes.
4. Hands-on and interactive activities.
Student Workload (SWL)
Lc}.«.w‘ Vo) O gweo g.,Jl.la.U stbJJ\ Joxd

Structured SWL (h/sem) 33 Structured SWL (h/w) 5
i)l s CIlall elaziedl (golyldl Josdd! e gueanl Ul @latiall byl Josnll
Unstructured SWL (h/sem) 4 Unstructured SWL (h/w) )8
Jnadll IS LIl elaniadl e quhdl Jozdd! L gl JUal) platiall p& (gulydl Jonll )
Total SWL (h/sem) -
duadll I3l (JUall S gyl Jon|

Module Evaluation

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11

Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

I ntroduction

1 Defining Network Operating Systems

2. Types of NOSs
Week 1 3. Characteristics Of NOSs

4. Components of NOSs

5. Usual working scenarios with NOSs

6. Unusual working scenarios for NOS

7. System Documentation

Distributed Systems

1. Defining Distributed systems
bt 2. Type of Network — Base Operating Systems

3. Network Structure (LAN — WAN)

4. Communication Structure

Processes & threads

1 Process Concept
T S 2. Proces§ Scheduling

3. Operations on Processes

4. Process and Threads

5. types of Threads

6. Multithreading Models

Preparing Working Environment and Installing Server
Tl 1 Prepari n_g Working Environment

2. Installation Process

3. Installing Server Hardware

4. SCSI Technique

RAID

1 Introduction
WEEKSRN 5 Basic Concepts of RAID

3. RAID Levels

4. Handling RAID Errors

Networ king Environment for OS

1 Basic Principles of Computer Networks
Week6 | 2, Networks Typology

3. Layering Structure

4. Most Used Standards & Protocols

Midterm + Resour ce allocation& deadlock
R 1 Resource Allocation Graph (RAG).

2. The Deadlock Problem




System Model

Deadlock Characterization
Methods for Handling Deadlocks
Deadlock Prevention

Deadlock Avoidance

Deadlock Detection

Recovery from Deadlock

© o N AW

Storage Area Networks — SANs

Week 8 1 Network Storing Techniques
2. Network Area Storage — SAN
3. Fiber Channel Protocol — FCP
4. SAN over IP
Network Systems Security
1 Strategies of Building Secure Systems
2 Firewalls
WEESY OS Protection & Security
4 Intruders
5 Trusted Systems
6. Security in Distributed systems
Processes and Process Synchronization models
R 1 Interposes communications.
2. Peterson solution
Massage — and stream — Oriented communication
Week11 | 1. What is message and stream-oriented communication?
2. What is the difference between message and stream communication?
3. What are the different types of message-oriented communication?
/O SYSTEMS
1 I/O Hardware
2. 1/O port
3. I/O Devices
4. Polling
Week12 | 5 Interrupts
6. DMA
7. Buffering
8. Cashing
0. Spooling
Distributed Middleware
Week 13
Common Object Request Broker Architecture (CORABA)
Memory management
bl 1 Process Address Space (Symbolic addresses, Relative addresses, Physical addresses).
2. Static vs Dynamic Loading




0O NSO OA®

Static vs Dynamic Linking

Swapping

Memory Allocation

Fragmentation (External fragmentation, Internal fragmentation).
Paging

Segmentation

Week 15

Backups

a b wbdE

Data Repository

Storage Media

Selection & Extraction of Data

Backups Planning

Backups Solutions Using iSCSI Protocol in Backups

Week 16 Preparatory week before the final Exam

Learning and Teaching Resources
u,‘ej..\illg ‘ohﬁ\)bl,sm

Text Available in the Library?

Required Texts

Remzi H. Arpaci-Dusseau and Andrea C. Arpaci-Dusseau,
(2018). Hard-copy and electronic editions are available; the Yes
PDF formisfree.

Jerome Saltzer, and M. Kaashoek. RES.6-004 Principles of

Recommended Computer System Design: An Introduction. Spring 2009. Yes
Texts Massachusetts Institute of Technology: MIT OpenCourseWare,
License: Creative Commons BY -NC-SA.
Websites
Grading Scheme
L.")L‘{)J” hlhxe
Group Grade il Marks % | Definition
A - Excellent kel 90 -100 Outstanding Performance
B - Very Good I de 80 -89 Above average with some errors
(Ssu(;:tiels;oG)roup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jagie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axlaadl W8) Cwsly | (45-49) More work required but credit awarded




(0-49)

F — Fail

sl

(0-44)

Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
daly ! B3l ologlas

Module Title Si gnals and Systems Module Delivery
Module Type Core Theory

O Lecture
Module Code SISY 3104

O Lab
ECTS Credits 3 O Tutorial

[ Practical
SWL (hr/sem) 75 O Seminar
Module Level uGlll Semester of Delivery Five
Administering Department Network Engineering | College College of Engineering
Module Leader Ahmed Sabah Noori e-mail asabah22@gmail.com
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail

ientifi . A |

Scientific Committee Approva 01/06/2023 Version Number | 1.0

Date

Relation with other Modules

3 Ayl Slgall ao dBMall

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

Module Objectives
Gyl Baledl Colual

e To develop the understanding of the basic ideas of the Signals & Systems

encountered in engineering.

e To understand the methods for characterizing and analyzing continuous-time

signals and systems.

e To learn the transform techniques (Fourier transform) that are useful for the

understanding of Digital communication systems, Feedback control systems,

Satellite and mobile communications, Digital signal processing and Digital image

processing.

Module Learning
Outcomes

Balol) latll Oolarysen
daly I

On completion of the course, student will be able to:

1.

6.

Express the concepts of signals and systems and their different types which can
be used in a wide variety of disciplines in engineering.

Identify and report system properties such as causality, stability, linearity, and
time invariance etc.

Apply the convolution integral formulas to determine the output of continuous
time systems.

Understand and resolve the signals in frequency domain using Fourier series
and Fourier transforms.

Understand the limitations of Fourier transform and need for Laplace transform
and develop the ability to analyze the system in s- domain.

Understand the concept of filters and their design.

Indicative Contents
dolin Y wlgisad!

Indicative content includes the following:

Basic signals of continuous time.

Signals and Their Classification - Continuous time (CT) and Discrete Time (DT)
signals, Periodic & Aperiodic signals, Deterministic & Random signals, Energy
& Power signals.

Properties of continuous time systems.

Linear, time invariant (LTI) systems.

Operations on Signals

Signal convolution - integral formula

Representation of periodic signals as Fourier series.

Continuous time Fourier transform.

Analysis of LTI systems in the field of time and frequency.

The Fourier Transform - Introduction

Properties of Continuous time Fourier Transform

Finite impulse response (FIR) Filter analysis and design

Infinite impulse response (lIR) Filter analysis and design

Butterworth Analog Filters

Cheby-Chev Analog Filters




Learning and Teaching Strategies

oty alatl ol

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding

SLIEEIES their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple reports involving some sampling activities that are
interesting to the students.

Student Workload (SWL)
le gawl V0 J Lgunxo LIl @”‘JHU‘ Jed

Structured SWL (h/sem) 33 Structured SWL (h/w) 5

Jradll I Cdlall plaiiall (gulyldl Jodl e gausl IUall @laiadl (guhydl Josxd!

Unstructured SWL (h/sem) 4 Unstr::ctured SWL (h/w) )

Jradl I Cdlall plaiiall pe (guhyldl Joxe) b gl IUal) olatiadl p& (gubyll Josdl)

Total SWL (h/sem) 75

Gt s LIl h”,J&.H Ll Jozdl

Module Evaluation

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Formative Quizzes 2 5% (5) 5and 10 LO #1, #2 and #4, #5
assessment Assignments 2 5% (5) 2and 12 LO #3, #4 and #5, #6
Summative Midterm Exam 2hr 30% (30) 8 LO #1-#3
assessment Final Exam 3hr 60% (60) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Material Covered
Week 1 Fundamental Concepts of Signals & Systems - Introduction
Week 2 Signals Classification
Week 3 Signals Operations & transformations
Week 4 Classification of Systems - Interconnections of Systems




Week 5 Linear Time Invariant Systems - Introduction
Week 6 Properties of Continuous Time LTI System
Week 7 Signal convolution method - integral formula
Week 8 Mid-term Exam, Signal convolution

Week 9 The Fourier Transform

Week 10 | Properties of Continuous time Fourier Transform
Week 11 | Laplace Transformation

Week 12 | Filter Analysis and design (FIR & IIR)

Week 13 | Butterworth Analog Filters

Week 14 | Chebychev Analog Filters

Week 15 | Analog Filters Examples

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
WJJJJb MUJW

Text

Available in the Library?

Alan V. Oppenheim, Signals & Systems 2nd Edition, Pearson

Required Texts Yes
Education, 2008.
Recommended Signals and Systems, Simon Haykin and Barry Van Veen, 2nd
Texts edition, Wiley 2005. yes
Websites https://www.coursera.org/learn/ signals and systems fundamentals
Grading Scheme
©loyadl Jalaseo
Group Grade ol Marks % | Definition
A - Excellent kel 90 -100 Outstanding Performance
B - Very Good (BESNVES 80 -89 Above average with some errors
(Ssuc;:tiels;oG)roup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX - Fail (ol W8) csly | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
daly ! B3l ologlas

Module Title Machine Learning Module Delivery
Module Type Core Theory
Module Code MALE 4104 L Lecture

Lab
ECTS Credits 6 O Tutorial

[ Practical
SWL (hr/sem) 150 [ Seminar
Module Level 1 Semester of Delivery 1
Administering Department NE College Type College Code
Module Leader Dr. Omar Hussein Salman e-mail Omar.salman@aliragia.edu.iq
Module Leader’s Acad. Title Assoc. Professor Module Leader’s Qualification Ph.D.
Module Tutor Miss Zahraa Khdair Taha e-mail E-mail
Peer Reviewer Name Name e-mail E-mail

ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
S>3 dslyll Slgall ae A8l

Prerequisite module Advance Mathematics | | Semester 5
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

This course will enable the students to:

1. understand the fundamental concepts underlying machine learning algorithms.

2. understand the fundamental issues involved with machine learning, including

Module Objectives data, model selection, and model complexity.

3. master the art of implementing sophisticated machine learning modelsin order
to solve real problems.

4. be ableto choose the most appropriate model for a particular task and evaluate

Gyl Baladl Colua]

its performance.
5. develop skills in applying recent machine learning tools to solve practical
problems.
analyze the challenges posed by modern data and how machine learning can resolve

them.

1. explain the concept and mathematical models of machine learning.

2. explain data processing and feature extraction techniques.

3. Understand the basic concept of neural network algorithms.

4. evaluate various classification algorithms including Bayesian, Nearest-

Module Learning Neighbor, Logistic Regression, Polynomial and Decision Tree

Outcomes 5. evaluate different regression algorithms including Nearest-Neighbor, Linear
Regression, Support Vector Regression and Regression Trees

salell ‘gl;JJ| Ol yso 6. examine various unsupervised learning algorithms including clustering and

Aoyl association.

7. apply the feature engineering models including feature construction with
kernels and Principal Component Analysis
8. deploy various machine learning models for solving real world problems.

This course contains the following topics:
e What is machine learning?
e Types of machine learning algorithms
e Supervised, unsupervised, and reinforcement learning.
e Machine learning mathematical models.
e Data cleaning and handling missing data.

Indicative Contents e Data normalization and scaling

dolin Y wlgisad!

e Feature selection and extraction

e Basics of neural networks and artificial neural networks

e Feature engineering models

e Introduction to unsupervised learning

e Discussing machine learning applications in real-world scenarios

e Machine learning applications in real-world problem:s.

e Showcasing student projects highlighting machine learning applications.
e Presentations and evaluations for projects.




Learning and Teaching Strategies

oty alatl ol

* An actual account of a particular incident and/or problem is presented to the
class. How the matter was resolved is included.

* Itis used when a specific example is the best means of illustrating a topic.

¢ This method is often used to supplement traditional lecture approaches to a

Strategies _
topic.
e Can be used to synthesize ideas and apply theory to practical problems.
¢ Cooperative Learning Techniques
Student Workload (SWL)
Lc%»‘ Vo) O gno g.,Jl.la.U stbJJ\ d.o:x”

Structured SWL (h/sem) 64 Structured SWL (h/w) 4
el s CIlall elaziedl (golyldl Josdd! e gueanl Ul @latiall byl Josnll
Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) 6
i)l I CIlall clasiall e (gobldl Joodll e ol CUall elasiadl pe gyl Josndl
Total SWL (h/sem) 150
dwadl s Il g&l @»l)JJI Jeo=d|

Module Evaluation

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 2and 8 1,2,7,8
Formative Assignments 2 10% (10) 2 and 12 3,4,5,6
assessment Projects / Lab. 1 10% (10) Continuous | All

Presentation 1 10% (10) 13 4,5,6,7,8
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Introduction to Machine Learning
Week 2 Introduction to Machine Learning models
Week 3 Data Preprocessing
Week 4 Feature extraction techniques
Week 5 Supervised Learning Neural Network
Week 6 Supervised Learning linear regression
Week 7 Supervised Learning classification
Week 8 Mid Term
Week 9 Unsupervised Learning
Week 10 | Unsupervised Learning
Week 11 | Feature engineering models
Week 12 | Case studies: Discussing
Week 13 | Case study: Projects
Week 14 | Project showcase
Week 15 | Week 15: Project showcase
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 Introduction to Anaconda
Week 2 performing examples for Machine Learning algorithms
Week 3,4 | Data Preprocessing
Week 5 Feature Extraction
Week 6,7 Supervised Learning
Week 9,10 | Unsupervised Learning




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Available in the
Text
Library?
e Miroslav Kubat, An Introduction to Machine Learning, Third
Edition, 2021, Pearson, ISBN 978-3-030-81934-7
Required Texts No
e Mark Fenner, Machine Learning with Python for Everyone, 2020,
Pearson, ISBN-13: 9780134845685.
e Andrea Giussani, APPLIED MACHINE LEARNING WITH PYTHON,
Copyright © 2019, EGEA
e Paul Deitel, Deitel , Harvey M. Deitel, Deitel , Intro to Python for
Recommended
i Computer Science and Data Science: Learning to Program with No
Al, Big Data and The Cloud, 2020
e Pang-Ning Tan, Michael Steinbach, Vipin Kumar, Introduction to
Data Mining: Pearson New International Edition2006,Pearson
e https://scikitlearn.org/0.19/datasets/index.html
Websites The UCI Machi.ne I..earni'ng Repository:
e https://archive.ics.uci.edu/ml/datasets.html
Kaggle, www.kaggle.com/datasets
Grading Scheme
C’.)b,v.).” Lo
Group Grade il Marks % Definition
A - Excellent kel 90 - 100 Outstanding Performance
B - Very Good I dae 80 -89 Above average with some errors
(S:;felsgoc)iroup C - Good SVES 70-79 Sound work with notable errors
D - Satisfactory Lugio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



https://scikitlearn.org/0.19/datasets/index.html

MODULE DESCRIPTION FORM
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Module Information
Z\T}M\JJ&\ saldl) QLA}LLA

Module Title M obile Communication Module Delivery
Module Type Basic learning activity Theory
Lecture
Module Code MOCO 4103
O Lab
ECTS Credits 4 O Tutorial
O Practical
SWL (hr/sem) 100 O Seminar
Module Level uaGl Semester of Delivery
Administering Department Type Dept. Code College Type College Code
Module Leader e-mail
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval 01/06/2023 Version Number 1.0
Date
Relation with other Modules
AN Al )l gall ae A8
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Al all 3ol Calaal

> Understand the basic concepts and technol ogies of mobile
communication

o Analyze the performance of mobile communication systems

> Design and implement mobile communication systems

> Apply mobile communication technologies to solve real-world
problems

Module Learning
Outcomes

8alall alail] il y3a
dl Al

students should be able to:-

1. 1. Understanding the fundamental concepts and principles of mobile
communication technologies, including wireless networks, cellular
systems, and mobile data transmission.

2. Demonstrating knowledge of the different generations of mobile
communication systems (e.g., 2G, 3G, 4G, 5G) and their respective
features, capabilities, and limitations.

3. Anayzing and evaluating the architecture, protocols, and standards used
in mobile communication networks.

4. Applying theoretical knowledge to practical scenarios, such as designing
and optimizing mobile networks, troubleshooting network issues, and
assessing network performance.

5. Understanding the impact of mobile communication on society, including
social, economic, and ethical considerations.

6. Developing critical thinking and problem-solving skills related to mobile

communication technol ogies and their applications.

Effectively communicating technical concepts and findings related to

mobile communication through oral presentations, written reports, and o.

~N

Indicative Contents
Lals W) Gl ginall

. 1. Introduction to Mobile Communication: History, evolution, and basic
concepts.

2. Wireless Communication Technologies: GSM, CDMA, 3G, 4G, 5G, etc.
3. Mobile Network Architectures. Cellular networks, base stations, mobile
switching centers.

5. Mobile Network Security: Encryption, authentication, privacy concerns.
6. Mobile Application Development: Designing and devel oping applications for
mobile devices.

7. Mobile Internet and Data Services:. Mobile web browsing, mobile apps,
streaming services.

8. Mobile Network Planning and Optimization: Coverage, capacity, network
performance.




9. Mobile Network Management: Troubleshooting, maintenance, network

monitoring.

10. Emerging Trends in Mobile Communication: Internet of Things (1oT),
wearable devices, mobile computing.

Learning and Teaching Strategies

aabil] 5 alal) i) i

Strategies

X3

%

communication.

as many mobile users as possible.

radio frequencies to accommodate the

++ 1. Network Coverage Expansion: Ensuring a widespread network coverage to reach

2. Spectrum Management: Efficiently managing the allocation and utilization of
increasing demand for mobile

+» 3. Technology Upgrades: Embracing advancements in mobile technologies (e.g.,
5G) to offer faster speeds, lower latency, and support for emerging applications

Student Workload (SWL)

e gl 10 3 guana lUall i jall Jaal

Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Jaadl) P Ul i) ol Al Jaal) e sand calldall alaiiall asl 5l Jaall

Unstructured SWL (h/sem) - Unstructured SWL (h/w) 34
daadl) P Ul el e ol Al Jasll Lo sanl Ul alaiiall je sl Hall Jaal '
Total SWL (h/sem) 100

Juaill J3a Ul S ol 3l Jaal

Module Evaluation

E\T;.uabﬂ\ XA ayﬁ

Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 7,12 LO #1-5




Assignments 2 10% (10) 4,10 All
Formative
Projects / Lab. 1 10% (10) 7 All
assessment
Report 1 10% (10) 12 All
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-3
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@bl e pul) el
Week Material Covered
Week 1 Introduction to Mobile Communication
Week 2 Mobile Radio Networks
Week 3 Cellular Networks: Fundamentals of cellular networks, including architecture, radio
frequency (RF) planning, and network components.
Week 4 Wireless Communication Technologies: Study of various wireless communication
technologies used in mobile networks, such as GSM, CDMA, 3G, 4G, and 5G.
Week 5 Mobile Applications
Week 6 Mobile Network Protocols: Understanding the protocols used in mobile communication,
including signaling protocols, data transmission protocols, and network security protocols.
Week 7 Mid Exam, Mobile Application Development: Introduction to mobile app development
platforms.
Week 8 programming languages, and frameworks used in creating mobile applications
Mobile Services and Applications: Exploration of different mobile services and
Week 9 applications, such as mobile messaging, mobile commerce, location-based services, and
mobile entertainment
Mobile Network Optimization: Techniques and strategies for optimizing mobile network
Week 10 . . . .
performance, capacity planning, and quality of service (QoS) management
Emerging Trendsin Mobile Communication: Discussion on the latest trends and
Week 11 | agyancementsin mobile communication, such as Internet of Things (10T), mobile cloud
computing, and mobile edge computing.
Week 12 5G and beyond: Next-generation mobile networks and technologies
Week 13 Future Trends in Mobile Communication
Week 14 Mobile application devel opment and deployment
Week 15 Seminar and project discussion
Week 16 Preparatory week before the final Exam




Learning and Teaching Resources
w‘)ﬂ\} (Jaﬂ‘ JJLAA

Available in the
Text
Library?

* Mobile Communication Systems by Andrew J. Viterbi
and Andrew M. Viterbi

. * Mobile Cellular Telecommunications by Tero
Required Texts ] . ) o Yes
Ojanperd and Kai R. Niemi

* Mobile Radio Communications by John B. Anderson,
Steven C. Estrin, and Ramesh R. Rao

Recommended Texts Yes

Websites

Grading Scheme

Group Grade gl Marks (%) | Definition

A - Excellent kil 90 - 100 Outstanding Performance

B - Very Good [AENRYEN 80 -89 Above average with some errors
(S:;fefgoc)iroup C - Good 2 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX — Fail (Aadladl 28) il 5 | (45-49) More work required but credit awarded
(0-49) F — Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
:Lb.n\‘).ﬂ\ R\ Q\A}S&A

Module Title Networ k pr otocols Module Delivery
Module Type Core Theory
Lecture
Module Cod
odule Code NEPR 4101 & Lab
ECTS Credits 8 Tutorial
[ Practical
SWL (hr/sem) 200 O Seminar
Module Level 4 Semester of Delivery 1
Administering Department Network College Engineering
Module Leader satea hikmat alnajjar e-mail E-mail
Module Leader’s Acad. Title Assit.Prof.Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number

Date

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

Computer Network 1|

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Objectives
Al 3aldl Calaal

This course studies the standard models for the layered approach to
communication in a network, and the main characteristics of data transmission
across various physical link types. It considers how to design networks and
protocols for diverse situations, analyses several application and support
protocols from a distributed systems viewpoint, and identifies significant
problem areas in networked communications. The objectives expected to be
covered:

To alow access to network resources

To trandlate, encrypt and compress data.

To establish, manage, and terminate the session.

The transport layer builds on the network layer to provide data transport

from a process on a source machine to a process on a destination

machine.

5. To provide internetworking, to move packets from source to
destination.

6. To organize bitsinto frames, to provide hop-to-hop delivery.

pODNPRE

Module Learning
Outcomes

A Hall 3alall alasl) s jAa

Upon successful completion, students will have the knowledge and skills to:
1. Understand and describe the layered protocol model.

2. Conceptual, implementation aspects of network application protocols,
furthermore examining popular application-level protocols

3. Students will demonstrate an understanding of network architecture,
both hardware and software.

4. Design, analyse, and evaluate networks and services for homes,
client/server, LANs and WANS.

5. Describe, analyse and evaluate various related technical, administrative
and social aspects of specific computer network protocols from
standards documents and other primary materias found through
research.

6. Once the basic concepts of protocol working behavior are understood,
the student takes part in hands-on projects to demonstrate the ability of
the knowledge gained from the course.

Indicative Contents
Lol Y il sinall

The fourth stage of network protocols typically builds upon the foundation
established in earlier stages and introduces more advanced features and
functionalities. While the specific contents may vary depending on the




protocol suite or framework being considered, here are some indicative
contents for network protocols at the fourth stage:

e (Quality of Service (QoS): QoS mechanisms are introduced to prioritize
and manage different types of network traffic, ensuring optimal
performance for critical applications and services. This may involve
techniques such as traffic shaping, prioritization, and bandwidth
allocation.

e Multicast and Broadcast: Protocols at this stage often include support
for multicast and broadcast communication, enabling efficient
dissemination of data to multiple recipients simultaneously. This is
particularly useful for multimedia streaming, video conferencing, and
other collaborative applications.

e Security: Advanced security measures become an integral part of
network protocols at this stage. This includes encryption,
authentication, integrity checks, and access control mechanisms to
protect data confidentiality and prevent unauthorized access or
tampering.

e |Pv6: With the depletion of IPv4 addresses, network protocols at this
stage heavily focus on IPv6, the next-generation Internet Protocol. IPv6
introduces a larger address space, improved routing, and enhanced
support for security and QoS features.

e Multilayer Protocols: Network protocols at this stage integrate and
coordinate across multiple layers of the protocol stack, including the
network, transport, and application layers. This allows for efficient
end-to-end communication and better coordination between different
network components.

Learning and Teaching Strategies

ﬁ\hﬂ\ 5 r,L:d\ il yia

1. Lecturing offline mode, in class.
Strategies 2. HomeWorks

3. Assailments

4. Project/Lab




Student Workload (SWL)

Structured SWL (h/sem) 109 Structured SWL (h/w) c
Juaill I8 Ll alisiall ad ) Jaall el Al plsiall ol 5ol Jaal

Unstructured SWL (h/sem) 91 Unstructured SWL (h/w) 6
Jeal) JDa QU lsiiall ppe asd 5l Jasl) e gl U piiall e ) Jaal

Total SWL (h/sem)

Juadl) J3A Qllall I il el Jaal) 200
Module Evaluation
A Al 3alal) a.us.\
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, and #2
Formative Assignments 2 10% (10) 2 and 12 LO #3.
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #4
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #4
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Lg).h.d\ (= Yl GL@_AA\
Material Covered
What Is a Protocol, What Is the Internet? A Nuts-and-Bolts Description ,A Services
Weelcd Description , Network Edge, handshaking protocol.
Week 2 Protocol Layers and Their Service Models, layered Architecture, Encapsulation.
Week 3 Network Application Architectures, Processes Communicating, Transport Services Available
to Applications, Transport Services Provided by the Internet.
Application-Layer Protocols.
Week4 | TheWeband HTTP, Overview of HTTP, Non-Persistent and Persistent Connections, HTTP
Message Format, User-Server Interaction: Cookies, Web Caching, The Conditional GET.
o File Transfer: FTP, FTP Commands and Replies, Electronic Mail in the Internet SMTP, Comparison
with HTTP, Mail Message Format, Mail Access Protocols.




Week 6

Socket Programming: Creating Network Applications, Socket Programming with UDP, Socket
Programming with TCP.

Week 7

Mid-term + Overview of How DNS Works, DNS Records and Messages.
Homework Problems and Questions, Socket Programming Assignments, Wireshark Labs: HTTP,

DNS.

Week 8

Transport-Layer Protocols.
Relationship Between Transport and Network Layers, Connectionless Transport: UDP, Segment
Structure, Principles of Reliable Data Transfer, Building a Reliable Data Transfer Protocol.

Week 9

Pipelined Reliable Data Transfer Protocols, Go-Back-N (GBN), Selective Repeat (SR),
Connection-Oriented Transport: TCP, The TCP Connection, TCP Segment Structure, Round-Trip
Time Estimation and Timeout, Reliable Data Transfer, Flow Control, Principles of Congestion
Control, TCP Congestion Contral.

Homework Problems and Questions, Wireshark Labs: TCP, UDP

Week 10

Network -Layer Protocols.

Forwarding and Routing, Network Service Models, Virtua Circuit and Datagram Networks, Virtual-
Circuit Networks, Datagram Networks, Origins of VC and Datagram Networks, What’s Inside a
Router, The Internet Protocol (1P): Forwarding and Addressing on the Internet, Datagram Format.
Homework Problems and Questions, Wireshark Labs.

Week 11

IPv4 Addressing, Internet Control Message Protocol (ICMP), IPv6, Routing Algorithms, Dijkstras
algorithm, shortest paths, The Link-State (LS) Routing Algorithm , The Distance-Vector (DV)
Routing Algorithm, Hierarchical Routing, Intra-AS Routing in the Internet: OSPF.

[Homework Problems and Questions, Wireshark Labs: IP, ICMP}

Week 12

Link Layer: Links, Access Networks, and LANS, The Services Provided by the Link Layer, Where Is
the Link Layer Implemented, Error-Detection and -Correction Techniques, Parity Checks, check
summing Methods, Cyclic Redundancy Check (CRC), Link-Layer Addressing and ARP,
Multiprotocol Label Switching (MPLS), Ethernet frame structure.

[Homework Problems and Questions, Wireshark Labs].

Week 13

Assignment project and presentation SM TP, point-to-point, Telnet protocol, FTP.

Week 14

Assignment project and presentation TCP, UDP, Transport Layer Security (TLS) &SSL,
Routing Information Protocol. Streaming video and (VolP).

Week 15

Assignment project and presentation Real Time Streaming Protocol (RTSP) Open Shortest
Path First OSPF, Skype, IP6, 802.11 versions ab/g/n, 802.15.4

Week 16

Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)




Material Covered

Week 1 Lab 1:

Introduction to set up Wireshark

Week 2 Lab 2:

The Basic HTTP GET/Response Interaction

Week 3 Lab 3:

The HTTP Conditional GET/Response Interaction

Week 4 Lab 4:

Http Authentication.

Week 5 Lab 5:

Retrieving Long Documents

Week 6 Lab 6:

HTML Documents with Embedded Objects

Week 7 Lab 7:

Understanding TCP Sequence and Acknowledgment Numbers

Week 8 Lab 8:

Capturing A Bulk TCP Transfer from Your Computer To A Remote Server

Week 9 Lab 9:

nslookup tool, Tracing DNS with Wireshark

Week 10 Lab 10:

Understanding telnet protocol

Week 11 Lab 11:

Examine The DHCP

Week 12 Lab 12:

ICMP and Ping, capturing packets from an execution of traceroute

Week 13 Lab 13:

Ethernet and ARP, ARP Caching, Observing ARP in action

Week 14 Lab 14:

NAT protocol, NAT Measurement Scenario

Week 15 Lab 15:

Understanding Wi-Fi 802.11

w).ﬁ.“j ?L.ﬂ\ J.JL-.AA

Learning and Teaching Resources

Available in the Library?

Required Texts

Computer Networking: A Top-Down Approach., this
reference has been adopted for use at many hundreds of
colleges and universities, translated into 14 languages, and
used by over one hundred thousand students and

practitioners worldwide. And it has been adopted as a

Yes

source.
Websites https://www.goodreads.com/book/show/83847.Computer_Networking
Grading Scheme
Cila all alads

Group Grade il Marks % | Definition

A - Excellent Okl 90- 100 Outstanding Performance

B - Very Good [AENRTEN 80 -89 Above average with some errors
(Ssu;c-els;oc)iroup C - Good s 70-79 Sound work with notable errors

D - Satisfactory das 5ia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria




Fail Group FX - Fail (Aadlaall 08) i ) | (45-49) More work required but credit awarded

(0-49) F - Fail —l (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTOR FORM

Module Information
sl ) 3alall Cila glas

Module Title QUEU[NG THEORY Module Delivery
Module Type CORE Theory
O Lecture
Module Code QUTH 4102 O Lab
ECTS Credits 4.00 O Tutorial
O Practical
SWL (hr/sem) 100 [0 Seminar
Module Level UGIV Semester of Delivery Seven
Administering Department Network College | Engineerin
glep Engineering g 8 &
Module Leader | Samar Kareem Ibrahim e-mail Samar.kareem90@gmail.com
Module Leader’s Acad. Title | ASST. LECTURER | Medule Leader’s M.Sc.
Qualification
Module Tutor e-mail
Peer Reviewer Name e-mail
Review Committee Approval Version Number 1.0
Relation With Other Modules
6 AY) Al yall o) gall ae 48
Prerequisite module Control Engineering Semester Six
Co-requisites module None Semester

| Pagel




Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Jau) Al sald) Calaal

1. Tointroduce studentsto the basic concepts and principles of queuing theory,

including arrival processes, service processes, queueing models, and
performance metrics.

. To develop students skills in analyzing and modeling different types of

gueuing systems, such as M/M/1, M/M/c, M/G/1, and more. Students should
be able to understand the assumptions and characteristics of each model and
apply appropriate techniques to analyze their performance.

. To enable students to apply queuing theory concepts and models to analyze

and evaluate the performance of network systems. This includes assessing
parameters like throughput, delay, packet loss, and resource utilization in
different network scenarios.

. To enhance students' problem-solving and analytical skills through hands-on

exercises, case studies, and rea-world applications of queuing theory in
network engineering.

Module Learning
Outcomes

) all Balall alasl) il yia

. Understand the key concepts and principles of queuing theory and its

relevance to network engineering.

. Anayze and model different types of queuing systems, including single-

server and multi-server systems, using appropriate queuing models.

. Apply gueuing theory techniques to analyze and evaluate the performance of

network systems, including parameters such as throughput, delay, packet
loss, and resource utilization.

. Use appropriate mathematical and analytical techniques to solve queuing-

related problemsin network engineering.

. Demonstrate critical thinking and problem-solving skills by evaluating and

proposing solutions for queuing-related challenges in network engineering.

. Apply queuing theory principles to make informed decisions regarding

network design, capacity planning, and performance optimization.

. Communicate queuing theory concepts, analysis, and solutions effectively

through written reports and presentations.

| Page2




Indicative Contents
Lala ) il sinal)

Introduction to Queuing Theory:
Definition and importance of queuing theory in network engineering
Basic queuing models and their components (arrival processes, service
processes, queues, €etc.)
Performance metrics and measures in queuing systems (throughput, delay,
packet loss, etc.)

. Single-Server Queuing Models:

e M/M/1 model: Characteristics, steady-state anaysis, and performance
evaluation

e M/M/c model: Characteristics, steady-state analysis, and performance
evaluation

e M/G/1 model: Characteristics, steady-state analysis, and performance
evaluation

. Multi-Server Queuing Models:

e M/M/c/c model: Characteristics, steady-state analysis, and performance
evaluation

e M/G/c model: Characteristics, steady-state analysis, and performance
evaluation

e Queuing networks: Introduction to basic concepts and anaysis
techniques

. Performance Evaluation and Analysis:

e Approximation methods (e.g., Little's Law) for performance analysis
e Queuing theory applications in network performance evaluation and
optimization

Learning and Teaching Strategies

sl 5 Al il i) yin

Strategies

. Lectures. Traditional classroom lectures can be used to introduce key

concepts, theories, and mathematical foundations of queuing theory. L ectures
can aso include demonstrations of queuing models and analysis techniques.

. Practical Examples and Case Studies: Incorporate practical examples and

case studies from real-world network engineering scenarios to illustrate the
application of queuing theory. This can help students understand the
relevance of queuing theory in solving network performance problems.

. Problem-Solving Sessions. Conduct problem-solving sessions where

students work on queuing-related problems and exercises. Encourage
students to apply the concepts|earned to analyze and solve queuing problems
in network engineering.

. Assessments and Examinations. Conduct regular assessments and

examinations to evauate students understanding of queuing theory
principles, analysis techniques, and their ability to apply them to network
engineering scenarios. This can include theoretical questions, problem-
solving exercises, and case study analysis.

| Page3




Student Workload (SWL)
llall il yal) Jeal

Structured SWL (h/sem) 33 Structured SWL (h/w) 2
Jaadl) DA llall aliiiall ol all Jaal Lo sal calldall aliiall sl 5l Jaall
Unstructured SWL (h/sem) 67 Unstructured SWL (h/w)
Jeaill J& llall alsial) ppe a5l Jaal Lo saud callall alaiiall e ud jall Jasll 4
Total SWL (h/sem) 100
Jeaill A Ll ISl al) Jas)
Module Evaluation
ol ) 33l g
Ti N Rel tL i

ime/Nu Weight (Marks) Week Due clevant Learning

mber Outcome
Formative QUiZZBS 2 5% (5) 2-11 LO#1-5
assessment | Assignments 2 5% (5) 3-9 LO#3,6and 7
Summative | Midterm Exam 2 hr 30% (30) 8 LO#1-6
assessment | Final Exam 3hr 60% (60) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@Bl e pul) el

Material Covered

1 INTRODUCTION TO QUEUEING SYSTEMS

week1 |11 Queueing Systems

1.2 Classfication of Basic Queueing Systems
1.3  Queueing System Performance Parameters

week2 |14 Little’s Law
1.5 Poisson Arrivals See Time Averages (PASTA)

Week3 |2 MARKOVIAN QUEUEING SYSTEMS
2.1 M/M/1 Queue

Week4 |22 Transient Behavior of M/M/1 Queueing System

WeekS | 53 M/M/m Queueing System

| Page4




Week6 |24 M/M/ooQueueing System
25 M/M/m/m Queueing System

Week7 | 26 M/M/1/N Queueing System

Weekg | MID-EXAM, 3 NON-MARKOVIAN QUEUEING SYSTEMS
3.1 M/G/1 Queueing System

Week9 | 4 QUEUEING NETWORKS
4. 1 Introduction of Queueing Networks

Week 10 | 4.2 Open, Jackson Type Queueing Networks

Week 11 | 4 3 Closed, Gordon-Newell Type Queueing Networks

Week 12 | 5 APPLIED QUEUEING SYSTEMS
5.1 Bandwidth Sharing of Finite Capacity Links with Different Traffic Classes

Week 13 | 55 Packet Transmission Through Slotted Time Channel

Week 14 | 6 APPLICATIONS IN THE ANALYSIS OF COMPUTER AND COMMUNICATION SYSTEMS
6.1 Modeling Computer Systems

Week 15 | 52 Modeling Communication Systems

Week 16 | preparatory week before the final Exam

Learning and Teaching Resources
U‘“:’,)ﬂ\} (-Ja;m JJLAAA

Text Available in the
Library?
Laszl6 Lakatos e Laszl6 Szeidl o Miklos Telek,”
. Introduction to Queuein Systems with
Saner e Telecommunication Applicatiois”, S}écond Edition,
Springer Nature Switzerland AG 2019
U. Narayan Bhat, “An Introduction to Queueing
Recommended Theory, Modeling and Analysis in Applications”, Second
Texts Edition, Springer Science+Business Media New York
2015
Websites
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APPENDI X:

GRADING SCHEME

Group Grade paail) Marks (%) | Definition

A - Excellent Ll 90 - 100 Outstanding Performance

B - Very Good [AENRTEN 80 - 89 Above average with some errors
(Ssl‘g?ﬁoc);r"“p C - Good 2w [70-79 Sound work with notable errors

D - Satisfactory b sia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX — Fail D& J s | (45-49) Morework required but credit awarded
(0-49) F — Fail <l | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example amark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has apolicy NOT to condone
"near-pass fails' so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.
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Module Information
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Module Title Graduation Project and Research Methodology Module Delivery
Module Type Core Theory
Module Code GPRM 4105 O Lecture
O Lab
ECTS Credits 4 O Tutorial
O Practical
SWL (hr/sem) 100 [ Seminar
Module Level 4 Semester of Delivery 7
Administering Department NE College Type College Code
Module Leader Dr. Omar Hussein Salman e-mail Omar.salman@aliragia.edu.iq

Module Leader’s Acad. Title

Assoc. Professor

Module Leader’s Qualification

Ph.D.

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
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RIS S R 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
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Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents

LaliyYl Olgisally phatll 5L g Ayl B3l LIl

Module Objectives
Gyl Balall Colua]

This course will enable the students to:

1. Acquire knowledge on the key concepts, terminol ogies, methods,
techniques, and tools in conducting research relevant to Information
Technology and/or Information Systems.

2. Demonstrate knowledge and skillsin writing a research paper.

3. Recognize the importance of research in the fields of Computing and
Information Science.

Module Learning
Outcomes

olel) @laidl Ol y3en
Ay

By the end of the course, students will be able to:
1. Discussthe key concepts, methods, and techniques used in computing and
information science research.
Understand the referencing and the Management of Information
Literature Searching and The Review of the Literature
Understand research objectives, aim of work and scope of work.
Understand data flow and research requirements.
Perform presentation skills.

o 0ok wN

Indicative Contents
dolin Y wlgisad!

This course contains the following topics:

1. Introduction to Research Methodol ogy
2. Approachesto Research

3. Planning the Research Project

4. Reading, Referencing and the Management of Information
5. Literature Searching

6. TheReview of the Literature

7. Research Design

8. Sampling Design

9. Methods of Data Collection

10. Measurement and

11. Scaling Techniques

12. Processing and Analysis of Data

13. Interpretation

=
S

. Writing the Report




Learning and Teaching Strategies

oty alatl ol

In this course, the instructor can follow the following strategies:
o Classroom Teaching,
Strategies ) Self-Study,
o Group Work on finding and organizing references,
o Oral Presentation

Student Workload (SWL)
leguwl VO J O g Jlal stbu\J\ Jed

Structured SWL (h/sem) 33 Structured SWL (h/w) 3
Jad)l I Jlall elasiall gyl o) b genl CUall plaiiall (gl Jo|

Unstructured SWL (h/sem) - Unstructured SWL (h/w) 6
il s LIl elaziedl e gelyldl Josdd! L gl CAUal) @latiall e (ol ool

Total SWL (h/sem)
i)l I35 el SI1 (guhlll Jasell

100

Module Evaluation

. . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quiz 1 1 5% (5) 2 1,2
0 = Quiz 2 1 5% (5) 8 1,2,3,4
[
% £ Literature Review 1 10% (10) 4 1,2,3,4,5
(7]
g § Research Proposal 1 10% (10) 9 1,2,3,4,5,6
- Data Collection
- ¢ 1 10% (10) 2and 12 7
nstrumen
Midterm Exam 2hr 10% (10) 7 1,2,3,4,5,6
-
® E Final Exam
E & 3hr 50% (50) 16 All
E 2 Presentation
(7]
(7] @
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Introduction to Research Methodology

Week 2 Approaches to Research

Week 3 Planning the Research Project

Week 4 Reading, Referencing and the Management of Information

Week 5 Literature Searching

Week 6 The Review of the Literature

Week 7 Mid Term

Week 8 Defining objectives

Week 9 Aim of work

Week 10 | Scope of work

Week 11 | Data flow and research requirements

Week 12 | Research Design

Week 13 | Sampling Design

Week 14 Initial results

Week 15 Presentation Skills

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
L)"’:.JJJ‘:JB ‘ol.«.ﬁ\)al.,a.n

Text

Available in the Library?

Bell, J., & Waters, S. (2014). Doing Your Research
Project : A Guide for First-time Researchers (Vol. Sixth

Required Texts edition). Maidenhead, Berkshire, England: McGraw-Hill No
Education. Retrieved from:
Research Methodology: A Step by-Step Guide for Beginners
Recommended
. 5th Edition by Ranjit Kumar, SAGE Publications Ltd; 5th No
exts
edition (December 10, 2018)
. https://search.ebscohost.com/login.aspx?direct=truedb=e000xww&
Websites

AN=937946&site=eds-live




Grading Scheme

Gl labases

Group Grade geRt Marks % | Definition

A - Excellent sl 90 - 100 Outstanding Performance

B - Very Good I dae 80 -89 Above average with some errors
(Ssu(;:tie:;oc)iroup C - Good dax 70-79 Sound work with notable errors

D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
daly ! B3l ologlas

Module Title Software Engineering Module Delivery
Module Type Core Theory
Module Code SOEN 4106 O Lecture

O Lab
ECTS Credits 4 O Tutorial

[ Practical
SWL (hr/sem) 100 O Seminar
Module Level 4 Semester of Delivery 7
Administering Department NE College Type College Code
Module Leader Dr. Omar Hussein Salman e-mail Omar.salman@aliragia.edu.iq
Module Leader’s Acad. Title Assoc. Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail

ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
S5V dsly ] Slgall mo A3l

Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

This course describes the basic tasks that any successful software project must
handle in some way. They explain the main steps in software development and
describe some of the myriad ways a project can fail to handle those tasks. The
subsequent chapters explain the pieces of the development process in greater
detail as follow:

Module Objectives . _
eyl L)l ol Software Engineering from 20,000 Feet
Before the Beginning

Project Management

Requirement Gathering

High-Level Design

Low-Level Design

Development

Testing

N WNRE

The student will learn the basic and applied concepts of Software Engineering
with the following fundamentals:

Understand the basic principles of software engineering.
Understand document management system.

Module Learning Apply software engineering principles to real-world problems.
Outcomes Understand high-level and low- level design.
Understand testing processes and levels.
8ol @daddl Ol y3e0
dplylll

Design, develop, and test software systems.
Manage software projects.
Understand behavior and structural models.

W oo N WUk WNE

Ensure the quality of software systems.
10. Conduct research in software engineering
11. Communicate effectively about software engineering topics.

This course describes software engineering, the tasks that engineering or

students must perform to successfully complete a software project, and some

of the most popular developer models that can be used to achieve the main

goals. It describes some general ideas and concepts that make it easier to build

Indicative Contents robust software, but its focus is on a specific programming language, so it can’t
Aol Y wlgisad! take advantage of language-specific tools or techniques.

The student will learn the basic and applied concepts of Software Engineering
with the following fundamentals:




e The basic steps required for successful Software Engineering.

e Ways in which software engineering differs from other kinds of

e Engineering

e The features that a document management system provides.

e Why documentation is important.

e How you can easily archive e-mails for later use.

e Typical types of documentation

e What project management is and why you should care.

e How to use PERT charts, critical path methods, and Gantt charts to

e create project schedules and estimate project duration.

e How you can improve time estimates

e How risk management lets you respond quickly and effectively to
Problems

e Audience-oriented, FURPS, and FURPS+ methods for categorizing
requirements.

e Brainstorming techniques

e Specific things you should include in a high-level design.

Learning and Teaching Strategies

oty wlatl ol el

1. Lecturing offline mode, in class.

Strategi 2. Flip class
rategies 3. Assignment, project and quizzes.
4. Hands-on and interactive activities.
Student Workload (SWL)
le gawsl V0 J Ggunmo LIl (gwhyldl Jaz!

Structured SWL (h/sem) 48 Structured SWL (h/w) 3
i)l 3 LIl elaziadl gohyldl Josd! b geand CIUall laiiall (ol ) ol
Unstructured SWL (h/sem) - Unstructured SWL (h/w) 3
Jadl I el plaziall pe (quhdl Joxx) e ol CUall elatiadl p& gyl Josnll
Total SWL (h/sem) 100
sl I Il SI1 gyl Jozsl




Module Evaluation

Ayl 8oL oYX

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Sl & LY sy
Material Covered
Week 1 Introduction to course details
Week 2 What is Software Engineering.
Week 3 e Software product Examples
e What is project-based software engineering?
Week 4 e The basic steps for successful software Eng.
e The ways in which software engineering is different than other engineering.
Week 5 e Thefeaturesthat document management systems provide.
e The impact of mistakes
Week 6 e Documentation
e How and why use email
Week 7 e Project Management
e PERT charts, critical path methods
Week 8 e create project schedules.
e and Gantt chartsto
Week 9 estimate project duration How you can improve time estimates.
Week 10 Risk Management
Week 11 Monthly exam
Week 12 FURPS, and FURPS+ methods
Week 13 Methods for gathering customer goals
Week 14 High-Level Design
Week 15 Presentations
Week 16 Preparatory week before the final Exam




Learning and Teaching Resources

wy.ﬁb M‘)Qw

Text

Available in the Library?

beginning Software Engineering
e Author: Rod Stephens

Required Texts e Publisher: John Wiley Yes
e Publishing year: 2015
Recommended
Any other relevant book. No
Texts
e www.wrox.com/go/beginningsoftwareengineering —This book’s web page.
Websites e p2p.wrox.com —Wrox P2P forums.
e www.wrox.com —The Wrox website. Contains errata and other information.
Search for books by title or ISBN
Grading Scheme
o) lalases
Group Grade il Marks % Definition
A - Excellent kel 90 - 100 Outstanding Performance
B - Very Good [SESRVES 80 -89 Above average with some errors
(S:;fefgoc)iroup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX — Fail (Axlaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
daly ! B3l ologlas

Module Title AC Electrical Circuits Module Delivery
Module Type Core Theory

[ Lecture
Module Code ELCA 1202 Lab
ECTS Credits 4 [ Tutorial

[ Practical
SWL (hr/sem) 150 [0 Seminar
Module Level 1 Semester of Delivery 2
Administering Department NED College NEEC
Module Leader Ali Mahmood Jasim e-mail drali7819@gmail.com
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval 01/06/2023 Version Number 1.0
Date

Relation with other Modules
S5 &yl Slgall ao d3Ma)l

Prerequisite module DC Electrical Circuits Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

The module aims to:

1. To provide a comprehensive understanding of alternating current (AC),
including its principles, characteristics, and waveform representation, as well
as the significance of RMS value and average value in AC circuits.

2. To develop proficiency in working with phasor quantities, including their
definition, representation in polar and rectangular forms, and the ability to
perform arithmetic operations such as multiplication, division, addition, and
subtraction.

3. To analyze resonance circuits, both in series and parallel configurations, in
order to determine conditions for resonance, calculate key parameters such

Module Objectives as current, voltage, impedance, phase angle, and frequency at resonance,

Gyl Baladl Colual and evaluate bandwidth and quality factor.

4. To investigate the impact of AC on different circuit configurations, ranging
from resistance-only circuits to circuits with pure inductance or capacitance,
as well as combinations of resistance, inductance, and capacitance. This
includes determining phase angles between current and voltage for each
circuit type.

5. To explore the concept of power in AC circuits, encompassing the calculation
of power in circuits with various components (resistance, inductance,
capacitance) in series and parallel. Additionally, to comprehend active and
reactive power, power factor, and techniques to improve power factor. The
course will also cover the application of theories such as Norton's theorem,
Thevenin's theorem, and impedance matching in AC circuits.

The module aims to achieve the following five learning outcomes:

1. Understand the fundamental principles of alternating current (AC) and its
characteristics, including waveform representation, RMS value, average
value, and their significance in electrical circuits.

2. Apply phasor analysis techniques to analyze AC circuits, including the
representation of phasor quantities, calculation of phase angles, and

Module Learning

Outcomes performing arithmetic operations on phasors.
3. Analyze resonance circuits, both in series and parallel configurations, and

Ll <l ot determine key parameters such as current, voltage, impedance, phase angle,
Baloll @laill wlayee and bandwidth.

Ayl 4. Evaluate the effect of alternating current on circuits with different

combinations of resistance, inductance, and capacitance, including
determining phase angles between current and voltage.

5. Understand power in AC circuits, including calculating active and reactive
power, analyzing power factor and its impact on AC circuits, and applying
relevant theorems and techniques for power measurement and analysis.

The module may cover the following five indicative contents:
Indicative Contents 1. AC Quantities:

dolin Y wlgisad| e Definition and characteristics of alternating current.
e Generation and waveform representation of AC.




e Relationships and definitions of RMS value, average value, and their
significance.

e Response of Basic R, L, and C Elements to a Sinusoidal Voltage or Current

2. Phasor Quantities:

e Definition of phasor quantities.

e Representation of phasors in polar and rectangular forms.

e Calculation of phase angle.

e QOperations on phasor quantities including multiplication, division, addition,
and subtraction.

3. Effect of Alternating Current on Circuits:

e Series AC circuits: voltage division, current division, and impedance
calculations.

e Parallel AC circuits: current division, voltage division, and admittance
calculations

e Series-parallel combinations of AC circuits

e Power calculations in AC circuits with different components (resistors,
inductors, capacitors).

e Real power, reactive power, apparent power, and Power factor

4. AC circuit analysis methods:
e Nodal analysis and mesh analysis for AC circuits
e Superposition theorem for AC circuits
e Thevenin and Norton equivalent circuits for AC circuits

5. Resonance Circuits:
¢ Definition and conditions for resonance.
e Series and parallel resonance circuits.
e Calculation of current, voltage, impedance, phase angle, and frequency at
resonance.
e Determining bandwidth and quality factor.

Learning and Teaching Strategies

oty el ol el

Strategies

The learning and teaching strategies for the AC Circuits module can vary depending on
the specific educational institution and instructor. However, here are some common
strategies that can be effective for teaching this module:




® Lectures: Conducting lectures to introduce and explain fundamental concepts,
principles, and theories related to AC circuits. This can include providing clear
explanations, using visual aids such as slides or demonstrations, and engaging
students through interactive discussions.
® Practical Demonstrations: Organizing practical demonstrations or laboratory
sessions where students can observe and interact with real AC circuits. This hands-
on experience allows them to apply theoretical knowledge, perform
measurements, and analyze circuit behavior.
® Problem-Solving Sessions: Facilitating problem-solving sessions to enhance
students' understanding of AC circuit analysis and calculation techniques. This
involves presenting practice problems of increasing complexity and guiding
students in step-by-step problem-solving strategies.
e Simulations and Virtual Labs: Utilizing computer simulations and virtual
laboratory environments to provide interactive and immersive experiences. This
allows students to simulate and analyze AC circuits, observe waveforms, and
manipulate circuit parameters, reinforcing their understanding of concepts and
principles.
® Group Discussions and Collaborative Learning: Encouraging group discussions
and collaborative learning activities where students can actively engage with their
peers. This can involve solving problems as a group, analyzing case studies, or
engaging in debates and discussions to deepen their understanding of AC circuit
concepts.
e Multimedia Resources: Incorporating multimedia resources such as online
videos, interactive animations, and virtual tools to supplement lectures and
provide additional visual representations of AC circuit phenomena.
® Assessments and Feedback: Implementing formative and summative
assessments to evaluate students' understanding and progress. This can include
quizzes, assignments, laboratory reports, and examinations. Providing timely
feedback on assessments helps students identify areas of improvement and
reinforces their learning.
e Self-Study Materials: Recommending textbooks, reference materials, and
online resources for students to further explore AC circuit concepts independently.
This promotes self-directed learning and allows students to deepen their
understanding at their own pace.
By employing a combination of these strategies, instructors can create an engaging
and effective learning environment for students studying AC circuits.

Student Workload (SWL)
L gl 10 J genma CIUall gyl Jazell

Structured SWL (h/sem) 60 Structured SWL (h/w) 4




Bt 35 Iall @laxiall guhll Jodl

e gueanl Ul @latiall byl Josnll

Unstructured SWL (h/sem)

Bt I3l IUall @latiall & (guhll Joll

90

Unstructured SWL (h/w)
e gl CUal) @latiall e byl ol

Total SWL (h/sem)

Gt s Il g&J\ bl Jomd) 130
Module Evaluation
eanly )1 B3] e
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Material Covered

¢ Definition and characteristics of alternating current.

Week 1

e Generation and waveform representation of AC.

e Relationships and definitions of RMS value, average value, and their significance.
Weel2 e  Response of Basic R, L, and C Elements to a Sinusoidal Voltage or Current

e Definition of phasor quantities.
Week 3 e Representation of phasors in polar and rectangular forms.

e Calculation of phase angle.

e QOperations on phasor quantities including multiplication, division, addition, and
Week 4 subtraction.

e Series AC circuits: voltage division, current division, and impedance calculations.
Week 5 e Parallel AC circuits: current division, voltage division, and admittance calculations.




Series-parallel combinations of AC circuits

Power calculations in AC circuits with different components (resistors, inductors,

Week 6 capacitors).
Week 7 e Nodal analysis and mesh analysis for AC circuits.
Week8 | e Mid-Exam
Week 9 e Superposition theorem for AC circuits
Week 10 | o Thevenin and Norton equivalent circuits for AC circuits
e Definition and conditions for resonance.
Week 11
e Series and parallel resonance circuits.
Week 12 | ¢ Calculation of current, voltage, impedance, phase angle, and frequency at resonance.
Week13 | o \id-Exam
Week 14 | o Determining bandwidth and quality factor.
Week 15 | e Review and revision
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 Capacitive and Inductive Reactance.
Week 2 R-L-C in Series for AC Circuits.
Week 3 R-L-C in Series and Parallel for AC Circuits.
Week 4 | Series and Parallel R-L-C for AC Circuits.
Week 5 Thevenin’s Analysis.
Week 6 AC Superposition.
Week 7 Series Resonance AC Circuits.




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Text Available in the Library?
INTRODUCTORY CIRCUIT ANALYSIS, Robert L. Boylestad,
Required Texts Yes
Eleven Edition.
Recommended AC Electrical Circuit Analysis: A Practical Approach
Texts Copyright Year: 2020, dissidents. No
http://www.dissidents.com/resources/ACElectricalCircuitAn
Websites No
alysis.pdf
Grading Scheme
lomyddl Jalaseo
Group Grade sl Marks % | Definition
A - Excellent kel 90 - 100 Outstanding Performance
B - Very Good NENVES 80-89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory osgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axlaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
Loyl B3ledl o glas

Module Title M athematics || Module Delivery
Module Type Basic Theory
Module Code Code Lecture
ECTS Credits 4 O Lab
Tutorial
SWL (hr/sem) 100 O Practical
J Seminar
Module Level 1 Semester of Delivery 2
Administering Department Corrn1pute'r College College of engineering
engineering
Module Leader Name e-mail @aliragia.edu.iq
Module Leader’s Acad. Title Prof. Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
SD‘;:::tiﬁc Committee Approval 01/06/2023 Version Number | 1.0
Relation with other Modules
3! Ayl sl gall ao A8l
Prerequisite module Mathematics | Semester




Co-requisites module Semester

Module Aims, Learning Outcomes and Indicative Contents

LalanYl lgisally phasll 5L 9 Ayl B3l Ll

The objective of this course is to develop an understanding of the basic ideas of
mathematics encountered in engineering. Focus will be on the methods for
Module Objectives understanding complex numbers and fundamentals of the derivative and integration
doly ! 8oLl Colua of inverse trigonometric functions. Students will learn some special integration
techniques (Integration by part, partial fraction, and substitution) that are useful for
the understanding of different engineering subjects. Another objective is to teach the
Engineering student about integration applications such as Area under curve and
volume. Finally, the student will learn the concept of polar coordinates and its

application.

On completion of the course, student will be able to:

1. Understand the fundamentals of complex numbers and their properties.
Understand the differentiation and integration of inverse trigonometric

Module Learning functions.
3. Understand the differentiation and integration of hyperbolic trigonometric
Outcomes ,
functions.
4. Express the concepts of methods of integration and their different types which
can be used in a wide variety of disciplines in engineering.
olel) @latdl Ol y5ee 5. Identify integration applications such as Area under curve and area between
Ay I two curves.
6. Apply different integration rules to determine the volume of solid using Disk
and Washer methods.
7. Understand polar coordinates and their properties.
8. Apply the concept of polar coordinates to solve integration applications.
Indicative content includes the following:
e Fundamental Concepts of complex numbers.
Indicative Contents e Complex numbers properties- power and roots

e Inverse Trigonometric function and their differentiation
Loty Obgizxall e Inverse Trigonometric function Integration

e Hyperbolic Trigonometric functions and their differentiation
e Hyperbolic Trigonometric functions integration

e Methods of integration — Integration by Part




e Methods of integration - Partial fraction method

e Methods of integration — Integration using substation

e Integration applications — Area under curve

e Integration applications — Area between two curves

e Integration applications — Volume of solid using Disk method

e Integration applications — Volume of solid using Washer methods
e Polar coordinates and its properties

e Area under curve in Polar coordinates

e Area between two curves in Polar coordinates

e Length of curve in Polar coordinates.

Learning and Teaching Strategies

oty el ol

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple reports involving some sampling activities that are
interesting to the students.

Student Workload (SWL)

LCW‘ Vo) O gwen g,JUalJ @»b.ﬂ\ Jed

Structured SWL (h/sem) Structured SWL (h/w)

48 3
i)l U3 LIl elaziadl gehyldl Josd! e gueanl Ul @laiall gyl Jonll
Unstructured SWL (h/sem) Unstructured SWL (h/w)

52 3
dradll IS LIl elaniadl e bl oz L gl JUal) latiall s gubydl Jomrll
Total SWL (h/sem)

100

Jradll M5 el U1 gl Jass)

Module Evaluation
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Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 15% (15) 5and 10 LO #2, #3 and #5, #6
Formative
Assignments 2 15% (15) 2and 12 LO #1 and #5
assessment
Report 1 10% (10) 13 LO # 3, #4, #5, and #6
Summative Midterm Exam 2hr 10% (10) 7 LO #1 -#3
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Skl (£ 90l Zlgnll
Material Covered
Week 1 Fundamental Concepts of complex numbers.
Week 2 Complex numbers properties- power and roots
Week 3 Introduction to Inverse Trigonometric function and their differentiation
Week 4 Inverse Trigonometric function Integration
Week 5 Introduction to Hyperbolic Trigonometric functions and their differentiation
Week 6 Hyperbolic Trigonometric functions integration
Week 7 Mid-term Exam
Week 8 Methods of integration — Integration by Part and integration using Partial fraction method
Week 9 Methods of integration — Integration using substation
Week 10 | Integration applications — Area under curve and Area between two curves
Week 11 | Integration applications — Area between two curves
Week 12 | Integration applications — Volume of solid using Disk and Washer methods
Week 13 | Introduction to polar coordinates and its properties
Week 14 | Integral applications using polar coordinates — Area and length of curve (PART1)




Week 15

Integral applications using polar coordinates — Area and length of curve (PART2)

Week 16

Preparatory week before the final Exam

w)u\.ﬁ\g ‘QJ\’JJ‘).)LQOA

Learning and Teaching Resources

Text Available in the Library?
Thomas' Calculus, Single Variable, Joel Hass, Christopher Heil,
Required Texts Yes
Maurice Weir, Pearson, 2017.
Recommended Thomas' Calculus Early Transcendentals, George Thomas,
yes
Texts Maurice D. Weir, Joel Hass, Pearson, 2014.
Websites https://www.coursera.org/learn/ calculus |
Grading Scheme
@lamydl Jalases
Group Grade adkaxd| Marks % | Definition
A - Excellent el 90 - 100 Outstanding Performance
B - Very Good [SESRVES 80 -89 Above average with some errors
Success Group
C - Good NVES 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl WiB) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
daly ! B3l ologlas

Module Title programming techniques | Module Delivery
Module Type Core Theory
Module Code COPR 1205 oeuure
ECTS Credits 8 [ Tutorial
O Practical
SWL (hr/sem) 200 O Seminar
Module Level 1 Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
SDZ:::tiﬁc Sl T 01/06/2023 Version Number | 1.0
Relation with other Modules
sz_;)’\ duwolyddl 5l gl & A8l
Prerequisite module None Semester
Co-requisites module Object oriented programming Semester 1st




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

Module Objectives
Gyl Baladl Colual

1.

©® N o Uk WwN

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

To learn how to write inline functions for efficiency and performance.

To learn the syntax and semantics of the C++ programming language.

To learn how to overload functions and operators in C++.

To learn how functions implement.

To present different computer languages and learn c++

To learn elements of code writing.

To write and execute programs with the programming language C++.

To deep study programming, develop algorithmic thinking and then add
technological knowledge regarding the C++ language.

To learn how Iteration and recursion work.

To understand the precedence of operators in c++.

To write, understand, compile and debug C++ programs

To write programs using the basic programming elements such as variables,
data types, selection and looping control structures, functions, and arrays.
To Understand the concept of a program (i.e., a computer following a series
of instructions)

To Understand the concept of a variable holding a value, how a variable is
declared and how it can change

To Understand the concept of a loop —that is, a series of statements which is
written once but executed repeatedly- and how to use it in a programming
language

Be able to use a conditional statement to select a choice from two or more
alternatives

Be able to break a large problem into smaller parts, writing each part as a
module or function

Be able to use an array to store multiple pieces of homogeneous data

To Understand the concept of an algorithm (that is, a series of steps that can
be carried out in a mechanical way) and a few specific examples of
algorithms (for example, finding an average, sorting, searching)

To Understand the parts of a computer system and how they interact

To Understand the concept of a program in a high-level language being
translated by a compiler into machine language program and then executed.

Module Learning
Outcomes

ol @daddl Ol y3e0
Aoy

Upon successful completion of the course requirements, a student should be
able to:

1. The course has improved my ability to use C++ programming language to
solve elementary engineering problemes.

2. The course has improved my understanding of and an ability to use data
types, variables, and arithmetic operators.

3. The course has improved my ability to use conditional statements and
loops structures.

4. The course has improved my understanding of the use of arrays.

5. The course has improved my ability to use mathematic library.




6. The course has improved my ability to develop function.

7. The course has improved my understanding of the distinction for passing
arguments to/from functions and Apply the principles of functions

8. The course has improved my ability to use standard input/output.

9 The course has improved my ability to use object oriented programming in
C++ to solve basic engineering problems.

10. The course has improved my ability to use templates and standard
template library.

11.learn about The basic programming

12. about Arranging same data systematically with arrays

13. Use functions in your C++ program

14. Understand tokens, expressions, and control structures

15. Explain arrays and create programs using them

16. Ability to read, write and debug C++ code including use of the C++
standard library

17. Analyze a problem, using algorithms to create computer systems and
appropriate problem solving using a programming language.

18. Write different types of loops, such as for, while and do-while Select the
correct type of loop based on a given problem and can Use the keywords
break and continue in loop.

19. Use loops to solve common problems, such as, finding sum, finding max,
etc.

20. Write nested loops

Indicative Contents
Aol Y wlgisad!

Indicative content includes the following.

Computers and their uses/ Hardware/Software, Fundamentals of Computer,
Programming languages/How to use/ run programs. [hrs]

Design and representation of algorithms/ implementation / testing and verification/
program documentation. [hrs]

Introduction. Basic overview of C++, General structural, variable, libraries. [hrs]

input and output/ data types. [hrs]

arithmetic and logical operators, precedence of operators. [hrs]

C++ program control and structured programming Selections, If statement, nested if
statement, if-else if ladder else. [hrs]

Switch-case statements, nested switch-case statement. [hrs]

Counter controlled and sentinel controlled repetition. For loop. [hrs]

The do-while and while loops. [hrs]

Skipping loop iterations break and continue, Labels and goto statement, nested loops.
[hrs]

Using the array data structure to represent lists and tables of values, One-dimensional
array creation, initialization and processing. [hrs]

Two-dimensional array creation, initialization and processing. [hrs]

Functions in C++ / new function creation return values and call, Formal parameters call
by value and call by reference/ Math and other standard library functions. [hrs]




Learning and Teaching Strategies

oty alatl ol

. 1- A group thinking skill strategy.
Strategies . N . .
2- Critical thinking strategy in learning.

3- Brainstorming.

Student Workload (SWL)
e guanl 10 J gunen clall gyl Jasell

Structured SWL (h/sem) 109 Structured SWL (h/w) .
el s CIall elaziedl (golyldl Josdd! e gueanl JUal) @laiiall gyl Joell

Unstructured SWL (h/sem) o1 Unstructured SWL (h/w) 6
il M LIl elaziedl e ool Josdd! e gl CUal) @latiall e (bl ool

Total SWL (h/sem)

diadl! I CIUall (S gyld! Josndl 200
Module Evaluation
ZVOR[RUR-RIPN| VY-
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Sl £5d zlgial

Material Covered

Week 1

Computers and their uses/ Hardware/Software, Fundamentals of Compute , Programming

languages/How to use/ run programs.




Design and representation of algorithms/ implementation / testing and verification/ program

Week 2
documentation.
Week 3 Introduction. Basic overview of C++, General structural, variable, libraries.
Week 4 input and output/ data types.
Week 5 arithmetic and logical operators, precedence of operators.
C++ program control and structured programming Selections, If statement, nested if statement, if-
Week 6,7
else if ladder else.
Week 8 Switch-case statements, nested switch-case statement.
Week 9 | Counter controlled and sentinel controlled repetition. For loop.
Week 10 | The do-while and while loops.
Week 11 | Skipping loop iterations break and continue, Labels and goto statement, nested loops.
Using the array data structure to represent lists and tables of values, One-dimensional array
Week 12
creation, initialization and processing.
Week 13 | Two-dimensional array creation, initialization and processing.
Functions in C++ / new function creation return values and call, Formal parameters call by value and
Weelc14 call by reference/ Math and other standard library functions.
Week 15 | Mid-term Exam.
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1 Lab 1: implement and apply input and output/ data types in program.
Week 2 Lab 2: implement and apply arithmetic and logical operators, precedence of operators in programs.
Week 3 Lab 3: implement and apply If statement, nested if statement, if-else if ladder else in programs.
Week 4 Lab 4: implement and apply Switch-case statements, nested switch-case statement in programs.
Week 5 Lab 5 implement and apply For loop in programs.
Week 6 Lab 6: implement and apply The do-while and while loops in programs.
Lab 7: implement and apply break and continue, Labels and goto statement, nested loops in
Week 8
programs.
Week 8 Lab 8: implement and apply One-dimensional array creation, initialization and processing in
ee

programs.




Lab 9: implement and apply Two-dimensional array creation, initialization and processing in
Week 9

programs.
Week 10 | Lab 10: implement and apply Functions in C++ in programs.

oeddly @laddl Hobao

Learning and Teaching Resources

Text Available in the Library?
1. Mastering c++ by sorhan sami
& oqeli saleh 2002.
Required Texts 2. CayS. Horstmann, Computing Yes
Concepts with C++ Essentials,
3rd edition, John Wiley, 2003
Recommended Lesley Anne Robertson, Computing concepts with C++ Ves
Texts essentials, 5th Ed. 2007.
https://www.youtube.com/watch?v=vLnPwxZdW4Y
Websites https://www.youtube.com/watch?v=WIH97Ko1xHo&list=PLF8OvnCBIEY1W54Am_IA9uXK1
gAYEXMmP
Grading Scheme
©loyadl Jalaseo
Group Grade gest:i] Marks % | Definition
A - Excellent el 90 - 100 Outstanding Performance
B - Very Good BEgevE 80-89 Above average with some errors
(Ssu(;:tiels;oG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory osgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX — Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
Ayl Bolall loglas

Module Title Technical Wor kShOp Module Delivery
Module Type Supplementary Theory
Module Code TEWO 1204 X Lecture

Lab
ECTS Credits 4 Tutorial

Practical
SWL (hr/sem) 100 O Seminar
Module Level 1 Semester of Delivery 2
Administering Department Type Dept. Code Colle | Type College Code

ge

Module Leader 1- Mazin Nabih Ali :1;" Mazinnabih@gmail.com
Module Leader’s Acad. Title Assistant Lecture Module Leader’s Qualification | master
Module Tutor Nil e-mail Nil
Peer Reviewer Name Dr. Omar hassan hameed | e-mail Eng.ohh.2014@gmail.com
Scientific Committee Approval Version
Date 01/06/2023 Number 1.0

Relation with other Modules

S5 Ayl Sl gall ae A8l

Prerequisite module

None

Semester

Co-requisites module

None

Semester



mailto:Mazinnabih@gmail.com

Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

A. Introduce students the basics of electrical and electronic devices, tools and
circuits.

B. Introduce students the basics of joining; welding and soldering processes.

C. Introduce students to the basics of the electrical device and circuits with
improving the skills that deal with methods of measurement and
standardization.

Module Objectives D. Introduce students to the basics of transformers, types and design.
Lwalyll B3led] Coloa] E. Introduce students to the basics of capacitors include the charging and dis
charging circuits and the methods of test.

F. Introduce students to the industrial electrical and skill of using tools and
design of electrical circuits and control panels.

G. Introduce students to the basics of the welding arts and installation of metal
and the types of welding machines and skills to deal with the kinds of welding
and measurement methods and standardization.

H. Developing student skills in welding and soldering operations.

I.  Making students dealing with the problem and damage circuits to repair and
fix it.

1- Acquire knowledge and understanding

2- Preparation of practical engineers in the field of electrical, network and
computer engineering who are characterizing by a high level of knowledge
and technological innovation, and work in with internationally approved
discreet standards of quality assurance and academic accreditation of

Module Learning corr.espo.nding engineering programs with a commitment to ethics of
engineering career.

Outcomes 3- learn and understand risk factors surrounding it enabled.

4- learn and understand some of the theoretical principles.
Bolel) @ladl ilarysen 5- To be able subject-specific skills
el 6- To be able discussion and dialogue.
i} 7- Brain storming by encouraging students to produce a large number of ideas

about some issue or problem raised during the job.

8- Self-learning by teaching the student by his own according to his special
abilities and mental and cognitive levels responding to his preferences and
interests to achieve development and integration of his capabilities.

9- Cooperative learning by team working.

Indicative Contents
dolin Y wlgisad!

Indicative content includes the following.

Occupational Safety and importance ;(1 week)

Tools and Devices; (1 week)

Test methods; (1 week)

Design and supply; (2 week)

Welding and soldering processes; (2 weeks)

Transformers and rectification circuits; (4 weeks)
Capacitors and charging and discharging circuits; (3 weeks)
Mini projects ; (1 weeks)

Learning and Teaching Strategies

oty el ol el




Strategies

No two days are the same and what might have worked once in a
classroom, might not work again. Switching between teaching strategies to
suit the needs of the learners is a great way to ensure that the learners are
meaningfully engaged and actively participating in the classroom.

1- Visualization is very simply put, the ability to create mental images based on
the words we hear or the text that we read.
Some of the methods of implementing this strategy in the classroom include:
- Use of audio visual aids like photos, videos, audio clips, songs etc
- Diagrams, charts and mind maps
- Modeling as you teach for the visual learners who might need to see a
visual representation to understand as opposed to hearing the concept
being explained.
2- Virtual learning has led educators to understand the importance of a key
part of the learning process — cooperation.
3- Cooperative learning is an instructional strategy in which a small group of
students collaboratively work on a given task. The task can be as simple as
solving a quiz or as complex as writing a story.

Student Workload (SWL)
e guanl 10 J gunen clall gyl Jasell

Structured SWL (h/sem) 47 Structured SWL (h/w) 3
Bl I3 Ial) @laziall (gl Jol e gl Ul lzioll gyl Jasel

Unstructured SWL (h/sem) 53 Unstructured SWL (h/w) 3s
sl I3l LIal) @laziall e (gwhll Jol L gl LUl ltiall s (gobpll Joonl '
Total SWL (h/sem)

sl I35 LIUall JSII (suhdl Jonll 100

Module Evaluation
Leawly 1 8Ll oS

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #3 and #5, #6
Formative Assignments 2 10% (10) 2and 12 LO #4 and #7
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 LO #2 and #8
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #8
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)



https://www.splashlearn.com/blog/4-learning-styles-that-make-learning-easy-for-kids/

Delivery Plan (Weekly Syllabus)

Material Covered

Introduction to the basics occupational Safety and importance and understanding the rules of

Week 1

Electrical Safety Principles.
Week 2 | Understanding the principles of resistors and ohms law and design circuits.
Week 3 | Understanding the principles of capacitors and the methods of test.
Week4 | Design and supplying charging and dis-charging circuits with required data.
Week 5 Understanding and learning all about AVO meter and how it’s used.
Week 6 | Understanding the principles of transformer and the methods of test.
Week 7 | Design and supplying the rectification circuits.

Introduction to; Semiconductors, diode, power diode, zener diode, LED diode; learning about
Week 8 every means
Week9 | Testing al diode types and designing circuits
Week 10 | practical work
Week 11 | practical work
Week 12 | practical work
Week 13 | practical work of welding process
Week 14 | Work on small mini projects such as design a mini power supply
Week 15 | Preparing a report about all subjects including a practical work
Week 16 | Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
w3l (£ 50l 7 lgiall

Material Covered
Week 1 | Lab 1: occupational Safety in workshop
Week 2 Lab 2: how to use tools and devices
Week 3 Lab 3: how to use AVO meter
Week 4 | Lab4: checking the resistors and coding
Week 5 Lab 5: design a parallel and series circuits
Week 6 Lab 6: checking the transformers
Week 7 Lab 7: designing the rectification circuits part 1




Week 8 Lab 8: designing the rectification circuits part 2

Week 9 Lab 9: welding processes: practical exercises

Week 10 | Lab 10: soldering processes: practical exercises

Week 11 | Lab 11: testing diode and zener diode

Week 12 | |3 12: testing LED diode

Week 13 | Lab 13: supplying the mini power supply made by students as a small project

Lye)dl”3 pLiU‘)Jngo

Learning and Teaching Resources

Text

Available in the Library?

N. Ali, 2016.

Technical workshop (Materials & Devices) authored by Mazin

Electrical & Electronics Engineering, Amrita School of

Required Texts yes
Engineering, 2014
Electronics Workshop Lab Manual, Polytechnic, Bilaspur, 2010
Engineering Workshop Data. A Book of Reference containing
Recommended Data, Formulae, Tables, hints and Recipes relating to all
Texts Phases of Engineering Workshop Practice. Hardcover — 1 Jan. No
1947.
Websites https://www.slideshare.net/JosephKonnully/workshop-practise
Grading Scheme
CDEZ)JJ‘JQL25=A
Group Grade il Marks % | Definition
A - Excellent kel 90 -100 Outstanding Performance
B - Very Good I de 80 -89 Above average with some errors
(S:;felsgoc)iroup C - Good SVES 70-79 Sound work with notable errors
D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX — Fail (A laadl 08) Cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
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Module Title DIGITAL SYSTEMS DESIGN Module Delivery
Module Type CORE Theory
Lecture
Module Code DISD 1203 Lab
ECTS Credits 6 [ Tutorial
O Practical
SWL (hr/sem) 150 [ Seminar
Module Level UGl Semester of Delivery Two
Administering Department Network College | Engineerin
glep Engineering g & 8
Module Leader | Samar Kareem Ibrahim e-mail Samar.kareem90@gmail.com

Module Leader’s

Module Leader’s Acad. Title ASST. LECTURER cpe i M.Sc.
Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

Review Committee Approval

Version Number

1.0

| Pagel




Relation With Other Modules
AN Al all ol gall ae A8

Prerequisite module

LogIc CIRCUITS DESIGN Semester One

Co-requisites module

Digital Electronic Semester Three

Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al al) salall Calaa

Module Aims
Al Hall alal) Calaal

1.

2.

SPRCLIF <
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10.
11.
12.
13.

14.

Learn about various types of combinational logic gates and their functions
such as Adders, Subtractors, Comparators, Decoders and Multiplexers.
Develop the ability to analyze, design, and implement combinational logic
circuits to perform specific functions.

Understand the operation and characteristics of latches and flip-flops.

Learn about different types of flip-flops, such asD, JK, and T flip-flops.
Explore the timing characteristics and applications of latches and flip-flops.
Develop the ability to design and implement circuits using latches, flip-flops,
and timers.

Understand the concept and operation of shift registers.

Learn about different types of shift registers, including seria-in-parallel-out,
parallel-in-serial-out, and bidirectiona shift registers.

Explore the applications of shift registersin digital systems.

Develop the ability to design and analyze circuits using shift registers.
Understand the concept and operation of counters.

Learn about different types of counters, such as ripple counters, synchronous
counters, and up/down counters.

Explore the applications of counters in digital systems, such as frequency
division, timing, and control.

Develop the ability to design and analyze circuits using counters

Module Learning
Outcomes

Aol Hal) Balall aladl) Sl A
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Understand the principles and operations of combinational logic circuits.
Analyze and design combinational logic circuits to perform specific
functions.

Apply Boolean agebra and truth tables to simplify and optimize
combinational logic circuits.

Implement combinational logic circuits using logic gates and other electronic
components.

Understand the characteristics and behavior of latches, flip-flops, and timers.
Analyze and design circuits using latches, flip-flops, and timers to store and
manipulate digital data.

Explain the timing characteristics and synchronization techniques related to
these devices.

Apply latches, flip-flops, and timersin the design of sequential logic circuits.
Understand the principles and operation of shift registers.

. Anayze and design circuits using shift registers for seria data storage,

conversion, and manipulation.

. Apply different types of shift registersin various digital system applications.
12.

Demonstrate the ability to cascade shift registers and implement seria-to-
parallel and parallel-to-serial data conversion.

| Page2




13.
14.

15.

16.

Understand the principles and operation of counters.

Analyze and design circuits using counters for counting, frequency division,
and sequencing applications.

Differentiate between synchronous and asynchronous counters and select
appropriate counter configurations for specific requirements.

Demonstrate the ability to design and implement cascaded counters and
up/down counters.

Indicative Contents
Lals Y @l giaall

FUNCTIONS OF COMBINATIONAL LOGIC
LATCHES, FLIP-FLOPS, AND TIMERS
SHIFT REGISTERS

. COUNTERS

ApOODNPRE

Learning and Teaching Strategies

sl 5 alail il yin

Strategies

Lectures: Traditional lectures can be used to deliver theoretical concepts and
principlesrelated to digital systems design. Lectures can cover topics such as
combinational logic, sequential logic, and digital system components. They
provide an overview of the subject matter and introduce key concepts and
theories.

Practical Lab Sessions. Hands-on practical lab sessions are essential for
students to gain practical skills in designing and implementing digital
systems. These sessions involve working with hardware components, to
design and test digital circuits. Students can experiment with different circuit
configurations, troubleshoot issues, and gain practical experience.
Assessments and Feedback: Regular assessments, such as quizzes,
assignments, and exams, can be used to evaluate students understanding of
digital systems design concepts. Providing timely feedback on assessments
hel ps guide students' learning progress and identifies areas for improvement.

Student Workload (SWL)
Galall ol yall Jaal

Structured SWL (h/sem)
Jaadl) DA Qlall alaiial) sl all Jaal Lo saul calldall alaiiall sl 5l Jaall

79 Structured SWL (h/w)

Unstructured SWL (h/sem)

daadll Joa lall aliiall pue ol ) Jasl) bie sl Cllal alatiall je ) Hall Jaall

71 Unstructured SWL (h/w)

Total SWL (h/sem)

Joadl) J3& llall IS o) Jaal

150

Module Evaluation
Al ) Balall s
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Ti N Rel tL i
ime/Nu Weight (Marks) Week Due clevant Learning
mber Outcome

) Quizzes 2 10% (10) 5,10 LO #1-10
Formative ¢ onments 2 10% (10) 2,12 LO #8and 15
assessment :

Laboratory 1 10% (10) Continuous
Summative | Midterm Exam 1hr 20% (20) 8 LO #1-8
assessment | Final Exam 3hr 50% (50) 15 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Week 1

6 FUNCTIONS OF COMBINATIONAL LOGIC
6.1 Half and Full Adders
6.2 Pardlel Binary Adders

Week 2

6.3 Ripple Carry and Look-Ahead Carry Adders
6.4 Half and Full Subtractor

Week 3

6.5 Comparators

6.6 Decoders

6.7 Encoders

6.8 Code Converters

Week 4

6.9 Multiplexers (Data Selectors)
6.10 Demultiplexers

Week 5

7 LATCHES, FLIP-FLOPS, AND TIMERS

7.1 Latches

7.2 Hip-Flops

7.3 Flip-Flop Operating Characteristics

Week 6

7.4 Flip-Flop Applications

Week 7

75 One-Shots

Week 8

8 SHIFT REGISTERS
8.1 Shift Register Operations
8.2 Typesof Shift Register Datal/Os

Week 9

8.3 Bidirectional Shift Registers

Week 10

8.4 Shift Register Counters

| Page4




Week11 | 9 COUNTERS
9.1 Finite State Machines

Week12 | 95  Asynchronous Counters

Week13 | 93 Synchronous Counters

Week 14 | 94 Up/I_Z)own Synchronous Counters
9.5 Design of Synchronous Counters

week 15 | 96 Cascaded Counters
9.7 Counter Applications

Week 16 | preparatory week beforethe final Exam

Delivery Plan (Weekly Lab. Syllabus)
iRl e gl el

Material Covered

Week1 | Lab 1: Basic Arithmetic Operations: Half Adder

Week 2 | Lab 2: Basic Arithmetic Operations: Full Adder

Week 3 | Lab 3: Basic Arithmetic Operations: Half Subtractor

Week 4 | Lab 4: Basic Arithmetic Operations: Full Subtractor

Week 5 | Lab 5: Comparators

Week 6 | Lab 6: Multiplexers (Data Selectors)

Week 7 | Lab 7: BCD to 7 Segment Display Decoder

Learning and Teaching Resources
U‘“:’,)ﬂ\} (-Ja;m JJLAAA

Text Available in the
Library?
Thomas L. Floyd, “Digital Fundamentals”, Eleventh
Required Texts Edition Global Edition, Pearson Education Limited
2015
Recommended
Texts
Websites

| Page5




APPENDI X:

GRADING SCHEME

Group Grade paail) Marks (%) | Definition

A - Excellent Ol 90 - 100 Outstanding Performance

B - Very Good [AENRYEN 80 - 89 Above average with some errors
Success Group -
(50 - 100) C- GOf)d 2> 70-79 Soynd work W|th notable errgrs

D - Satisfactory b sia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX — Fail D& J s | (45-49) More work required but credit awarded
(0-49) F — Fail <l | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example amark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has apolicy NOT to condone
"near-pass fails' so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.

| Page6




MODULE DESCRIPTION FORM
‘\_\M\Jﬂ\ 3Ll g_q'u.AJ CJJA.\

Module Information
:Lb.n\‘).ﬂ\ R\ Q"_Iu‘ﬁlu

Module Title Arabic Language Module Delivery
Module Type Basic learning activities Theory

Lecture
Module Code ARLA 1206 O Lab
ECTS Credits 2 [ Tutorial

[ Practical
SWL (hr/sem) 50 O Seminar
Module Level 1 Semester of Delivery 2
Administering Department Type Dept. Code College Type College Code
Module Leader Dr.Anwar Qutaiba Yahya e-mail E-mail : 83dr.anwar@gmail.com
Module Leader’s Acad. Title Lecturer Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail :anwar.q.yahya@aliragia.edu.iq
Peer Reviewer Name e-mail

ientifi . A |
Scientific Committee Approva 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 DAY Agual 5l 3l gall ae 28D

Prerequisite module None Semester
Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al al) salall Calaa




Module Aims
Al all 3ol Calaal

Aozl g Al )l oda ()5S5 (Sge CpalSiall (g Al ) Jaad 68 Jual il Al s 4 pad) Aalll 223 -1
e Sy GO s ey, Al Gl oae ) 8l S S G Lo jha i 5 (55 ) e A sgdag
Clalll JS 4 gadll el ll ()35 5 )5

ol il gl Ul el g o gl 5 puantll 5 A0S & Jlgn e Ll o -2

ALl e Und¥) aual ge LapsY 5 oY) o) 8 4 jeay dapaall LUK 5 5l o8 -3

o SU Gl al A Lgd o Ay jall A6l e Llasl) g

Aokaall 5 ypenll 5 LS ) gl s IDA (o el a0 Al ) (gobaally iy yoll -5

Module Learning
Outcomes

Al pall Balall aladl) s j3a

ALY DA (e Lginadat g 4 yall Aol pulsV) asalial) 4 yre alldall LuiS)-]

Ainal) 5l dapaall il eVl Eun (e T guiae S8 i saall 2DISI AUS 48 j20-2

ol JCall A4S K 4 jra g 222l ¢ suin g callhall Al 23

DA e (oSl (pual) Apaid Banal) Aidal) JSLEAN damiall duliall Jslall alagy) allall (Sar-g
Leiadai 5 4y yall dall 4Ll gUac

Lk 5 A yal) sl L) se) g8l agibatin) (s3a LAY M 5 G sand) S, dallall (oS5 -5
Aagl) agils (A

Indicative Contents
Lol ) ey siaall

Ll e | 8 5 LealSal y Aalll Aakail (o (8 yae Cp A (oS S Addhall ali ) -1

ik 5 A0S Laall il JOA (e Lgle il 5 Zpudlad) 3Rl il e i€ ) Al 2L 512

oo paill LIS 5 LilSlas g ) guaal) Caliday il g el o g saalll e g Y1 ) Al oL )13
1Al agilal se g b jelii s dae sl agila e e

lall S8l (5 s My JEEY 5 agdl slen 2325 I g5 Lo ) Allall oL )4

pein Qaliill g e sana (5585 DA e IS (e el SO (e Akl 0LS )5

Learning and Teaching Strategies

aalil] 5 alal) ilai) i

Strategies

lase gLl oa cdan il (8 atanl g Aalll o2 alad Jd ainaa (o ad) gl Alhall aalad 8 348 Hla Juadl-]
S e gl () gl day Loy ol 8abe lagh (8 Ol (5l o (o pleal) (B shal
o) Bale ilan Ao gana

3 sl é&:'&).u\.m‘f.a\):\ﬂ\ JS &y lail) Gl paladll clEN-2

Led S0l 5l Balall agagd 48 jmal 4Bl maalae o Loy 59 Sigm Jac-3

il G 3 8 Aaals a3 ALY (e Bac Dbty 40 EaY1 A% ) ol-4

Ao pana e SE Ol g Aaadl il (& aaledll g alaill 33 )k aa)-5
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Student Workload (SWL)

Structured SWL (h/sem) 33 Structured SWL (h/w) 5
Jaadl) A U il ol al) Jasl) e sansd calldall aliiall asl 5l Jaall

Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) 4
Jaaill JM& Callall lsiiall e el al) Jasll e paud U pliinal) el yall Jasl

Total SWL (h/sem)
Gt I3 lUal &SX\ ‘;m\).ﬂ\ Jaall

50

Module Evaluation

A Al 3alal) a.us.\
Time/Nu Relevant Learning
e Weight (Marks) Week Due S
Quizzes 2 10% (10) 5,10 LO#1,2,10and 11
Formative Assignments 2 10% (10) 2,12 LO#3,4,6and7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-7
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@B e pul) el
Material Covered

Week 1 oo sil o Gyl 5 2 il iladle e dadia

Week 2 (4 laiall 3 38 ¢ Ao giall 3 3ed ¢ Jua sl sadadl) 3 300 ) 5 jagll &) sl 440

Week 3 L galll eUad¥) o) 5l e el 5 (Bl ¢ 3l ey sl ) AUESH Tyl guia NS

Week 4 A4S 45y Hla g el & guia ga

Week 5 acl il g (2 all )

Week 6 (A sl ¢ ISl 5 Gl Lans) ¢ Jgmial) ) ¢ Jelll o ) ol

Week 7 ac) gil g Jadll

Week 8 4 Jgzdall 5 Jeldl)




delid) g il

Week 9
2o Olatal

Week 10 BESPR S
Week 11 acl il 5 aandl 5 iall
Week 12 eledl g Ul G (3 8l
Week 13 lee! gl g il § <)
Week 14 Cilalaall
Week 15 Sl plaiall 8 Coall dxal y
Week 16 Il el Hlaay)

u.u..gjﬂ\} ela_\j\ JJL&AA

Learning and Teaching Resources

Available in the
Text
Library?

i sl Hhd =yl ¢ (s pa M (e ¢ A pall ARl (8 G )
aleiall dese dilue ) daga¥l ¢ s baiyl el ¥ saall

Required Texts . i T L Yes
Dol A al ARl ¢l aidadl e e A el S b a5 DY)
E)\ﬁchjdk;‘ékmm Cpaidall

Recommended Texts AU 8 Jaldll de puge ¢ cudall 3l gall a5 oY) 2ol E 8 A o No
c_u_\gj\ O (e 9at c).«‘ﬁ\)

1. https://shamela.ws/

Websites
2. https://wagfeya.net/
Grading Scheme

Group Grade sl Marks (%) | Definition

A - Excellent Okl 90- 100 Outstanding Performance

B - Very Good [SENRYEN 80-89 Above average with some errors
(Ssuc;:tiels;oG)roup C - Good B 70-79 Sound work with notable errors

D - Satisfactory das 5ia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadll 28) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
Ayl Bolall loglas

Module Title Communication |1 Module Delivery
Module Type Core Theory
X
Module Code COMM 2202 enre
ECTS Credits 5 O Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
Module Level 2 Semester of Delivery 1
Administering Department S:;xz:’ing College College of engineering
Module Leader Zahraa Khduair Taha e-mail Zahraa.Khduair @aliragia.edu.iq
Module Leader’s Acad. Title Asst. Prof. Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
SDZ:::tiﬁc Sl T 01/06/2023 Version Number | 1.0
Relation with other Modules
LS)?'-;}“ duwolyddl 5l gall &0 43|
Prerequisite module Communication | Semester 2
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LalinYl lgizally platll g5l g Ayl Bkl Lol

1. understanding of the Concept of data compression, entropy, and
compressibility
know different types of coding

Module Objectives
Gyl Balall Colua]

how can perform text/ image code

Module Learning 1. Understanding of Communication Systems: Gain a comprehensive
Outcomes understanding of the basic concepts and principles underlying signal coding
and theory.
. 2. Determine the appropriate compression method for a given signal/data.
[NUPNELRUIESC
e e 3. Realize the compression according to the lossy/ lossless requirements.

dussyd) 4. Understanding of image/text coding

Indicative content includes the following.

Concept of data compression
Entropy and compressibility
Shannon and Huffman codes
arithmetic coding

Sequence coding.

Indicative Content Prediction.
ndicative Contents Mid-term Exam
dolin Y wlgisad! quantization and its optimization.

Vector quantization

Signal spaces

Wavelet transforms

Bit assignment and coding efficiency.
Image/sound/video coding

Text coding

Learning and Teaching Strategies

oty el ol el

Digital Communication Strategies:

1. Signal Conditioning: Digital signals are susceptible to noise and interference.
Signal conditioning techniques such as filtering, amplification, and
modulation can be used to enhance the quality and integrity of the analog

Strategies signal before transmission.

2. Bandwidth Optimization: Digital signals require a certain amount of
bandwidth for transmission. By employing techniques such as frequency
division multiplexing (FDM) or time division multiplexing (TDM), multiple
analog signals can be transmitted simultaneously, optimizing the available
bandwidth.




3.

Noise Reduction: Digital signals are prone to noise, which can degrade the
signal quality. Strategies like shielding, grounding, and balanced transmission
lines can be used to minimize noise and interference during transmission.

Student Workload (SWL)

LCW‘ Vo) (S PE g,JUaU LS""‘J"U‘ d.o.?z_”

Structured SWL (h/sem) 29 Structured SWL (h/w)

el I3 Clal) plaiall gyl Jos L gl Ul laziall gyl Jooul
Unstructured SWL (h/sem) 46 Unstructured SWL (h/w)

duad)l I CIlall clasiall & gubdl Jol b gunl Ul plaiiall e gyl Josell

Total SWL (h/sem)

)l I CIUal) g&ﬂ +bdl Jod! 125
Module Evaluation
eanly )1 B3] e
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 20% (10) 1,2and 3 LO #1, #2 and #3
Formative Assignments 2 10% (10) 2,3and 4 | LO#2,#3 and #4
assessment Projects / Lab. 1 10% (10) Continuous | All
Summative Midterm Exam 2hr 10% (10) 7 LO#1-43
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Sl £l zlginll

Material Covered

Week 1 Concept of data compression
Week 2 Entropy and compressibility
Week 3 Shannon and Huffman codes
Week 4 arithmetic coding




Week 5 Sequence coding.

Week 6 Prediction.

Week 7 Mid-term Exam

Week 8 quantisation and its optimisation.

Week 9 Vector quantization

Week 10 | Signal spaces

Week 11 Wavelet transforms

Week 12 | Bit assighment and coding efficiency.

Week 13 | Image/sound/video coding

Week 14 | Text coding (partl)

Week 15 | Text coding (part2)

Week 16 | Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Lab 1: data compression

Week 2 Lab 2: Shannon and Huffman codes

Week 3 Lab 3: Arithmetic coding.

Week 4 Lab 4: Sequence coding.

Week 5 Lab 5: wavelet transform

Week 6 Lab 6: Text coding

Week 7 Lab 7: image coding

Learning and Teaching Resources
u,‘ej..\illg ‘ohﬁ\)bl,sm

Text Available in the Library?
Required Texts Signal Coding and Processing, 2nd edition, 2012 Yes
Recommended Multimedia Signal Coding and Transmission No
Texts
Websites https://www.coursera.org/learn/ coding




Grading Scheme

Gl labases

Group Grade geRt Marks % | Definition

A - Excellent sl 90 - 100 Outstanding Performance

B - Very Good I dae 80 -89 Above average with some errors
(Ssu(;:tie:;oc)iroup C - Good dax 70-79 Sound work with notable errors

D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Alaadl 08) Cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Ayl Bolall loglas
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Lecture
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ECTS Credits 6 Tutorial
O Practical
SWL (hr/sem) 150 O Seminar
Module Level 2 Semester of Delivery 2
Administering Department NETWORK College ENGINEERING
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
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Relation with other Modules

&3 Ayl Bl gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
LalinYl lgisally phall 5L 9 Ayl Bkl Ll

Module Objectives
Gyl 8oLl Colua]

This course covers various aspects of networking, including the introduction to

networking, networking devices, networking protocols, different layers of the

OSI model, network addressing, network security, troubleshooting, router

configuration, home networking, and concludes with a networking capstone

project and a final exam.

Module Learning
Outcomes

Balall edatll by
LW

The student will learn the basic and applied concepts of Computer Network

with the following fundamentals:

10.

11.

12.

13.

14.

15.

Define and explain the concept of networking, including its historical
development and importance in modern technology.

Identify and describe different types of networks, such as LANs, WANs,
and MANs, and understand their characteristics and uses.

Recognize and explain the functions and features of networking devices,
including routers, switches, and hubs.

Understand and apply various networking protocols, such as those
based on the OSI and TCP/IP models, and explain their role in network
communication.

Configure and troubleshoot networking devices, including routers,
switches, and hubs, to ensure proper connectivity and functionality.
Implement network security measures, including firewalls, intrusion
detection systems, and encryption, to protect network resources and
data.

Apply troubleshooting methodologies based on the OSI model and
TCP/IP model to diagnose and resolve network issues.

Configure network addressing using IPv4, including subnetting and
Variable Length Subnet Masking (VLSM), to optimize IP address
allocation.

Demonstrate knowledge of different network cable types, such as
Ethernet, fiber optic, and coaxial cables, and their appropriate usage.
Design and implement a network using static and dynamic routing
protocols, considering factors such as scalability and efficiency.
Manage and monitor networking environments, including DHCP and
DNS protocol configuration, to ensure smooth network operation.
Configure VLAN networks to segregate and manage network traffic
efficiently.

Understand and follow Cisco router configuration using Command-Line
Interface (CLI) commands.

Implement and secure home networks, including selecting appropriate
devices and implementing security measures.

Design and implement a networking capstone project that
demonstrates the integration of networking concepts and skills.

Indicative Contents

The student will learn the basic and applied concepts of Computer Network

with the following fundamentals:




dalin Y wlgisad|

Definition and importance of networking

Historical development of networking

Types of networks: LANs, WANs, MANs

Functions and features of routers

Functions and features of switches

Functions and features of hubs

Overview of the OSI model

Overview of the TCP/IP model

Explanation of common networking protocols

Functionality and protocols of the OSI application layer
Detailed study of application layer protocols like HTTP, SMTP, FTP
Functionality and protocols of the OSI transport layer
Comparison of TCP and UDP protocols

Role and responsibilities of the OSI network layer
Introduction to IPv4 and IPv6 addressing

IP address allocation and subnetting techniques

Assigning IPv4 classes

Subnetting and Variable Length Subnet Masking (VLSM)
Functions and protocols of the OSI data link layer

Introduction to MAC addresses, Ethernet, and VLANs
Functions and protocols associated with the OSI physical layer
Overview of Ethernet, fiber optic, and coaxial cables
Introduction to network security and its components
Configuring firewalls

Implementing intrusion detection systems

Encryption techniques and protocols

Troubleshooting methodologies based on the OSI model
Troubleshooting TCP/IP-related issues

Network device troubleshooting techniques

Introduction to the Cisco command-line interface (CLI) and commands
Configuration of interface ports on Cisco routers
Configuration of line ports (console, Telnet, SSH)

Configuring static routes

Setting up DHCP and DNS protocols

Selection and setup of home networking devices
Implementation of home networking security measures
Design and implementation of a comprehensive networking project

Learning and Teaching Strategies

odlanlly @lazl! bl

Strategies

1.

Lecturing offline mode, in class.




2. Flipclass
3. Assignment, project and quizzes.

4. Hands-on and interactive activities.

Student Workload (SWL)
L gal 10 J genma CIUall gyl Jazell

Structured SWL (h/sem) 29 Structured SWL (h/w) c
i)l s CIlall elaziedl (golyldl Josdd! e gueanl Ul @laiiall gyl Josell

Unstructured SWL (h/sem) = Unstructured SWL (h/w) a5
Jadll I el elaiiall pe (quhdl Joxl b gonl Ul plaiiall e gyl Josull )

Total SWL (h/sem)
dradll M5 el U1 gl Jazs)

Module Evaluation

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Sl £ ¥l zlginll

Material Covered

Introduction to Networking

Week 1 e What is networking?

e Thehistory of networking

o Thedifferent types of networks
week 2 | Networking Devices

e Routers: Functions and features




e Switches: Functions and features
e Hubs: Functions and features

Week 3

Networking Protocols
e The OSl| model: Overview and its layers
e The TCP/IP model: Overview and its layers

Week 4

OSl Application Layer
e Functionality and protocols of the OSI application layer
e Detailed study of application layer protocolslike HTTP, SMTP, FTP

Week 5

OSl Transport Layer
e Functionality and protocols of the OSI transport layer
e Comparison of TCP and UDP protocols

Week 6

OSl Network Layer and IP Addressing
¢ Roleand responsibilities of the OSI network layer
e Introduction to IPv4 and IPv6 addressing

Week 7

Midterm Exam+ |P address allocation and subnetting techniques

Week 8

Network Addressing (IPv4)
e Assigning IPv4 classes
e Subnetting and Variable Length Subnet Masking (VLSM)

Week 9

OSl Datalink Layer
e Functions and protocols associated with the OSI Datalink Layer

Week 10

OSI Datalink and Physical L ayer
e Functions and protocols associated with the OSI Physical Layer
e Overview of Ethernet cables and their categories (e.g., Catb, Cat6)
e Fiber optic cables and their advantages
e Coaxial cables and their applications

Week 11

Networ king Troubleshooting
e Troubleshooting methodol ogies based on the OSI model
e Troubleshooting TCP/IP-related issues
e Network device troubleshooting techniques

Week 12

Router Cisco Configuration
Introduction to the Cisco command-line interface (CLI) and commands
Configuration of interface ports on Cisco routers

Week 13

Router Cisco Configuration cont.

Configuration of line ports (console, Telnet, SSH)

Configuring static routes

Setting up DHCP (Dynamic Host Configuration Protocol) and DNS (Domain Name System)
protocols on routers

Week 14

Networking in the Home
e Introduction to home networking devices (e.g., routers, switches, wireless access
points) Configuration and setup of home networks
¢ Implementation of home networking security measures (e.g., network encryption,
password protection, firewall settings)

Week 15

Networking Capstone Proj ect
¢ Design and implementation of a comprehensive networking project, integrating
concepts and skills learned throughout the course.

Week 16

Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)

Material Covered
Week 1 Lab 1: Topology Orientation and Building a Small Network Topology Diagram.
Week 2 Lab 2: Cabling a Network and Basic Router Configuration
Week 3 Lab 3: Router configuration.
Week 4 Lab 4: Using ping command, configure Lan Network and applied subnetting.
Week 5 Lab 5: Configure VLan Networks
Week 6 Lab 6: Design Network With static and dynamic routing protocol
Week 7 Lab 7: Configure DHCP and DNS protocol

Learning and Teaching Resources
WJ.J.SJb M‘)Jw

Text Available in the Library?
Required Texts Title: Networking: The Complete Reference Author: Todd Lammle No
Recommended Title: Cisco CCNA: Routing and Switching Study Guide Author:
Texts Wendell Odom No
Recommended Title: Network Security: A Beginner's Guide Author: Stuart
Texts McClure NO
Recommended Title: Cisco I0S Configuration Fundamentals Command Reference
Texts Organization: Cisco Systems Inc. NO
Websites https://www.cisco.com/
Grading Scheme
C’.)b,v.).” Lo
Group Grade il Marks % Definition
A - Excellent kel 90 - 100 Outstanding Performance
B - Very Good [SESRVES 80 -89 Above average with some errors
(s:;fefgoc)imUp C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jowgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgado 50-59 Work meets minimum criteria
Fail Group FX — Fail (Alaadl U8) Cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



https://www.cisco.com/
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MODULE DESCRIPTION FORM
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Module Information
d)y ! B3ladl loglas

Module Title Computer Programming || Module Delivery
Module Type Core Theory
Lect
Module Code COPO 2205 ™ Lecture
Lab
ECTS Credits 4 O Tutorial
1 Practical
SWL (hr/sem) 100 O Seminar
Module Level uGll (2) Semester of Delivery FOUR (2)
Administering Department NETWORK College ENGINEERING
Module Leader Aya Ayad Hussein e-mail aya.ayad.it@gmail.com
Module Leader’s Acad. Title Assistant Lecturer Module Leader’s Qualification M.sc
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name (if available) e-mail E-mail
Scientific C ittee A |
IS S R 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
31 Ayl Slgall ae Bl
Prerequisite module COPR 1205 Semester TWO
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LoliyYl Gbgizally platdl glSg duwshyldl 55kl Sl

This course is designed for those who are new to programming and want to learn the
Python programming language. The course will cover the basics of Python
programming including data types, flow control, functions, and modules. The course
will also cover advanced topics such as object-oriented programming and working with
external libraries.

Module Objectives
Gyl Baledl Colual

The students should be able to:

1. Understand the basic principles of computers.

Understand the basics of binary computation.

Module Learning Understand the programming basics (operations, control structures, data

Outcomes types, etc.)

Readily use the Python programming language

Apply various data types and control structures.

Understand class inheritance and polymorphism.

Understand object-oriented program design and development.

Understand and begin to implement code.

write simple programs using Python.

10. use advanced features of Python such as object-oriented programming and
working with external libraries.

wnN

olel) @laidl Ol y3en
Ayl

LN Uk

Acquire programming skills in core Python.

Acquire Object-oriented programming skills in Python.

Develop the skill of designing graphical user interfaces (GUI) in Python.
Develop the ability to write database applications in Python.

Acquire Python programming skills to move into specific branches - Internet
of Things (loT), Data Science, Machine Learning (ML), Artificial Intelligence
(Al), etc.

Indicative Contents
dalin Y wlgisad|

Learning and Teaching Strategies

oddatlly elal ol el

The module is taught using a combination of lectures, demonstrations, and tutorials.
The demonstrations and tutorials focus on getting learners up to standard in practical
application development. The lectures supply the necessary theoretical background
through Lecturing offline mode in class, Assignments, projects, and quizzes, Hands-on
and interactive activities.

Strategies




In a fast-changing technology field learners are expected under guidance to engage in
research in relation to the different technologies and products available.

Student Workload (SWL)
LCW' Vol & g0 g,JUaU LSV"‘J"U‘ JA}J\

Structured SWL (h/sem) €4 Structured SWL (h/w) 426
Jeadll I3 Clal) plaiall gyl Jos L gl Ul laziall gyl Joonl '
Unstructured SWL (h/sem) 36 Unstructured SWL (h/w) 4
il 3 LIl plaziadl p golyldl Josdd! b gl JUal) elaiiall s byl Joell '

Total SWL (h/sem)
i)l U5 el SI1 guhlll Jassll

100

Module Evaluation

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #3, #4 and #5, #6
Formative Assignments 2 10% (10) 2and 12 LO #3, #5 and #7, #8, #9
assessment Projects / Lab. 1 10% (10) Continuous All
Report 1 10% (10) 13 LO #7, #8 and #9
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Saul (£ gl zlgiall
Material Covered
Introduction to Python
Week 1 e Relationship between computers and programs
e Basic principles of computers
e File systems
Week 2 Introduction to Python (continued)
e Using the Python interpreter




e Introduction to binary computation
e Input/ Output

Data types and control structures
e Operators (unary, arithmetic, etc.)
e Data types, variables, expressions, and statements
e Assignment statements

Week 3

Data types and control structures (continued)
Week 4 e Strings and string operations
e Control Structures: loops and decision

Modularization and Classes
e Standard modules
e Packages
e Defining Classes

Week 5

Modularization and Classes (continued)
Week 6 e Defining functions
e Functions and arguments (signature)

Week 7 Exceptions and data structures
e Data Structures (array, List, Dictionary)

Exceptions and data structures (continued)
Week 8 e Error processing
e Exception Raising and Handling

Week 9 Dictionaries and Sets

Week 10 | pjctionaries and Sets

Week 11 Mid - exam

Object-oriented design
Week 12 e Programming types
e Object Oriented Programming

Week 13 | Object-oriented design
e Object Oriented Design
e Inheritance and Polymorphism




Week 14 | Inheritance
Week 15 | |pheritance
Week 16 | The preparatory week before the Final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Lab 1: begin:
Week 1
e Installation and setup of Python
e Basic syntax and data types
Lab 2: Operators and Control Structures:
e Read a list of numbers and write a program to check whether a particular element is
Week 2 present or not using membership operators.
e Read your email id and write a program to display the no of vowels, consonants, digits and
white spaces in it using if...elif...else statement.
Lab 3: LIST And TUPLE:
e Read a list of numbers and print the numbers divisible by x but not by y
Week 3 e Read a list of numbers and print the sum of odd integers and even integers from the list.
e Given a list of tuples. Write a program to find tuples that have all elements divisible by K
from a list of tuples.
Lab 4: Set and Dictionary:
e \Write a program to generate and print a dictionary that contains a number (between 1 and
Week 4 n) in the form (x, x*x).

e Write a program to do the following operations:
= Create an empty dictionary with the dict() method

"  Add elements one at a time.




= Update the existing key’s value.

= Access an element using a key and also get () method.

Lab 5: Strings And User Defined Functions
e Given a string, write a program to check if the string is symmetrical and palindrome or not. A
string is said to be symmetrical if both the halves of the string are the same and a string is
Week 5 said to be a palindrome string if one half of the string is the reverse of the other half or if a
string appears the same when read forward or backward.
e A generator is a function that produces a sequence of results instead of a single value. Write

a generator function for Fibonacci numbers up to n.

Lab 6: BUILT-IN FUNCTIONS
e Write a program to demonstrate the working of built-in statistical functions mean(), mode(),
and median() by importing statistics library.
e Write a program to demonstrate the working of built-in trigonometric functions sin(), cos(),
Week 6 tan(), hypot(), degrees(), radians() by importing math module.
e Write a program to demonstrate the working of built-in Logarithmic and Power functions
exp(), log(), log2(), log10(), pow() by importing math module.
e Write a program to demonstrate the working of built-in numeric functions ceil(), floor(),
fabs(), factorial(), gcd() by importing math module.

Lab 7: (Class And Objects) And Miscellaneous Programs
e Write a program to create a BankAccount class. Your class should support the following
methods for
Week 7
= Deposit - Withdraw — GetBalanace — PinChange

e Write a program to find the maximum and minimum K elements in Tuple using slicing and

sorted() method (Input: test_tup =(3, 7, 1, 18, 9), k=2, Output: (3, 1, 9, 18))




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Text Available in the Library?

Required Texts

"Starting Out with Python plus MyProgramminglLab with
Pearson eText --Access Card Package (3rd (3rd Edition) Tony Yes
Gaddis ISBN-13: 978-0133862256"

Recommended
. “Python Distilled” , David M. Beazley Yes
Websites Introduction to Python Programming | Coursera
Grading Scheme
lomydl Jalaseo
Group Grade el Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good I dae 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



https://www.coursera.org/learn/python-programming-intro
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Module Information
mba&\ saldl) C'_iujlm

Module Title Database Systems Module Delivery
Module Type Core Theory

Lecture
Module Code DASY 2203

Lab
ECTS Credits 7 J Tutorial

O Practical
SWL (hr/sem) 175 O Seminar
Module Level 2 Semester of Delivery 2
Administering Department NE College Type College Code
Module Leader Sura Nasser Maryoush e-mail Suranasserl6@yahoo.com

Module Leader’s Acad. Title

Assistant lecturer

Module Leader’s Qualification

MSC

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail
ientifi . A |

Scientific Committee Approva 01/06/2023 Version Number | 1.0

Date

Relation with other Modules

6 AY) gl )l gall ae 4B

Prerequisite module None

Semester

Co-requisites module None

Semester




Module Aims, Learning Outcomes and Indicative Contents
AL5 Y1 il ginall g alil) il g A al) salall Calaa

Module Objectives
Al saldll Calaal

vk wnN
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To understand the different issues involved in the design and
implementation of a database system

To study the physical and logical database design, and data models.
To understand the basic concepts of relational data model

To understand and use SQL with relational databases

To be able to retrieve specific data from a database by using queries and
subqueries .

To manipulate data by using SQL.

To Be able to understand and create E/R diagrams

To understand and implement database applications

To Be able to normalize databases and tables

. To understand indexing and hashing methods

Module Learning
Outcomes

Al Hall 3alall aladl) s j3a

N o oA

10.

Understand the importance of database systems

Have a broad understanding of database concepts and database
management systems

Understand the relational data model and be able to write schema, and draw
the schema diagram

Be able to reason about dependencies in a relational schema

Use relational query languages such as SQL

Write SQL queries for a given context in relational databases

Analyze the problems and Be able to create E/R diagrams and specify the
relation between the entities to represent simple database application
scenarios.

Understand normal forms, and the decomposition process by which normal
forms are obtained

Understand indexing methods including B+ tree, and Hashing

Be able to design and implementation of a database for a real world
application

Indicative Contents

Indicative content includes the following.

File system, file system limitations

Databases, database management systems, DBMS responsiblities, DBMS
advantages, levels of abstraction

Relational data model: the design terms, properties, attributes, records, keys,
schema, schema diagram, instances.

Relational algebra and calculus

SQL: basic commands, table modification commands, queries on single or
multiple relations, natural join, rename operation, string operations, set
operations (intersect, union, except), null values, aggregation functions,
grouping, having clause, subqueries, data modification commands (insert,
update, delete), views, integrity constraints, authorization and privileges.
Entity- relationship data model: entities, attributes types, relations, E/R
diagram representation, weak entity, strong entity.




e Normalization: INF, 2NF, 3NF

e Indexing: sparse Indexing, dense Indexing, multilevel Indexing, B+ tree,
hashing, dynamic hashing, static hashing, operation in hashing.

Learning and Teaching Strategies

abeil) g alail) Cilia il i

Two main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking and developing skills. This will be achieved through classes,
interactive discussions and by considering types of simple practical implementing of
codes and programs:
e Theory based lectures: the traditional classroom lectures are used to present
models, topics, concepts, and methods of database systems, which will be

Strategies explained by examples, also, the students will be engaged in discussions to
foster understandings .

e Laboratary experiments: in the laboratary session, the students will be able to
use the available softwares to create, implement, and modify databases and
tables of any field of life , and be familiar with database implementation
issues, also gain problem solving skills.

Student Workload (SWL)

\.c;}.u.u\ \°Jg}m;~ﬂw‘_¢ubﬂ\ Jaall
Structured SWL (h/sem) 94 Structured SWL (h/w) 6
Juadl) JBA Ul alaiial) ol ) Jaal) e sal calldall alaiiall asd 5l Jasll
Unstructured SWL (h/sem) g1 Unstructured SWL (h/w) 54
Juadl) JA QlUall alaiidll yee ol jall Jaal) e sand alldall alaiiall yue o ) Jaal) )
Total SWL (h/sem) 175
Juadl) J3A lUall Y il jall Jaal)




Module Evaluation

d) Al Balal) a.us.a
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 11 ;2 #L#2, 83,84 and 5,
Formative Assignments 2 10% (10) 2and 12 LO #1, #2,#3 and #7, #8
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #7, #8
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lg).LuS\ ‘;c),u.u\ﬁ\ GL@_'\A\
Material Covered
Week 1 Introduction to databases, file systems, databases, DBMS, levels of abstraction
Week 2 Data models, relational data model, schema and schema diagram.
Week 3 Relational algebra and calculus.
Week 4 Introduction to SQL , Basic SQL commands
Week 5 simple Queries from single and multiple relation, natural join
Week 6 | Additional basic operations, set operations, Null values in SQL
Week 7 Mid exam + Aggregation functions
Week 8 Aggregation functions with grouping in SQL, Having clause with grouping
Week 9 nested subqueries in SQL, set membership, set comparison, subqueries in the From Clause
Week 10 | Modification on the database commands, views in SQL.
Week 11 | Integrity constraints, authorization in SQL
Week 12 | Database application development, connecters.
Week 13 | Entity — Relationship data model, mapping cardinalities, E/R diagram representation
Week 14 | Database Normalization, 1NF, 2NF, 3NF
Week 15 | Indexing and Hashing
Week 16 | Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Lab 1: Introduction to Mysql workbench, installing and creating server connections
Week 2 Lab 2: creating database and tables, insert, delete, update data and tables using Mysgl workbench
Week 3 Lab 3: creating Database and tables using SQL

Week 4 Lab 4: queries on data using SQL

Week 5 Lab 5: queries on more than one table, using natural join in queries

Week 6 Lab 6: applying basic operation in SQL

Week 7 Lab 7: applying set operation on data using SQL

Week 8 Lab 8: using aggregation functions to retrieve data in SQL

Week 9 Lab 9: subqueries in SQL

Week 10 | Lab 10: data modification on data tables using SQL

Week 11 | Lab 11: view creation by using SQL

Week 12 | Lab 12: integrity constraints and privileges of the database using SQL

Week 13 | Lab 13: E/R diagram construction using Mysql Workbench

Learning and Teaching Resources
w)imj ela_ﬂ\ JJLA.A

Text

Available in the Library?

e "Database System Concepts ", Abraham Silberschatz,
Henry F. Korth,S. Sudarshan, 7th edition 2020, ISBN
978-0-07-802215-9

Required Texts No
e “Fundamentals Of Database Systems”, ramez
elmasri, shamkant b. navathe, seventh edition,
2016, ISBN-13: 978-0-13-397077-7
Recommended “Database Management Systems”, Raghu Ramakrishnan, No
Texts third edition, 2003

Websites

www.mysgl.com

https://www.w3shool.com



http://www.mysql.com/
https://www.w3shool.com/

Grading Scheme

Group Grade i) Marks % | Definition

A - Excellent Dkl 90-100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
(S:(;:tiefgoc-)iroup C - Good i 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) 08) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
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Module Title Engi neeri ng M athematics |V Module Delivery
Module Type Basic Theory
Module Code Code [ Lecture
ECTS Credits 4 O Lab
Tutorial
SWL (hr/sem) 100 O Practical
0 Seminar
Module Level 1 Semester of Delivery 2
Administering Department Corrn1pute'r College College of engineering
engineering
Module Leader Omar Hassan Hameed e-mail Omar.Hassan @aliraqgia.edu.iq
Module Leader’s Acad. Title lecture Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval .
Srire 01/06/2023 Version Number 1.0
Relation with other Modules
AV A jall 3l sall ae A8l
Prerequisite module Mathematics | Semester 1
Co-requisites module Semester




Module Aims, Learning Outcomes and Indicative Contents

45 Y1 il ginall g alail) il g Al Jal) salall Calaa

Module Objectives

Haud Al salal) Calaal

The objective of this course is to develop an understanding of the basic ideas of

mathematics encountered in engineering. Focus will be on the methods for

understanding complex numbers and fundamentals of the derivative and integration

of inverse trigonometric functions. Students will learn some special integration

techniques (Integration by part, partial fraction, and substitution) that are useful for

the understanding of different engineering subjects. Another objective is to teach the

Engineering student about integration applications such as Area under curve and

volume. Finally, the student will learn the concept of polar coordinates and its

application.

Module Learning
Outcomes

Al pall 3alall aladl) s j3a

On completion of the course, student will be able to:

1.

Understand the fundamentals of complex numbers and their properties.
Understand the differentiation and integration of inverse trigonometric
functions.

Understand the differentiation and integration of hyperbolic trigonometric
functions.

Express the concepts of methods of integration and their different types which
can be used in a wide variety of disciplines in engineering.

Identify integration applications such as Area under curve and area between
two curves.

Apply different integration rules to determine the volume of solid using Disk
and Washer methods.

Understand polar coordinates and their properties.

Apply the concept of polar coordinates to solve integration applications.

Indicative Contents

Indicative content includes the following:

Fundamental Concepts of complex numbers.

Complex numbers properties- power and roots

Inverse Trigonometric function and their differentiation
Inverse Trigonometric function Integration

Hyperbolic Trigonometric functions and their differentiation
Hyperbolic Trigonometric functions integration

Methods of integration — Integration by Part

Methods of integration - Partial fraction method

Methods of integration — Integration using substation
Integration applications — Area under curve




e Integration applications — Area between two curves

e Integration applications — Volume of solid using Disk method

e Integration applications — Volume of solid using Washer methods
e Polar coordinates and its properties

e Area under curve in Polar coordinates

e Area between two curves in Polar coordinates

e Length of curve in Polar coordinates.

Learning and Teaching Strategies

abeil) g alail) Cilia il sind

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple reports involving some sampling activities that are
interesting to the students.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

48 3
Jaaill JM& Calllall Bsiiall s pall Jaal e g I pliiall oyl Jaal
Unstructured SWL (h/sem) Unstructured SWL (h/w)

52 3
Jomdl) I8 IR Ll e ol ) Jaal) Lo paud llall i) e a3 Jaal
Total SWL (h/sem)

100
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Module Evaluation

:\Tg.u\‘)ﬂ\ 3alall ("“53
) . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Formative Quizzes 2 15% (15) 5and 10 LO #2, #3 and #5, #6
assessment Assignments 2 15% (15) 2and 12 LO #1 and #5




Report 1 10% (10) 13 LO # 3, #4, #5, and #6
Summative Midterm Exam 2hr 10% (10) 7 LO #1 -#3
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Lﬁ)u\ Lz,,.c.},\uY\ C\.@_Ld\

Material Covered

Week 1 Ordinary differential equation — first order- variable separable

Week 2 Ordinary differential equation — first order- homogenous

Week 3 Ordinary differential equation — first order- Exact

Week 4 Ordinary differential equation — first order - Linear

Week 5 Ordinary differential equation — second order — undetermined coefficient
Week 6 Ordinary differential equation — second order — variation of parameter
Week 7 Ordinary differential equation — higher order

Week 8 Mid-term Exam

Week 9 Laplace transform - properties

Week 10 | Inverse Laplace transform

Week 11 | Solving Ordinary differential equation using Laplace transform
Week 12 | Z - transform

Week 13 | Z - transform properties

Week 14 | Inverse Z - transform

Week 15 | Inverse Z —transform (PART2)

Week 16 | Preparatory week before the final Exam




Learning and Teaching Resources

u.u..g‘)ﬂ\} (J’_\S\ J.‘:L.a.q

Text Available in the Library?

. Thomas' Calculus, Single Variable, Joel Hass, Christopher Heil,
Required Texts Yes
Maurice Weir, Pearson, 2017.

Recommended Thomas' Calculus Early Transcendentals, George Thomas,
es
Texts Maurice D. Weir, Joel Hass, Pearson, 2014. Y
Websites https://www.coursera.org/learn/ calculus |
Grading Scheme
Group Grade i) Marks % Definition
A - Excellent bl 90 - 100 Outstanding Performance
B - Very Good [AENRYEN 80-89 Above average with some errors
Success Group
C - Good RYEN 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L 5 60 - 69 Fair but with major shortcomings
E - Sufficient Jsida 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaal) a8) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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OPERATING SYSTEMSAND
Module Title Module Deliver
wie Tl NETWORKS wie Delivery

Module Type Basic Theory

[ Lecture
Module Code OPSA 2206 O Lab
ECTS Credits 3 - Tutor.lal

1 Practical
SWL (hr/sem) 75 0 Seminar
Module Level UGlII Semester of Delivery FOUR

NETWORK
Administering Department ENGINEERING College COLLAGE OF ENGINEERING
DEPARTMENT
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval 01/06/2023 Version Number
Date
Relation with other Modules
S5 &yl Slgall ao dBall

Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LoliyYl Gbgizally platll glSg duwshylll 55k Sl

Module Objectives
Gyl 8oLl Colua]

At the end of this course, the learner should be able to:

o 0 M w

provide users with a convenient interface to use the computer system.
act as an intermediary between the hardware and its users, making it
easier for the users to access and use other resources.

manage the resources of a computer system.

To make the computer system convenient to usein an efficient manner.
hide the details of the hardware resources from the users.

provide users with a convenient interface to use the computer system.

Module Learning
Outcomes

8ol @daddl Ol y3e0
Aoy

1. Understanding Operating System Concepts:

Gain a solid understanding of operating system fundamentals, including
process management, memory management, file systems, and device
management.

Learn about the different types of operating systems, their
characteristics, and their role in managing computer resources

2. Windows Operating System:

Acquire comprehensive knowledge of the Windows operating system
architecture, features, and functionalities.

L earn to navigate and configure the Windows user interface and
manage system settings.

Develop skillsininstalling, configuring, and maintaining Windows
operating systems.

Gain proficiency in managing user accounts, file systems, and security
settings in Windows.

Learn to troubleshoot common issues and perform system optimizations
in Windows.

3. Linux Operating System:

Understand the Linux operating system structure, including the kernel,
shell, and file system.
Gain practical experience with Linux distributions (e.g., Ubuntu,




CentOS) and their installation and configuration.

Learn command-line operations and common Linux utilities for system
administration tasks.

Develop skillsin managing user accounts, permissions, and file systems
in Linux.

Explore Linux networking, security, and shell scripting.

Operating System Administration:

Learn the principles of operating system administration, including
system monitoring, performance optimization, and troubleshooting
techniques.

Understand the concepts of system backup and recovery, software
installation, and updates.

Gain knowledge of system security practices, including user
authentication, access control, and auditing.

. Application Software:

Understand the role and functionality of various application softwarein
an operating system environment.

Learn to install, configure, and manage common productivity tools such
as office suites, web browsers, and email clients.

Develop skillsin troubleshooting application issues and ensuring
software compatibility.

Indicative Contents
dolin Y wlgisal!

Introduction to Operating Systems:

Definition and purpose of operating systems

Evolution of operating systems

Types of operating systems (batch, multi-programming, multi-tasking,
real-time, etc.)

Windows Operating System:

Overview of Windows operating system versions (Windows 10,
Windows Server)

Windows file system and directory structure

Windows user interface and customization options

Windows system administration and management tools

User account management and permissions in Windows
Windows networking and network services

Linux Operating System:

Introduction to Linux distributions (Ubuntu, CentQOS, Fedora, etc.)
Linux file system hierarchy

Command-line operations and basic shell scripting

User and group management in Linux

Linux networking and network configuration




e Linux security and access control

4. Process Management:

e Process concepts and process states

e Process scheduling algorithms

e Process synchronization and inter-process communication
Process management in Windows and Linux

5. Memory Management:

e Memory hierarchy and virtual memory

e Memory allocation and deallocation techniques

e Paging and segmentation
Memory management in Windows and Linux

6. File Systems:

e File system organization and structure

o File operations and file access methods

o File system implementation and management

o File system security and permissions in Windows and Linux

7. Device Management:

e Device drivers and device management in Windows and Linux

e Input/output operations and techniques

e Disk management and storage technologies
Printers and printing management in Windows and Linux

8. Application Software:

e Introduction to common application software (office suites, web
browsers, email clients, etc.)

e Installation and configuration of application software

e Troubleshooting common application issues

e Compatibility and interoperability of applications across operating
systems

Learning and Teaching Strategies

oty el ol el

Strategies

B W

Lecturing offline mode, in class.
Flip class
Assignment, and quizzes.

. Hands-on and interactive activities.




Student Workload (SWL)
LCW‘ Yol (S PE g,JUaU LS""‘JJ“” d.o.?z_”

Structured SWL (h/sem) 33 Structured SWL (h/w) 5
i)l I3 CIUall elaziall gwhyddl Jasd! L gl Ul laziall gyl Jooul
Unstructured SWL (h/sem) 4 Unstructured SWL (h/w) ) g

Jradll s el elaziall xe guhll Jassl

b gonl Ul plaiiall e gulyldl Josull

Total SWL (h/sem)
Jradd] I3 Iall S syl Jasd!

75

Module Evaluation

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Formative Quizzes 2 10% (10) LO #1, #2 and #10, #11
assessment Assignments 2 10% (10) LO #3, #4 and #6, #7
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Material Covered
Introduction
1. What isan Operating System?
Week 1 2. Functions of Operating Systems
3. Operating System Types
4. Windows OS
5. Linux OS
OSstructures
Week 2 1. Computer hardware properties
2. Disk subsystems
Week 3 | Virtual memory management




1.Demand Paging (Advantages — Disadvantages)
2.Page Fault Service Time

3.Swapping

4.Thrashing

5.Performancein Virtua Memory

6.Frame Allocation

7. Paging Palicies

Week 4

CPU Scheduling algorithms

1.First Come First Serve (FCFS)
2.Shortest Job Next (SIN)

3.Priority Based Scheduling
4.Shortest Remaining Time

5.Round Robin Scheduling
6.Multiple-Level Queues Scheduling

Week 5

File systems

1. Attributes

2.Types

3.Operations

4.FILE DIRECTORIES
5.SINGLE-LEVEL DIRECTORY
6.TWO-LEVEL DIRECTORY
7.TREE-STRUCTURED DIRECTORY
8.FILE ALLOCATION METHODS
9.Disk Free Space Management

Week 6

Clouds & Virtualization

1.The Cloud Concept
2.Virtualization

Week 7

Disaster Recovery -DR

L.Introduction

2.Disasters Types

3.Disaster Recovery Planning
4.Alternative Work Sites

Week 8

Data Centers- DCs:

1.Introduction

2.General Structure Of DC
3.Basis DCs Standards
4.Networking Structure
5.Cabling Structuresin DCs

Week 9

Process concept in moldering OS

1.Need for Five-State Process Model
2.Execution of Processin Two-state Model
3.Possible State Transitions

Week 10

M ulti-processes

1.Introduction

2.What is a Multiprocessing Operating System?

3.Types of Multiprocessing OS

4.Working of Operating System

5.Multiprogramming and Multiprocessing Operating System




Week 11

Process synchronization
1.Critical section problem

2.Classical problem

Week 12

Shell and Shell scripting
1.Introduction Operating system shells
2.Types of Shellsin Operating Systems
3.Shell Scripting

Week 13

Concurrent programming.

L.Introduction

2.Principles of Concurrency

3.Concurrency Mechanisms

4.Problems in Concurrency

5.Real-World Applications of Concurrency

6.Future Directions for Concurrency in Operating Systems

Week 14

Secondary memory management and file systems

1.What Is Secondary Storage Management

2.What Are Secondary Storage Devices In Operating System
3.What Isthe Function of Secondary Storage Management?
4.The Different Storage Devicesfor Y our Compute
5.Examples.

6.Secondary Storage Management in Android

Week 15

Linux Kernel

1.Define Linux Kernel
2.What is Linux Operating System and Kernel
3.Figure

Week 16

Preparatory week beforethe final Exam

Learning and Teaching Resources
w:)).kﬁb M‘)JL@Q

Text

Available in the Library?

Remzi H. Arpaci-Dusseau and Andrea C. Arpaci-Dusseau,

Required Texts (2018). Hard-copy and electronic editions are available; the

PDF form is free.

Yes




Jerome Saltzer, and M. Kaashoek. RES.6-004 Principles of

Recommended Computer System Design: An Introduction. Spring 2009.

Texts Massachusetts Institute of Technology: MIT No
OpenCourseWare, License: Creative Commons BY-NC-SA
https://books.google.ig/books/about/Operating_Systems.htmI?id=0a-

Websites
ouwEACAAJ&redir_esc=y

Grading Scheme
oyl Jalases

Group Grade sl Marks % | Definition

A - Excellent sl 90 - 100 Outstanding Performance

B - Very Good BEevE 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors

D - Satisfactory osgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Alaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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M odule I nfor mation
Lol Hall salall il glaa

Module Title Advance Mathematics || Module Delivery
Module Type B Theory

Lecture
M odule Code ADMA 3201 OLab
ECTS Credits 4 Tutorial

O Practical
SWL (hr/sem) 100 O Seminar
Module Leve 3 Semester of Delivery

Networks

Administering Department engineering College | College of engineering
Module L eader e-mail @aliragia.edu.iq
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Nil e-mail Nil
Peer Reviewer Name e-mail
Saentific Committes Approva 01/06/2023 Version Number | 1.0

Relation with other Modules

AN Al all o) gall ae A8

Prerequisite module Advance Mathematics | (probability) Semester
Co-requisitesmodule None Semester

Module Aims, L ear ning Outcomes and | ndicative Contents

40L5 YY) Ol sinall g alil) il g Al jall Balall Calaal




M odule Objectives
ol Al salall Calaal

. Develop computational skills: Numerical analysis equips engineering

students with skills to use and develop numerical methods, algorithms,
and computational techniques for solving mathematical problems. This
Includes solving algebraic and transcendental equations, integration,
differentiation, and differential equations, which are commonly
encountered in engineering.

. Understanding error analysis: Error analysisis crucial in numerical

methods. Engineers need to understand the source of errors, how to
minimize them, and how to estimate the error in a given solution.
Understanding and managing numerical errors can make a significant
difference in the reliability and accuracy of engineering designs.

. Modeling and Simulation: Numerical analysis aids in the development

and improvement of mathematical models and simulations. Thisis
critical in engineering as it allows for the prediction of system behavior
before implementation, thus saving resources and increasing efficiency.

. Interpolation and Approximation: Engineers often need to work with

discrete data points and infer a continuous function. Numerical analysis
aimsto provide an understanding of various techniques for interpolation
and approximation of functions.

. Solving complex systems of equations: Engineers frequently

encounter large, complex systems of equations, especially in fields like
structural or electrical engineering. Numerical analysis provides
efficient methods to solve such systems, which would be difficult or
impossible to solve analytically.

. Optimization: Many engineering problemsinvolve finding an optimum

solution, such as minimizing costs or maximizing efficiency. Numerical
analysis provides the theoretical background for optimization
algorithms.

. Understanding limitations of numerical methods: Not every problem

can be solved with every method, and every method has its limitations.
Numerical analysis aimsto help understand when to apply which
method and what to expect from it.

Module L earning
Outcomes

ol Hall 3alall aladl) s j3a

. Roots Finding Methods - Bisection and Newton-Raphson:

a. Understand the concepts and principles of bisection and
Newton-Raphson methods.

b. Apply these methods to find the roots of equations.

c. Analyze the convergence and accuracy of these methods.

. Roots Finding Methods - Secant and Fixed Point:

a. Understand the concepts and principles of the secant and fixed
point methods.

b. Apply these methods to find the roots of equations.

c. Evauate the advantages and limitations of these methods.

. Curve Fitting - Introduction and Least Square Regression Line:

a.  Understand the concept and importance of curve fitting.

b. Apply the least square regression line method to fit a straight
line to agiven set of data points.

c. Interpret the parameters of the regression line and assess the
quality of the fit.

. Interpolation - Newton, Lagrange, and Hermit:

a. Understand the concept and purpose of interpolation.
b. Apply the Newton's forward, backward, and divided differences




methods for interpolation.
c. Apply the Lagrange polynomial and Hermit interpolation
methods for interpolation with unevenly spaced data points.
5. Interpolation - Spline Interpolation:
a. Understand the concept and advantages of spline interpolation.
b. Apply spline interpolation methods to approximate a function
using piecewise polynomials.
c. Evaluate the smoothness and accuracy of spline interpolation.
6. Numerical Differentiation:
a Understand the concept and importance of numerical
differentiation.
b. Apply numerical differentiation methods, such as finite
differences, to approximate derivatives.
c. Assessthe accuracy and limitations of numerical differentiation.
7. Numerica Integration - Trapezoidal, Simpson 1/3, and Simpson 3/8
Rules:
a. Understand the concept and purpose of numerical integration.
b. Apply the trapezoidal, Simpson 1/3, and Simpson 3/8 rules to
approximate definite integrals.
c. Anayze the accuracy and convergence of these numerical
integration methods.
8. Numerical Solutions of ODEs - Euler Method and Runge-Kutta
Method:
a Understand the concept of numerical solutions for ordinary
differential equations (ODES).
b. Apply the Euler method and Runge-Kutta methods to
approximate solutions of ODEs.
c. Evauate the accuracy and stability of these numerical methods.
9. Numerical Solutions of Linear Systems - Gauss-Elimination, Gauss-
Seidel, and Jacobi Methods:
a. Understand the concept and importance of numerical solutions
for linear systems.
b. Apply the Gauss-Elimination, Gauss-Seidel, and Jacobi methods
to solve linear systems.
c. Assess the efficiency, accuracy, and convergence of these
numerical methods.

I ndicative Contents
Aala ) Gl giaal)

Indicative content includes the following.

1. Introduction to Numerical analysis
Basic principlesin numerical analysis
Types and most common errors

2. Rootsfinding solutions
Bisection method
Newton — Raphson method
Secant method
Fixed point method

3. Curvefitting

e Least squareregression line
e Interpolation




Newton (Forwards , Backwards, divided differences)
Lagrange polynomial
Hermit interpolation
Spline interpolation
4. Numerical Differentiation
5. Numerical Integration
(Trapezoidal , Simpson 1/3 , Simpson 3/8 ) rules
6. Numerical Solutions of ordinary differential equation
(Euler and Runge — Kutta ) methods.
7.Numerical Solutions of linear systems
( Gauss elimination , Gauss Seidel , Jacobi ) .

L earning and Teaching Strategies

adal) Al ila i

Strategies

Student acquiring a genera definition of numerical analysis and how to apply it
in other sciences, studying the numerical methods used in the solutions of
differential equations and linear and nonlinear systems, being able to deal with
functions and their derivatives and integrals in an integrated analytical context,
the ability to link vital topics to numerical analysis and find potential solutions
for them, real or hypothetical

Student Workload (SWL)

Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Jadl) JA Ul il ol jall Jaall Lo saul calldall alaiiall sl 5l Jaall

Unstructured SWL (h/sem) 52 Unstructured SWL (h/w) 34
daadl) J3a Cllall aliidl) ye sl ) Jaall L sand allall alaiidl) jue aad ) Jaal) '

Total SWL (h/sem)

Juaill J3a Gl IS il ) Jasl)

100




M odule Evaluation

a,.u.u\)ﬂ\ alall (""‘93
_ _ Relevant Learning
Time/Number | Weight (Marks) | Week Due
Outcome
Quizzes 3 15% (15) 3,7and12 | LO#3,#5and #9
_ Assignments 2 15% (15) land5 LO#1,#2and #3

Formative -

Projects/ Lab.
assessment

11, 12 and

Report 1 10%(10) 13 LO#8 and #9
Summative | Midterm Exam 2hr 10% (10) 8 LO#1-#5
assessment Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
B o sl Zlgidll

Material Covered

Week 1 | Literature review, errors, Roots finding ( Bisection / Newton — Raphson) methods
Week 2 | Rootsfinding ( Secant / Fixed point) methods

Week 3 | CurveFitting : Introduction , Least square regression line

Week 4 | Least square regression line : the best fit

Week 5 | Interpolation : Newton ( Forwards , Backwards, divided differences)
Week 6 | Interpolation : Lagrange polynomial , Hermit interpolation

Week 7 | Interpolation : Splineinterpolation

Week 8 | Mid exam

Week 9 | Numerical Differentiation

Week 10 | Numerical Integration : (Trapezoidal , Simpson 13 , Simpson 3/8 ) rules
Week 11 | Numerical Solutions of ODE' : Euler Method , Runge - Kutta Method
Week 12 | Numerical Solutions of Linear Systems : Gauss — elimination

Week 13 | Numerical Solutions of Linear Systems : Gauss— Seidel

Week 14 | Numerical Solutions of Linear Systems : Jacobi method

Week 15 | Term exam + tutorial

Week 16 | Preparatory week beforethefinal Exam




L ear ning and Teaching Resour ces
U"“.'?Jﬂ‘ﬁ ela.\]\ _)JLA.A

Text Availablein theLibrary?
_ 1-Advanced engineering mathematics by Erwin Krizge
Required Texts yes
1. Numerical methods by Babu Ram.
Recommended . . . .
Texts 2. Applied mathematics journals, schaum seriesin numerical no
analysis
Websites
Grading Scheme
Group Grade Prscal Marks% | Definition
A - Excedllent Dl 90-100 | Outstanding Performance
B - Very Good EENREEN 80 - 89 Above average with some errors
Success Group =5 - 70-79 | Sound work with notabl
(50 - 100) - Goo - und work with notable errors
D - Satisfactory Lo g 60 - 69 Fair but with major shortcomings
E - Sufficient J e 50 - 59 Work meets minimum criteria
Fail Group FX — Fail (Aalladll 28) ol | (45-49) More work required but credit awarded
(0-49) F — Fall ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails' so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
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Module Title COMPUTER NETWORK Module Delivery
Module Type Core Theory

O Lecture
Module Code CONE 3206

Lab
ECTS Credits 6 Tutorial

O Practical
SWL (hr/sem) 150 O Seminar
Module Level uall Semester of Delivery Four
Administering Department Network College Engineering
Module Leader .satea hikmat alnajja e-mail E-mail
Module Leader’s Acad. Title assit.prof.dr Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail

ientifi . A |

SD(:::U ic Committee Approva 01/06/2023 Version Number

Relation with other Modules

6 AY) Al )l gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
4L5 Y1 il sinall g alail) il g Al all salall Calaa

Module Objectives

Al all 3aldl Calaal

This course studies the standard models for the layered approach to
communication in a network, and the main characteristics of data transmission
across various physical link types. It considers how to design networks and
protocols for diverse situations, analyses severa application and support
protocols from a distributed systems viewpoint, and identifies significant

problem areas in networked communications

Module Learning
Outcomes

Al pall 3alall aladl) s j3a

1. Giving students a clear picture of how network applications are the
raison of the computer network.

2. Understand and describe the layered model.

3. Conceptual, implementation aspects of network application protocols,
furthermore examining popul ar application-level protocols

4. Understand how two entities can communicate reliably over an
intermediary that may lose and corrupt data. Through a series of
increasingly complex (and redlistic!) scenarios, we'll show in another
course how these principles are embodied in TCP, the Internet
Connection-Oriented Transport Protocol.

5. Learn exactly how the network layer implements the host-to-host
communication service. Also a study of the network servicesit can
provide. We’ll then examine structuring network-layer packet
delivery—the datagram and the virtual-circuit model and see the
fundamental role that addressing playsin delivering a packet to its
destination host.

6. Giving an understanding of the nature of wireless and mobile networks
isvital for adiscussion of wireless links,, and networks, and their
relationship to the larger networks they connect.




Indicative Contents
Lol ) el sinall

In the fourth stage of studying Computer Network II, you will typically explore
more advanced topics related to computer networks and their operation.
Building upon the foundational knowledge acquired in earlier stages, here are
some indicative contents you may encounter:
Network Address Translation (NAT):

- NAT types and their applications (Static NAT, Dynamic NAT, PAT)

- NAT traversal techniques

- NAT overload and its implications

- NAT and IPv6 transition mechanisms
Virtual Local Area Networks (VLANSs):

- VLAN concepts and benefits

- VLAN tagging (802.1Q)
Network Troubleshooting:

- Troubleshooting methodologies and best practices

- Network diagnostic tools (ping, traceroute, nslookup, etc.)

- Packet capture and analysis (Wireshark)

- Common network issues and their resolution
Network Virtualization:

- Virtual networks and overlays

- Virtual switches and routers

Learning and Teaching Strategies

a5 el ilasi) i

1. Lecturing offline mode, in class.

Strategi 2. Flipclass
rategies 3. Assignment, project and quizzes.
4. Hands-on and interactive activities.
Student Workload (SWL)
Lc}_u.n\ NOJQW&._AMGM‘JJ‘ Jaall

Structured SWL (h/sem) 29 Structured SWL (h/w) c
dhadl) A Ul adaiiall ol all Jasl) be saad Ul alsiiall sl Hall sl
Unstructured SWL (h/sem) = Unstructured SWL (h/w) 47
Jeaadll I lUall aliiiall e ol ) Jaal) Lo pansd Ul aliinall el 5l Jall :
Total SWL (h/sem) 150
Juadll P& llall S il jal) Jaadl




Module Evaluation

Al al) Balall ands
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 0 0% (0) - -

Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 4hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Computer Networks and the Internet, A Services Description , Network Edge, handshaking

Week 1
protocol.
Access Networks, Access in the Enterprise (and the Home): Ethernet and Wi-Fi, Wide-Area
Week2 | Wireless Access: 3G and LTE Protocol Layers and Their Service Models, layered
Architecture, Encapsul ation.
week3 | The Network Core, Packet Switching, Store-and-Forward Transmission, Queuing Delays and
Packet Loss, Circuit Switching.
Weeka | Multiplexing in Circuit-Switched Networks frequency-division multiplexing (FDM) and
time-division multiplexing (TDM).
y Packet Switching Versus Circuit Switching, Delay, Loss, and Throughput in Packet-Switched
Week 5
Networks, Delay in Packet-Switched Networks
Types of Delay, Processing Delay, Queuing Delay, Transmission Delay, Propagation Delay,
Week 6 | Queuing Delay and Packet Loss, Packet Loss, End-to-End Delay, Throughput in Computer
Networks
Midterm + Application-Layer Protocols, round-trip time
Week7 | (RTT)RTT ,HTTP Message Format , HTTP Request Message HT TP Response Message
The Conditional GET and POST mouthed
Week g | Transport Services Provided by the Internet, TCP Services,UDP Services, Overview OF

DNS.




Week 9

User-Server Interaction: Cookies, Web and HTTP, Web Caching, Web Server, Web Proxy,
Bottleneck between an institutional network and the Internet.

Week 10

Introduction and Transport-Layer Services, Relationship Between Transport and Network Layers,
TCP Segment Structure, UDP Segment Structure, Principles of Reliable Data Transfer, Reliable Data
Transfer over a Perfectly Reliable Channdl: rdt1.0, Sequence Numbers and Acknowledgment
Numbers, TCP handshake

Week 11

Relationship Between Transport and Network Layers, Connectionless Transport: UDP,
Segment Structure, Principles of Reliable Data Transfer, Building a Reliable Data Transfer
Protocol .  Principles of Congestion Control

Week 12

Network Service Models, Virtual Circuit and Datagram Networks, Datagram Networks,
What’s Inside a Router , The Internet Protocol (IP): Forwarding and Addressing in the
Internet, Datagram Format, |P Datagram Fragmentation, |Pv4 and IP6Addressing, Network
Address Translation (NAT) .

Week 13

TheLink Layer:Links, Access Networks, and LANS, The Services Provided by the Link Layer,
Where Isthe Link Layer Implemented?, Ethernet, Ethernet Frame Structure, Ethernet Technologies,
Link-Layer Switches, Forwarding and Filtering, Switches Versus Routers, Virtual Local Area
Networks (VLANS),

Week 14

Wireless and Mobile Networks Introduction, The 802.11 Architecture, Wireless Links and Network
Characteristics, Code division multiple access (CDMA), The IEEE 802.11 Frame ,The 802.11 MAC
Protocol

Week 15

Wireless LANSs, Dealing with Hidden Terminals: RTS and CTS, Cellular Network Architecture, 2G:
Voice Connections to the Telephone Network, Radio Access Network, Mobility Management:
Principles, Routing Callsto aMoabile User, Handoffsin GSM, Wireless and Mobility.

Week 16

Preparatory week before the final Exam

Learning and Teaching Resources
U’“:’Jﬂ\} (‘Ja:\” J.JL».AA

Text Available in the Library?

Computer Networking: A Top-Down Approach., this
reference has been adopted for use at many hundreds of

colleges and universities, translated into 14 languages, and

Required Texts Yes

used by over one hundred thousand students and

practitioners worldwide. And it has been adopted as a

source.




Recommended
none
Texts
Computer Networking: A Top-down Approach - James F. Kurose, Keith W. Ross - Google
Websites
Books
Grading Scheme
Group Grade sl Marks % Definition
A - Excellent bl 90 - 100 Outstanding Performance
s G B - Very Good [RENRTEN 80-89 Above average with some errors
(:(;:celsgo) roup C - Good RYES 70-79 Sound work with notable errors
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX — Fail (Aadladl 28) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail Cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://books.google.iq/books/about/Computer_Networking.html?id=NPVSzQEACAAJ&redir_esc=y
https://books.google.iq/books/about/Computer_Networking.html?id=NPVSzQEACAAJ&redir_esc=y

MODULE DESCRIPTION FORM
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Module Information
daly ! B3l ologlas

Module Title Control Engi neeri ng Module Delivery
Module Type Core Theory

O Lecture
Module Code COEN 3203 Lab
ECTS Credits 6 [ Tutorial

O Practical
SWL (hr/sem) 150 O Seminar
Module Level uGlll Semester of Delivery Six
Administering Department Network Engineering | College Engineering
Module Leader Ahmed Sabah Noori e-mail asabah22@gmail.com
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
SDZ:::tiﬁc Sl T 01/06/2023 Version Number | 1.0

Relation with other Modules

3 Ayl Slgall ao dBMall

Prerequisite module

Signal and Systems

Semester

Five

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

1. Introducing the basic principles, techniques and applications of modern
control engineering.

2. Study methods for designing and analyzing modern control systems

Module Objectives 3. To derive mathematical models of mechanical systems and electrical

Gyl Balad) Lol systems.

4. To predict the effects on the location of the closed-loop poles of varying the gain
value in control systems.

5. To Design solutions based on modern control systems for realistic and engineering
problems.
Use MATLAB to obtain responses of control systems to various inputs.

1. Introduction to control systems, includes examples and applications of
control systems

2. State the design of open and closed control systems. Also, the advantages
and disadvantages of using each system.

3. Mathematical modeling of control systems that are described by linear
differential equations. Specifically, transfer function expressions of
differential equation systems are derived.

4. Derives mathematical models of various mechanical and electrical systems
that appear frequently in control systems.

Module Learning 5. Reduce a block diagram of multiple subsystems to a single block representing
Outcomes the transfer function from input to output.

6. How to obtain state-space expressions of differential equation systems are
Bolol) @laill olory5eo derived. Using MATLAB to transform mathematical models from transfer
o)y functions to state-space equations and vice versa.

7. Describe quantitatively the transient response of first-order systems

8. Write the general response of second-order systems given the pole location

9. Find the damping ratio and natural frequency of a second-order system

10. Find the settling time, peak time, percent overshoot, and rise time for an
underdamped second-order system

11. Find the steady-state error for a unity feedback system. Also, specify a
system’s steady-state error performance.

12. State the properties of a root locus. As well as, find the coordinates of points
on the root locus and their associated gains.

Indicative content includes the following.

Introduction to control systems- terms definitions, objectives, applications,

s s A s classifications, design, process, advantages & disadvantages of open and closed

Aol Y wlgisad!

control systems. [6 hrs]

Mathematical models — linear differential equations, transfer function, state-space,
mechanical & electrical systems, block diagram reduction, Matlab coding for math.
models. [25 hrs]




Time response analyses — 1st order system, 2nd order systems, transient response,
damping ratio and natural frequency of a second-order system, steady-state error,
routh’s stability criterion. [17 hrs]

Control system analysis and design by Root-locus plots, plotting root loci manually and
by MATLAB. [12]

Learning and Teaching Strategies

oty el ol el

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple experiments involving some sampling activities that
are interesting to the students.

Student Workload (SWL)
LCW‘ Yol O guwen Jlal stbJJ\ el

Structured SWL (h/sem) 64 Structured SWL (h/w) 4
el I CIlall elasiall bl Josxdl b genl Clall laiiall (gl Jo|

Unstructured SWL (h/sem) 86 Unstructured SWL (h/w) .
Jradll IS LIl elaniadl e quhdl Joxxd! L gl (JUal) @laiall e (bl Josndl

Total SWL (h/sem)

il M5 CIUal U1 gyl Jass) 150

Module Evaluation

. . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome

Quizzes 2 5% (5) 5and 10 LO #2, #3 and #4, #5
Formative

Assignments/
assessment . 2 5% (5) 2and 12 LO #6, #7 and #8-#9

Projects
Summative Midterm Exam 2hr 30% (30) 8 LO #1 - #6
assessment Final Exam 3hr 60% (60) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Introduction and examples of control systems
Week 2 Closed-Loop Versus Open-Loop Control systems
Week 3 Mathematical Modeling & Transfer Function
Week 4 Mathematical Modeling of Electrical Systems
Week 5 Mathematical Modeling of Mechanical Systems
Week 6 Block Diagram Reduction
Week 7 Modeling in State Space
Week 8 Mid-exam & Modeling in State Space
Week 9 The Time Response Of First-Order Systems
Week 10 | The Time Response Of Second-Order Systems
Week 11 | Transient and Steady-State Response Analyses
Week 12 | Steady-State Errors
Week 13 | Routh’s Stability Criterion
Week 14 | Root-Locus Plots
Week 15 | Examples of Root-Locus Plots
Week 16 | Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Week 1,2 Introduction, plot signals
Week 3,4 Transfer Function, Roots
Week 5,6 State Space
Week 7,8 Block Diagram Reduction
Week 9,10 | Time Response Of First-Order Systems
Week 11,12 | Time Response Of Second-Order Systems
Week 13,14 | Root-Locus Plots




Learning and Teaching Resources
wy.ﬁb M‘)Qw

Text Available in the Library?

. Modern Control Engineering” by Ogata K., 5th Edition.
Required Texts Yes
Control system engineering, N. S. Nise 6th edition.

Recommended

Linear Control System Analysis and Design By Dazzo 2™ edt. No
Texts
Websites https://www.mathworks.com/solutions/control-systems.html
Grading Scheme
Ol gl abaseo
Group Grade sl Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good BEevE 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory osgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
daly ! B3l ologlas

Module Title Di gital Si gnal pr ocessi ng Module Delivery
Module Type Core Theory

O Lecture
Module Code DISP 3202

O Lab
ECTS Credits 2 [ Tutorial

[ Practical
SWL (hr/sem) 50 O Seminar
Module Level ualil Semester of Delivery Six
Administering Department Network Engineering | College College of engineering
Module Leader Ahmed Sabah Noori e-mail asabah22@gmail.com
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail

ientifi . A |

SD:::“ ic Committee Approva 01/06/2023 Version Number | 1.0

Relation with other Modules
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Prerequisite module

Signals and Systems

Semester

Five

Co-requisites module

Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

Module Objectives
Gyl Baledl Colual

The objective of this course is to develop an understanding of the basic ideas of the

Digital Signal encountered in engineering. Focus will be on the methods for

characterizing and analyzing Discrete-time signals and systems. Students will learn

some transform techniques (Fourier transform, z-transform) that are useful for the

understanding of Digital communication systems, Feedback control systems, Satellite

and mobile communications, and Digital image processing.

Module Learning
Outcomes

Balal) elatll Oy
daly I

On completion of the course, student will be able to:

1.
2.

Understand the fundamentals of signal sampling.

Express the concepts of Discrete signals and systems and their different types
which can be used in a wide variety of disciplines in engineering.

Identify and report system properties such as causality, stability, linearity, and
time invariance etc.

Apply the convolution sum formulas to determine the output of discrete time
systems.

Understand and resolve the Discrete time signals in frequency domain using
Fourier series and Fourier transforms, and Fast Fourier Transform.

Understand the concept of z-transform and its and develop the ability to
analyze the system in z- domain.

Understand the concept of digital filter design and develop the ability to design
filters using different methods.

Indicative Contents
Aol Y wlgisad!

Indicative content includes the following:

Sampling of continuous-time signals.

Basic signals of Discrete time.

Discrete time Signals and Their Classification - Continuous time (CT) and
Discrete Time (DT) signals, Periodic & Aperiodic signals, Deterministic &
Random signals, Energy & Power signals.

Operations on Discrete time Signals

Properties of Discrete time systems.

Discrete time System Impulse response Evaluation.

Signal convolution methods (Graphical method, Table method, mathematical
method).

Representation of Discrete Fourier transform and its properties.

Discrete Fourier series (DFS)

Fast Fourier Transform (FFT)

Introduction to Z-transform and its properties.

Digital FIR Filter Analysis and design

Digital IIR Filter Analysis and design - Butterworth Analog Filters

Digital IIR Filter Analysis and design - Cheby-Chev Analog Filters




Learning and Teaching Strategies

oty alatl ol

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple reports involving some sampling activities that are
interesting to the students.

Student Workload (SWL)
e guanl 10 J gunen clall gyl Jasell

Structured SWL (h/sem) 33 Structured SWL (h/w) 3
el s CIall elaziedl (golyldl Josdd! e gueanl Ul @latiall byl Josnll

Unstructured SWL (h/sem) 17 Unstructured SWL (h/w) c
el M LIl elaziedl e gehyldl Josxd! L gl CUal) @latiall e (ol ool

Total SWL (h/sem)

Gt s LIl g&J\ Ll Jomxdl >0
Module Evaluation
duwly ) B3Le) unds
Time/Number Weight (Marks) Week Due Relevant Learning

Outcome
Formative Quizzes 2 5% (5) 5and 10 LO #1, #2 and #5, #6
assessment Assignments 2 5% (5) 2 and 12 LO #2, #3 and #6, #7
Summative Midterm Exam 2hr 30% (30) 7 LO#1-#4
assessment Final Exam 3hr 60% (60) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Syl (£ gl Zlghol)

Material Covered

Week 1 Fundamental Concepts of Discrete Signals and Systems - Introduction

Week 2 Sampling of continuous-time signals: the sampling theorem, Aliasing, Nyquist rate.

Week 3 Discrete time signal types and operations on Discrete time signals.

Week 4 Discrete time system types and properties.

Week 5 Discrete time System Impulse response Evaluation

Week 6 Discrete time System convolution (Graphical method, Table method, mathematical method)




Week 7 Mid-term Exam, Discrete time System convolution

Week 8 Introduction to Discrete Fourier transform and its properties
Week 9 Discrete Fourier series (DFS)

Week 10 | Fast Fourier Transform (FFT)

Week 11 | Introduction to Z-transform and its properties.

Week 12 | Digital FIR Filter Analysis and design

Week 13 | Digital IIR Filter Analysis and design - Butterworth Analog Filters
Week 14 | Digital IIR Filter Analysis and design - Chebychev Analog Filters
Week 15 | Examples on Digital & Analog Filters

Week 16 | Preparatory week beforethefinal Exam

WJ.J.SJb M‘)Jw

Learning and Teaching Resources

Text Available in the Library?
Digital Signal Processing: Principles, Algorithms and
Required Texts Applications, Prentice Hall John G. Proakis, Dimitris K Yes

Manolakis., 1992.

Recommended Discrete-Time Signal Processing by A. V. Oppenheim and R.
Texts W. Schafer, 1999. yes
Websites https://www.coursera.org/learn/ Digital signal processing
Grading Scheme
©loyadl Jalaseo
Group Grade pdadl Marks % | Definition
A - Excellent kel 90 -100 Outstanding Performance
B - Very Good (BESNVES 80 -89 Above average with some errors
(Ssuc;:tiels;oG)roup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX — Fail (Al 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module Information
dnyl 83ladl loglas

Module Title I nternet of thi ngs Module Delivery
Module Type Core Theory
Lecture
Module Code INTH 3205 X Lab
ECTS Credits 6 [ Tutorial
[ Practical
SWL (hr/sem) 150 [ Seminar
Module Level uGlll (3) Semester of Delivery Six (2)
Administering Department NE College Type College Code
Module Leader Aya Ayad Hussein e-mail Aya.ayad.it@gmail.com
Module Leader’s Acad. Title Assistant lecturer Module Leader’s Qualification M.sc
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
SDca:::t'f'c Committee Approval 01/06/2023 Version Number | 1.0




Relation with other Modules
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Prerequisite module None Semester

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents
LolinYl Sbgizally pladll g5 dushydll 55kl CSlua]

The Internet is evolving to connect people to physical things and physical things to
other physical things all in real time. It's becoming the Internet of Things (loT). The
course enables the student to understand the basics of the Internet of Things and
protocols. It introduces some of the application areas where the Internet of Things can
Module Objectives be applied. Students will learn about middleware for the Internet of Things. To
o)yl Balad) Lol understand the concepts of the Web of Things

In addition, The Internet of Things (loT) is the network of physical objects in which
microprocessors and wireless radios are embedded to intelligently serve people in a
collaborative manner. In the future, 10T is expected to revolutionize many areas of
human life i.e., agriculture, healthcare, transportation, manufacturing, engineering,
etc. This course covers the conceptual understanding of loT fundamentals.

On successful completion of the course, students will be able to:

1. Understand the various concepts, terminologies, and architecture of loT
systems.

2. Design loT system hardware and software.

Module Learning 3. Use sensors and actuators for the design of loT.
Outcomes

4. Understand various protocols for the design of loT systems.
3alell Pl,.~.}| Ol yen 5. Use various techniques of data storage and analytics in loT.
dplylll 6. Understand various applications of loT.

7. Understand APIs to connect loT-related technologies.

8. be able to design and deploy multiple loT devices (Raspberry bi & Arduino)
that could connect to the gateway.

9. Apply professional skills to solve industry problems using loT approaches.




e Whatis the loT and why is it important?

L e Protocol Standardization for loT
Indicative Contents

e |oT Open-source architecture (OIC)

LaléyYl Obgiza]l
e e Web of Things versus Internet of Things
e |oT applications for the industry
Learning and Teaching Strategies

1. Lecturing offline mode, in class.
Strategies 2. Assignment, project and quizzes.

3. Hands-on and interactive activities.

Student Workload (SWL)
LCW‘ Yol O guweo g,JUalJ stb.JJ\ Jed

Structured SWL (h/sem) 64 Structured SWL (h/w) 426
duadl! I3l CJlall alaiall (bl Jasxd! e gael CIal) @laziall gyl Jazel '
Unstructured SWL (h/sem) 86 Unstructured SWL (h/w) 5 73
i)l I CIlall clasiall e gobldl Joodll e ol CUall elatiadl pe gyl Josnll '
Total SWL (h/sem) 150
Juad)l s CIlall SII ) Joel

Module Evaluation

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #9, #10
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #7, #8 and #13
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

e (Class Overview

e Fundamentals of loT:

Introduction, Definitions & Characteristics of loT

Week 1
= |oT Architectures
=  Physical & Logical Design of loT
e Fundamentals of loT (continued):
= Enabling Technologies in loT
= History of loT
Week 2 =  About Thingsin loT
= The Identifiers in loT
= About the Internet in loT
= |oT frameworks
= JoT and M2M.
e |oT simulation Enviroment :
= Definition, Types of Sensors and Actuators, Examples, and Working
= |oT Development Boards:
Week 3 = Arduino IDE and Board Types
= Raspberry Pi Development Kit
= RFID Principles and components
e Intro to Course Project
¢ loT Node configuration and data processing:
W e  Wireless Sensor Networks:

History and Context
The node, Connecting nodes, Networking Nodes.

WSN and loT.




Week 5 Project Proposal Presentations

e loT Networking and Communications Basics
= Protocol Standardization for loT

Week 6 = Efforts

=  M2M and WSN Protocols

= SCADA and RFID Protocols

¢ loT Networking and Communications Basics (continued) :

e Protocols:

= |EEE802.15.4

= BACnet
Week 7 = Modbus

= KNX

= Zighee

= Network layer

= APS layer

Week 8 loT System Energy Consumption

e |OT ARCHITECTURE

= |oT Open-source architecture (OIC)

Week 9
= OIC Architecture & Design principles
= |oT Devices and deployment models
e 10T ARCHITECTURE (continued)
e |oTivity: An Open source loT stack
Week 10 = Overview

= |oTivity stack architecture

= Resource model and Abstraction.

Week 11 | Monthly exam




Week 12 | Security in loT
I0T APPLICATIONS
Week 13 e |oT applications for the industry
e Future Factory Concepts
e Brownfield loT
I0T APPLICATIONS (continued)
e Smart Objects
Week 14 e Smart Applications
e Study of existing loT platforms /middleware
e |oT- A, Hydra etc.
Week 15 | Presentations and Final Project Demonstrations
Week 16 | The preparatory week before the Final Exam
Delivery Plan (Weekly Lab. Syllabus)
Material Covered
Lab 1:
Week 1 introduction to raspberry pi and Arduino lab
introduction to Programming Language: Python
Week 2 Lab 2: Getting started with Raspberry Pi, Install Raspbian on your SD card
Week 3 Lab 3: Linux basic commands.
Week 4 Lab 4: Coding simple programs in Python.
Lab 5: How to use Python-based IDE (integrated development environments) for the Raspberry Pi
Week 5
and how to trace and debug Python code on the device
Week 6 Lab 6: How to have your Raspberry Pi interact with online services using public APls and SDKs.
Lab 7: Arduino basic setup, how to install it and use it, shields to extend the functionality of an
Week 7
Arduino-based system.
Learning and Teaching Resources
L)"’:.JJMB ‘ol.«.ﬁ‘)al.,a.n
Text Available in the Library?
Required Texts e Francis daCosta, “Rethinking the Internet of Things: A Yes
Scalable Approach to Connecting Everything”, 1st
Edition, Apress Publications, 2013




Olivier Hersent, David Boswarthick, and Omar

Elloumi, — “The Internet of Things: Key

Applications and Protocols”, WileyPublications
“RASPBERRY PI ASSEMBLER”, Roger Ferrer
Ibanez, Cambridge, Cambridgeshire, U.K.,William J.

Pervin, Dallas, Texas, U.SA.

Vijay Madisetti and ArshdeepBahga, — “Internet of

Recommended ° ) .
Things (A Hands-on-Approach)”, 1st Edition, VPT, No
Texts 2014.
Websites https://www.coursera.org/specializations/iot
Grading Scheme
CJL?-)J.H Lo
Group Grade el Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good I dae 80 -89 Above average with some errors
(S:(;:tielsgoG)roup C - Good NVes 70-79 Sound work with notable errors
D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axlaadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
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Module Title ANTENNA AND PROPAGATION | Module Delivery

Module Type Core Theory
X]
Module Code ANPR 3204 oeure
ECTS Credits 6 [ Tutorial
O Practical
SWL (hr/sem) 150 O Seminar
Module Level 3 Semester of Delivery 6
Administering Department Network College Engineering
Module Leader MOHAMMED KHALID e-mail ALOBAIDI.M.K.I@GMAIL.COM
Module Leader’s Acad. Title lecturer Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
SDZ:::tiﬁc Sl T 01/06/2023 Version Number | 1.0
Relation with other Modules
6 AY) Al )l gall ae A8
Prerequisite module MAT201 Semester 3
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
Gyl Baladl Colual

1. Understanding Antennas: The module aims to provide students with a solid
foundation in the principles and theory of antennas. This includes
understanding the different types of antennas, their characteristics, and their
applications in various communication systems.

2. Radiation Fundamentals: Students are expected to gain knowledge about the
fundamental concepts of electromagnetic radiation, including the generation,
propagation, and reception of electromagnetic waves. This includes
understanding concepts such as polarization, radiation patterns, and antenna
gain.

3. Antenna Parameters and Performance: The module aims to familiarize
students with the different parameters that describe the performance of
antennas. This includes concepts such as impedance, bandwidth, efficiency,
and directivity. Students should be able to analyze and evaluate the
performance of antennas based on these parameters.

4. Antenna Design and Analysis: The module aims to develop the skills necessary
for designing and analyzing antennas. Students will learn about various design
techniques, simulation tools, and optimization methods used in antenna
design. They will also gain practical experience in designing antennas for
specific applications.

5. Propagation of Electromagnetic Waves: The module aims to provide an
understanding of how electromagnetic waves propagate through different
media, such as free space, atmosphere, and various materials. This includes
studying the concepts of path loss, multipath propagation, fading, and other
propagation phenomena.

6. Applications and Emerging Technologies: The module aims to explore the
practical applications of antennas and propagation in various fields, such as
wireless communications, satellite systems, radar systems, and wireless
sensor networks. It may also cover emerging technologies and trends in
antenna design and propagation.

Module Learning
Outcomes

Balol) @latll olorysen
EWINY]

1. Knowledge of Antenna Types and Characteristics: Students will gain a
comprehensive understanding of various antenna types, such as wire
antennas, aperture antennas, and array antennas. They will learn about the
characteristics and properties of different antennas, including radiation
patterns, impedance, bandwidth, and polarization.

2. Understanding of Electromagnetic Wave Propagation: Students will develop a
solid understanding of how electromagnetic waves propagate through
different media, including free space, atmosphere, and various materials.
They will learn about concepts such as path loss, diffraction, reflection,
refraction, scattering, and multipath propagation.

3. Ability to Design and Analyze Antennas: Students will acquire the skills to
design and analyze antennas for specific applications. They will learn design




10.

11.

techniques, simulation tools, and optimization methods used in antenna
design. They will be able to evaluate antenna performance based on
parameters such as impedance matching, radiation efficiency, and directivity.
Familiarity with Antenna Measurement Techniques: Students will learn about
the different measurement techniques used for characterizing antennas.
They will gain hands-on experience with antenna measurement equipment
and learn how to interpret measurement results. They will also understand
calibration procedures and sources of measurement errors.

Application of Antenna and Propagation Principles: Students will be able to
apply their knowledge of antennas and propagation to practical applications.
They will understand how antennas are used in various communication
systems, including wireless networks, satellite systems, radar systems, and
wireless sensor networks. They will also be aware of emerging technologies
and trends in antenna design and propagation.

Analytical and Problem-Solving Skills: Through coursework and practical
exercises, students will develop analytical and problem-solving skills related
to antenna design, analysis, and propagation. They will be able to analyze
complex antenna systems, identify potential issues, and propose appropriate
solutions.

Communication and Presentation Skills: Students will enhance their
communication and presentation skills through assignments, projects, and
presentations related to antennas and propagation. They will learn how to
effectively communicate their ideas, designs, and findings to both technical
and non-technical audiences.

Analysis of Antenna Performance in Different Environments: Students will
learn to analyze the performance of antennas in various environmental
conditions. They will understand the impact of different factors such as
terrain, buildings, and atmospheric conditions on signal propagation and
antenna performance. They will gain the ability to assess and optimize
antenna performance for specific deployment scenarios.

Knowledge of Advanced Antenna Technologies: Students will be exposed to
advanced antenna technologies and concepts. This may include topics such
as smart antennas, phased arrays, beamforming, and adaptive antenna
systems. They will understand the principles and applications of these
technologies, and how they can enhance the performance and efficiency of
communication systems.

Antenna Integration and System Considerations: Students will gain an
understanding of the integration of antennas into communication systems.
They will learn about the considerations and challenges involved in antenna
placement, impedance matching, interference mitigation, and system-level
optimization. They will be able to design antenna systems that meet the
requirements of specific applications.

Antenna Modeling and Simulation: Students will acquire skills in modeling
and simulating antennas using software tools and numerical techniques.
They will learn how to use simulation software to analyze antenna
performance, optimize designs, and predict radiation patterns. They will be




able to validate their designs through simulations and understand the
limitations of modeling approaches.

Indicative Contents
Aol Y wlgisal!

Indicative content includes the following.

Part A — Antenna theory

Introduction to Antenna and Propagation-Course overview and objectives-
Introduction to electromagnetic waves and their properties-Basic concepts of
antenna radiation and propagation- Antenna parameters and characteristics
Radiation patterns and antenna gain-Polarization and impedance matching- Wire
Antennas. [15 hrs]

Aperture Antennas

Patch antennas (rectangular, circular)-Horn antennas and their characteristics-
microstrip antenna.

[15 hrs]

Parabolic reflector antennas- Antenna Arrays-Array configurations and properties
Array factors and pattern synthesis-Beamforming techniques and applications

. [10 hrs]

Modeling techniques and software tools-Numerical methods for antenna analysis-

Simulation of radiation patterns and antenna performance. [15 hrs]

Revision problem classes [6 hrs]

Part B — Electromagnetic propagation

Propagation Fundamentals
Propagation mechanisms and models-Free space propagation and path loss-Friis

transmission equation and link budget analysis. [15 hrs]

path loss-Friis transmission equation and link budget analysis[7 hrs]

Multipath Propagation

Reflection, refraction, and diffraction-Multipath fading and channel models-Diversity

techniques for mitigating fading effect. [15 hrs]




Learning and Teaching Strategies

aabeil) g alail) Cilua il sind

Strategies

Lectures: Lectures are a fundamental component of the course where the
instructor delivers content and explanations of key concepts, theories, and
principles related to antennas and propagation. This strategy helps provide a
comprehensive understanding of the subject matter and introduces students
to new topics.

Hands-on Laboratory Sessions: Laboratory sessions allow students to apply
theoretical knowledge to practical scenarios. They may involve antenna
measurements, design exercises, and simulation software usage. These
sessions provide students with hands-on experience in working with antennas,
measuring their characteristics, and analyzing their performance.
Assignments and Projects: Assignments and projects allow students to delve
deeper into specific topics and develop problem-solving skills. They may
involve designing antennas for specific applications, analyzing antenna
performance in different scenarios, or conducting research on emerging
antenna technologies. These assignments and projects encourage critical
thinking, independent learning, and application of concepts.

Group Discussions and Presentations: Group discussions and presentations
provide opportunities for students to engage in peer-to-peer learning.
Students can discuss and analyze case studies, solve problems collaboratively,
and present their findings to the class. This strategy encourages active
participation, communication skills, and the exchange of ideas among
students.

Computer Simulations and Modeling: Computer simulations and modeling
software can be used to enhance learning and understanding of antenna
behavior. Students can simulate antenna designs, analyze their performance,
and visualize radiation patterns. This strategy allows students to gain practical
experience in antenna design and analysis using virtual tools.

Guest Lectures and Industry Collaboration: Inviting guest speakers from
industry or academia can provide students with insights into real-world
applications, current trends, and challenges in the field of antennas and
propagation. Industry collaborations, such as guest projects or site visits, can
further enhance the practical relevance of the course and expose students to
professional practices.

Online Resources and Discussion Forums: Supplemental online resources, such
as readings, videos, and interactive tutorials, can be provided to support
student learning. Online discussion forums or platforms can facilitate
asynchronous discussions among students, allowing them to share insights,
ask questions, and collaborate outside of class time.

Formative and Summative Assessments: Regular formative assessments, such
as quizzes, homework assignments, and in-class exercises, help monitor
student progress and reinforce understanding. Summative assessments, such




as exams or comprehensive projects, evaluate student learning and
achievement of the learning outcomes.

Student Workload (SWL)

Structured SWL (h/sem) % Structured SWL (h/w) .
el s CIlall elaziedl (gehyldl Josdd! e gueanl Ul @latiall byl Josnll
Unstructured SWL (h/sem) €0 Unstructured SWL (h/w) 6
il s LIl elaziedl e ool Josdd! e gl (Ul @latiall e (ol ool

Total SWL (h/sem)
o] I Clall S bl Jaxdl

150

Module Evaluation

Al ) saldl) e—“ﬂ
Time/Nu Relevant Learning
. Weight (Marks) Week Due P

Quizzes 2 10% (10) 5,10 LO#1,2,10and 11
Formative Assignments 2 10% (10) 2,12 LO#3,4,6and7
assessment Projects / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-7
assessment Final Exam 4hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@b e pul) el

Material Covered

Week 1

Introduction to Antenna and Propagation:

Course overview, objectives, and expectations

Basic concepts of electromagnetic waves




Introduction to antennas and their applications, types of antenna

Radiation patterns of thin wire antenna

Week 2 Principles of antenna pattern and lobes, radiation intensity, directivity, gain (two dimension and
three dimensions)
OMN!I directional pattern
Week 3
Directional pattern antenna
Week 4
Antenna efficiency, bandwidth, polarization, input impedance, antenna and radiation efficiency,
antenna equivalent area, Fraunhofer region and Fresnel region, antenna temperature.
Friis transmission equation
Radar range equation
Week 5 Antenna Arrays
Week 6 Array configurations and radiation properties
Array factors and pattern synthesis
Beamforming techniques
Week 7 ] ]
Reflector antenna-microstrip antenna
Week 8
Week 9 Electromagnetic wave propagation fundamentals, wave propagation in lossless medium,
Week 10 | conductors and dielectric properties, wave propagation in conductor medium, wave
propagation in good dielectric medium, wave propagation in good conductor medium.
Week 11 . ) ) )
Depth of penetration, surface impedance, reflections and refractions of wave, wave length
Week 12
and phase velocity,
Week 13 | Modes of wave propagations, sky wave and tropospheric modes, spectrum of EM wave and
Week 14 | applications, ionospheric prorogation, propagation in variable index medium
Week 15 | Fading wave, propagation over plane earth, Freznel zone.
Week 16 | Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)
iRl e sl el

Material Covered

Week 1-2 Lab 1: Introduction to platform simulator

Week 3-4 Lab 2: antenna performance indicators (impedance and s-parameters)

Week 5-6 Lab 3: antenna performance indicators (electromagnetic field and current distribution)

Week 7-8 Lab 4: Design and simulation of wire antenna

Week 9-10 | Lab 5: Design and simulation aperture antenna

Week 11-12 | Lab 6: Design and simulation of microstrip antenna

Week 13-14 | Lab 7: Design and simulation of antenna array

Week 16 Preparatory week before the final Exam

Learning and Teaching Resources
w)ﬂ\j ?L_”d\ JJLA.A

Available in the
Text
Library?
Required Texts Antenna Theory: Analysis and Design, Constantine A. Balanis Yes
Recommended Texts Antennas and Wave Propagation, By G. S. N. Raju - 2006 No

Websites https://www.antenna-theory.com/
Grading Scheme

Group Grade il Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good I dae 80 -89 Above average with some errors
(S:;felsgoc)iroup C - Good SVES 70-79 Sound work with notable errors

D - Satisfactory Lugio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required



https://www.google.iq/search?hl=en&sxsrf=APwXEdd69uidzPgfd2N7eb2W-bSYs3l3ng:1686226478550&q=inauthor:%22G.+S.+N.+Raju%22&tbm=bks

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.
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MODULE DESCRIPTION FORM
duwwy I Baledl Cano g 73900

Module Information
d)y ! B3ladl loglas

Module Title Cloud Computing Module Delivery
Module Type Core Theory

L
Module Code CLCO 4205 & Lecture

X Lab
ECTS Credits 4 [ Tutorial

[ Practical
SWL (hr/sem) 100 O Seminar
Module Level UGIV (4) Semester of Delivery EIGHT (2)
Administering Department NE College Type College Code
Module Leader Aya Ayad Hussein e-mail aya.ayad.it@gmail.com
Module Leader’s Acad. Title Assistant Lecturer Module Leader’s Qualification M.sc
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Omar Raad Kadhim e-mail E-mail
Scientific C ittee A |

LS e 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
31 Ayl Slgall ae A8l

Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LaliyYl Olgisally phatll 5L g Ayl B3l LIl

This module aims to introduce the learner to the concept of cloud computing
and how it differs from the client-server computation model seen on the web
today. Cloud computing applications are charged on a per-use basis i.e. clients
only pay for what they have used. Many companies are using cloud computing

L. to offload some of their work onto these clouds to save on software and
Module Objectives

) . . hardware cost. Due to this new model of computation, we require new
Gyl Boladl Lol

methods of developing and creating software. At the end of this module, the
learner will be able to understand the different models of cloud applications
(laas, Paas, SaaS) and determine which is the right one for the task they need
and will also understand the role virtualization plays in the cloud and how it will
impact their applications. Learners will also be able to develop basic web
applications and deploy them to the cloud.

The student will be able to:

1. understand the basics of cloud computing and data visualization.

2. understand the theoretical background for computing and storage cloud
environments.

3. understand the criteria for selecting cloud computing platform.

Module Learning 4. understand the methodologies and technologies for developing
Outcomes applications in cloud computing environments.

5. build and deploy simulations for cloud computing services in various
5alel) il laryee applications.

6. perform laaS software and PaaS software for developing cloud applications.

Ayl o . .
) 7. understand the security issues and disaster recovery in cloud-based
applications.
8. perform monitoring, managing, and cost optimization procedures in cloud-
based applications.
9. discuss the Cloud computing career opportunities and future research
directions.
e Cloud computing:
e cloud platforms
e Virtualization
Indicative Contents e Cloud Application Programming Models (Task, Thread, and
dpalapYl bgiomall MapReduce) o
) e Cloud applications, and future directions in utility and cloud
computing

e "Big data" processing and analytics in distributed environments.




oty @l ol

Learning and Teaching Strategies

Strategies

available.

The module is taught using a combination of lectures, demonstrations, and
tutorials. The demonstrations and tutorials focus on getting learners up to
standard in practical application development. The lectures supply the
necessary theoretical background through Lecturing offline mode in class,
Assignments, projects, and quizzes, Hands-on and interactive activities.

In a fast-changing technology field learners are expected under guidance to

engage in research in relation to the different technologies and products

Student Workload (SWL)
leguwl VO J O g Jlal stbu\J\ Jed

Structured SWL (h/sem) 64 Structured SWL (h/w) 426
Jrad)l I Jlall elasiall gyl o) b genl CUall plaiiall (gl Jo| '
Unstructured SWL (h/sem) 36 Unstructured SWL (h/w) 4
el 3 LIl plaziadl p golyldl Jozd! L gl JUal) laiiall p& (gubydl Jorll '

Total SWL (h/sem)

dsad)l s Il g?JSJ\ bl Jod! 100
Module Evaluation
ZVOR[RUR-RIPN| Y-
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #4, #6
Formative Assignments 2 10% (10) 2 and 12 LO #3, #5 and #7, #8, #9
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #7, #8 and #9
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

Introduction to cloud computing
e What s cloud computing?
e Types of cloud computing
Week 1 e Benefits of cloud computing
e Challenges of cloud computing
e Pros and Cons of Cloud Computing,
o Benefits of Cloud Computing

visualization
e Overview of data visualization.
e The importance of data visualization.
e The relationships, comparisons, distribution, and composition of data.

Week 2

Cloud computing platforms

e Amazon Web Services (AWS)
Week 3 e Microsoft Azure
e Google Cloud Platform (GCP)

Cloud computing services models

e Infrastructure as a Service (laaS)
Week 4 e Platform as a Service (PaaS)
e Software as a Service (SaaS)

Cloud computing networking

e Virtual private networks (VPNs)
Week 5 e Load balancing
e Content delivery networks (CDNs)

Cloud computing security

e Data security

e Application Security
Week 6 e Infrastructure security
e Network-level security
o Host-level security

Cloud computing storage
e Object storage

Week 7 e Block storage

e File storage




Cloud computing disaster recovery
® Backup and restore.

BB ® High availability.
® Disaster recovery plans
Cloud computing monitoring
® Performance monitoring
Week 9 ® Security monitoring
® (Cost monitoring
Cloud computing costs
e Pricing models
Week 10 e Cost savings
e Cost optimization
Week 11 Mid - exam
Cloud computing best practices.
Week 12 e Design for scalablll.ty.
e Use managed services.
e Automated tasks.
Cloud computing career opportunities
Week 13 e Cloud architect
e Cloud engineer
® (Cloud administrator
Cloud computing research
Week 14 e Current trends
e Emerging technologies
Presentations
Week 15
The preparatory week before the Final Exam
Week 16




Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Lab 1: Configure various virtualization tools such as Virtual Box, VMware workstation
Week 2 Lab 2: Design a web application in a PaaS environment

Week 3 Lab 3: deploy a web application in a PaaS environment

Week 4 Lab 4: Learn how to simulate a cloud environment to implement new schedulers
Week 5 Lab 5: Install a generic cloud environment that can be used as a private cloud

Week 6 Lab 6: use a generic cloud environment that can be used as a private cloud

Week 7 Lab 7: Manipulate large data sets in a parallel environment

Learning and Teaching Resources
WJ.J.SJb M‘)Jw

Text

Available in the Library?

1. Cloud Computing Concepts, Technology &

Architecture Thomas Erl, Zaigham Mahmood, and

Required Texts Ricardo Puttini Yes
2. Cloud Security and Privacy Tim Mather, Subra
Kumaraswamy, and Shahed Latif
Recommended Cloud Computing: Concepts and Technologies, Sunilkumar No
Texts Manvi, Gopal Shyam
Websites Introduction to Cloud Computing | Coursera
Grading Scheme
C’.)b,v.).” Lo
Group Grade il Marks % | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good (BESNVES 80 -89 Above average with some errors
(Ssuc;:tiels;oG)roup C - Good NVES 70-79 Sound work with notable errors
D - Satisfactory Lugio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (ol W8) csly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.



https://www.coursera.org/learn/introduction-to-cloud
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Module Information
:\.:u.u\)ﬂ\ 3Ll QLA}LLA

Module Title WIRELESS SENSOR NETWORKS Module Delivery
Module Type CORE Theory
Lecture
Module Code WISN 4202 Lab
ECTS Credits 6 [ Tutorial
O Practical
SWL (hr/sem) 150 O Seminar
Module Level uGlv Semester of Delivery Eight
Administering Department Network College | Engineerin
glep Engineering g & 8
Module Leader | Samar Kareem Ibrahim e-mail Samar.kareem90@gmail.com

Module Leader’s

Module Leader’s Acad. Title ASST. LECTURER cpe i M.Sc.
Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

Review Committee Approval

Version Number

1.0
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Relation With Other Modules
AN Al all ol gall ae A8

Prerequisite module

Network Protocol Semester Seven

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents
45 Y1 il ginall g alail) il g Al al) salall Calaa

Module Aims
Jaad Al salal) Calaal

1)

2)

3)

4)

5)

6)

7)

Principle of Wireless Sensor Networks:

a) Introduce the fundamental principles, concepts, and characteristics of
Wireless Sensor Networks (WSNs).

b) Provide an understanding of the applications, advantages, and challenges
associated with WSNs.

Hardware Design for WSNs:

a) Familiarize students with the hardware components and design
considerations specific to WSNs.

b) Provide an understanding of sensor selection, integration, and interfacing
techniques for developing sensor nodes.

c) Discuss power management, energy harvesting, and battery
considerationsin WSN hardware design.

Embedded Software Design for WSNs:

a) Introduce students to the design principles and considerations for
devel oping embedded software in WSNSs.

b) Explore programming languages, platforms, and tools used in embedded
software development.

Routing Technologiesin WSNs:

a) Provide an overview of routing protocols and algorithms used in WSNs.

b) Explore the advantages, limitations, and trade-offs of different routing
protocols for specific WSN applications.

c) Discuss network scalability, energy efficiency, and data aggregation
techniquesin routing for WSNs.

Optimization of Sink Node Positioning:

a) Introduce techniquesfor optimizing the placement and positioning of sink
nodesin WSNSs.

b) Discuss algorithms and optimization strategies for improving network
coverage, data collection efficiency, and energy consumption.

Sensor Data Fusion and Event Detection:

a) Introduce students to sensor data fusion techniques for combining and
processing data from multiple sensorsin WSNs.

b) Discuss event detection algorithms and approaches for identifying and
responding to specific events or anomaliesin WSN data.

c) Explore techniques for data filtering, noise reduction, and feature
extraction in sensor data fusion.

WSN Security:

a) Addressthe security challenges and requirements in WSNSs.

b) Discuss encryption, authentication, and secure communication protocols
specific to WSNs.

| Page2




8)

c) Explore intrusion detection, key management, and secure data
aggregation techniques for enhancing WSN security.

Mobile Target L ocalization and Tracking:

a) Introduce techniques for localizing and tracking mobile targets in WSNs.

b) Discuss localization algorithms based on ranging and centralizing.

c) Explore tracking algorithms and strategies for monitoring and predicting
the movement of mobile targets using WSNSs.

Module Learning
Outcomes

Aol pal) Balall aladl) s 3

Principle of Wireless Sensor Networks:

a) Demonstrate an understanding of the fundamental principles, concepts,
and characteristics of Wireless Sensor Networks (WSNS).

b) Explain the key components, functions, and applications of WSNs,

c) Anayze the challenges and limitations associated with WSNs and
propose possible solutions.

Hardware Design for WSNs:

a) Design and select appropriate hardware components for WSNSs,
considering factors such as sensor types, power requirements, and
communication interfaces.

b) Implement hardware design techniquesfor sensor nodes, including power
management, sensor integration, and communication modules.

Embedded Software Design for WSNs:

a) Develop embedded software for WSNSs, considering resource constraints

and energy efficiency requirements.
Routing Technologiesin WSNs:

a) Understand and evaluate different routing protocols used in WSNs, such
as LEACH and AODV.

b) Analyze the advantages, limitations, and trade-offs of routing protocols
in terms of energy efficiency, scalability, and network performance.

Optimization of Sink Node Positioning:

a) Anayze and optimize the placement of sink nodes in WSNSs to improve

data collection efficiency, network coverage, and energy consumption.
Sensor Data Fusion and Event Detection:

a) Understand the concepts and algorithms of sensor data fusion and event
detection in WSNs.

b) Implement data fusion techniques to combine and process data from
multiple sensors, improving data accuracy and reducing redundancy.

c) Develop event detection algorithms based on sensor data to identify and
respond to specific events or anomalies.

WSN Security:

a) ldentify security threats and vulnerabilities in WSNs and understand the
principles of secure communication and data protection.

b) Implement security mechanisms such as encryption, authentication, and
intrusion detection systems to ensure the confidentiality, integrity, and
availability of WSN data and communication.

Mobile Target Localization and Tracking:

a) Understand the challenges and techniques for mobile target localization
and tracking in WSNSs.

b) Implement algorithms for target localization, tracking, and movement
prediction using sensor data and localization techniques such as RSSI,

| Page3




TDOA, or TOA.
c) Evauate and optimize the performance of target |ocalization and tracking
algorithms in different WSN scenarios.
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1. Introduction Wireless Sensor Networks
2. PRINCIPLE OF WIRELESS SENSOR NETWORKS
3. HARDWARE DESIGN FOR WSNS

Indicative Contents 4. ROUTING TECHNOLOGIESIN WSNS

Qi)Y Gl sisall 5. OPTIMIZATION OF SINK NODE POSITIONING
6. SENSOR DATA FUSION AND EVENT DETECTION
7. WSN SECURITY
8. MOBILE TARGET LOCALIZATION AND TRACKING
Learning and Teaching Strategies
paladll 5 aladl) laasd) yind

1) Lectures: Traditional lectures can be used to deliver theoretical
concepts, principles, and foundational knowledge related to Wireless
Sensor Networks. Lectures can provide an overview of the subject
matter, introduce key concepts, and explain complex topics in a
structured manner.

2) Practical Sessions: Hands-on practical sessions play a crucial role in the
understanding and application of Wireless Sensor Networks. These
sessions can involve programming exercises, hardware design and
implementation. Practical sessions allow students to gain practical skills

Strategies and reinforce theoretical knowledge.

3) Problem-solving and Discussions: Engaging students in problem-solving
activities and discussions can promote critical thinking and deeper
understanding of WSN concepts. Presenting challenging scenarios or
open-ended problems related to WSN design, optimization, or security
can encourage students to analyze, brainstorm, and propose solutions.

4) Assessments and Feedback: Regular assessments, such as quizzes,
assignments, and exams, can be wused to evaluate students'
understanding of the course material. Providing timely feedback on
assessments can guide students' learning progress and help them
identify areas of improvement.

Student Workload (SWL)

llall Al Jaald)

Structured SWL (h/sem) 64 Struc}ured SWL (h/w) 4
Jeadll JMa (Ul adaiall sl ) Jaal) L sansl allall aliiial) asl ) Jaall
Unstructured SWL (h/sem) 36 Unst{'uctured SWL (h/w) 6
ol A Ul aditial) pe sl ol Jaall b sand Callall alaiidll yue aad ) Jaall
Total SWL (h/sem) 150
Gl A Ul S all Jasl
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Module Evaluation

ag*u{):ﬂ\ﬁdtai\eﬁgﬁ
Ti N Rel tL i
ime/Nu Weight (Marks) Week Due ¢clevant Learning
mber Outcome
) Quizzes 2 10% (10) 5,10 LO#1-5
Formative ) onments 2 10% (10) 2,12 LO#1-7
assessment :
Laboratory 1 10% (10) Continuous
Summative | Midterm Exam 1hr 20% (20) 9 LO#1-6
assessment | Final Exam 3hr 50% (50) 15 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Lg).LuS\ = s GL@_'\A\

Material Covered

11
12
1.3

Week 1

1 INTRODUCTION

Wireless Sensor Networks
Application Areas of WSNs

Challenges in the Design and I mplementation of WSNs

Week 2 2
2.1

PRINCIPLE OF WIRELESS SENSOR NETWORKS

ZigBee and Wireless Sensor Networks

3.1
3.2
3.3

Week 3

3 HARDWARE DESIGN FOR WSNS

Genera Wireless Sensor Node Architecture
System-on-Chip and Component-based Design

Design Guidelines

3.4
3.5
3.6

Week 4

Design Case
Power M anagement
Energy Scavenging

Week 5 4
4.1

EMBEDDED SOFTWARE DESIGN FOR WSNSs

Embedded Software Design for WSNs

Week 6 5.1

5.2

5 ROUTING TECHNOLOGIES IN WSNSs

Classification of Routing Protocolsin WSNs
AODV Routing Protocols

5.3
5.4

Week 7

Cluster-Tree Routing Protocol
Energy-Aware Routing Protocols

| Page6




6 OPTIMIZATION OF SINK NODE POSITIONING
Week8 | 51 Challenges of Sink Node Positioning
6.2 Categories of Sink Node Positioning Approaches

6.3 Optimizing Locations of Static Multiple Sink Nodes

Weel9 6.4 Solving Optimal Location Problems

8 SENSOR DATA FUSION AND EVENT DETECTION
Week 10 | 81 Introduction: Features of Sensor Data

8.2 Sensor Data Fusion Techniques

8.3 Event Detection

8.4 Generic Sensor State Model
Week11 | g5 Sepnsor State Model Based Event Detection
8.6 Sensor Network as a Database

9 WSN SECURITY
Week12 | 91 Unique Chalengesin WSN Security
9.2 Classfications of Security Attacks on WSNs

Week13 | 93 ZigBee Security Services

Week 14 | 10 MOBILE TARGET LOCALIZATION AND TRACKING
10.1 Distance Determination

Week 15 | 10.2 Localization Methods
10.3 Case Study—Underground Tunnel Mobile Target Tracking

Week 16 | preparatory week before the final Exam

Delivery Plan (Weskly L ab. Syllabus)

Material Covered

Week1 | Lab 1: Beginning Sensor Networks with Arduino

Week 2 | Lab 2: Building Personal Mini-Weather Station

Week 3 | Lab 3: Building a small outdoor lighting system

Week 4 | Lab 4: Distance Measurement and Personal Area Network

Week 5 | Lab 5: Wireless Home Automation System

Week 6 | Lab 6: Exploring Motion: Harnessing the Power of Gyroscopes

| Page7




Learning and Teaching Resources
u.u..g‘).ﬁj\} (J’_\S\ J.Jb.a.q

Text Available in the
Library?
Shuang-Hua Yang, “Wireless Sensor Networks,
Required Texts Principles, Design and Applications”, Springer-Verlag
London 2014
Recommended Anna Forster, “Introduction to Wireless Sensor
Texts Networks”, Wiley-IEEE Press 2016
Websites
APPENDIX:
GRADING SCHEME
Group Grade _padil) Marks (%) | Definition
A - Excdlent Dlial 90 - 100 Outstanding Performance
B - Very Good [SENRYEN 80 -89 Above average with some errors
Success Group q q K with notabl
(50 - 100) C - Goo RYEN 70-79 Sound work with notable errors
D - Satisfactory Jas gia 60 - 69 Fair but with major shortcomings
E - Sufficient J se 50-59 Work meets minimum criteria
Fail Group FX — Fail D& Jsia | (45-49) More work required but credit awarded
(0-49) F — Fall ) | (0-44) Considerable amount of work required
Note:

NB Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example amark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has apolicy NOT to condone
"near-passfails' so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding
outlined above.
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MODULE DESCRIPTION FORM

‘\_\M\Jﬂ\ salall S g CJJA.\

Module Information
:Lb.n\‘).ﬂ\ R\ Q\A}S&A

Module Title NETWORK SECURITY Module Delivery
Module Type Core Theory
Lecture
Module Code NESE 4203
O Lab
ECTS Credits 4 O Tutorial
O Practical
SWL (hr/sem) 100 [ Seminar
Module Level UGIVv Semester of Delivery Eight
Administering Department Network College Engineering
Module Leader .satea hikmat alnajjar e-mail E-mail
Module Leader’s Acad. Title Assist. Prof. Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval 01/06/2023 Version Number
Date
Relation with other Modules
6 AY) Al )l gall ae 28)
Prerequisite module Network Protocol Semester Seven
Co-requisites module None Semester



https://iq.linkedin.com/in/assist-prof-dr-ahmed-alaa-oglah-641a9168
https://iq.linkedin.com/in/assist-prof-dr-ahmed-alaa-oglah-641a9168

Module Aims, Learning Outcomes and Indicative Contents

Ll Y iy sinall g alaill il g Al jall salall Calaal

Module Objectives
Baud ) salal) Calaal

This course learning some of the more prevalent and damaging classes of
Internet attacks, including malware attacks, denial of service, sniffing, source
masqguerading, and message modification and deletion. In the second part of
this cores, we’ll examine how the fundamental cryptography principles can be
used to create secure networking protocols. We’ll examine how to secure email
how to secure a TCP connection, how to provide blanket security at the
network layer, and how to secure a wireless LAN. Furthermore, consider
operational security, which is about protecting organizational networks from
attacks. In particular, we’ll take a careful look at how firewalls and intrusion

detection systems can enhance the security of an organizational network.

Module Learning
Outcomes

a5l salall lesl) s e

Upon successful completion, studentswill have the knowledge and skills
to:
1. Understand and describe the Availability Network Security Mode.

2. Studentswill demonstrate an understanding of the usability, reliability,
integrity, and safety of networks and data.

3. Studentslearn basic principles of How Can Network Security Be
Achieved and Cryptographic Techniques.

4. Students be able to examine how to secure email, how to secure a TCP
connection, how to provide blanket security at the network layer, and
how to secure awireless LAN.

5. Protecting organizational networks from attacks and how firewalls and
intrusion detection systems work, these can enhance the basic concepts
for the student in organizational networks security.

6. Concepts and topics included in the course; the student will be able to




develop his skillsin the future in the field of network security.

Indicative Contents
Lala LY il sisall

e Network Security is a broad and complex field that encompasses
various aspects of securing computer networks and the data
transmitted within them. In the fourth stage of studying network
security, you will typically delve deeper into advanced topics and gain
a more comprehensive understanding of the subject. Here are some
indicative contents you may encounter during the fourth stage:

e Cryptography:

- Advanced encryption algorithms (e.g., AES, RSA, Elliptic Curve

Cryptography)

- Public key infrastructure (PKI)
- Digital signatures and certificates
- Key management and distribution
- Cryptographic protocols (e.g., SSL/TLS, IPsec)
Secure Network Design:
- Defense-in-depth strategies
- Network segmentation and zoning
- Virtual private networks (VPNs)
- Intrusion detection and prevention systems (IDS/IPS)
- Security event and information management (SEIM) systems

Learning and Teaching Strategies

a5 aleil cilia i) yind

Strategies

1.
2.

Lecturing offline mode, in class.
Assignment, project, and quizzes.

Student Workload (SWL)

Structured SWL (h/sem) 33 Structured SWL (h/w) 5
Juadl) JA Ul el ol ) Jaal) e sand calldall aliiall asd 5l Jaall

Unstructured SWL (h/sem) 67 Unstructured SWL (h/w) s
Juadl) P& ClUall alaiidl yae ool Al Jaal) e sand alldall alaiiall yue ol Hall Jaal) '
Total SWL (h/sem) 100

Juaill J3a lUall JSH ol 3l Jaal




Module Evaluation

Al al) Balall ands
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 0 0% 0 0

Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl mleiall

Material Covered

Week 1 | Introduction Network Security, Access And Availability Network Security Mode.

Week 2 Maware, Short for malicious software, Types of Malware, Types of viruses, Trojan Horses,
Spyware, Spam, Adware, Anti-Malware Program.

Week 3 How Can Network Security Be Achieved? Types Of Spoofing Attacks, Confidentiality, End-
Point Authentication, Operational Security.

Week 4 The Language Of Cryptography, Cryptographic Techniques Cryptographic ,Symmetric Key
Cryptography Cipher-Block Chaining.

Week 5 | Public Key Encryption, Public Key Encryption Algorithms

Week 6 | The RSA agorithm (Rivest-Shamir-Adleman) , Session Keys, Why Does RSA Work?
Midterm + Message Integrity And Digital Signatures, Cryptographic Hash Functions,

Weel? Message Authentication Code, Digital Signatures, Public Key Certification.

Week g | Authentication Mechanisms, Authentication Protocol Apl.0, Ap2.0, Ap3.0, Ap3.1, Ap4.0,
Ap5.0, Secure Shell(SSH).

Week 9 | Securing E-Mail, Hash Functions And Digital Signatures.

Week 10 Securing TCP Connections. Secure Sockets Layer (SSL), Handshake, Key Derivation, Data
Transfer, SSL Handshake, SSL/TLS (Secure Socket Layer / Transport Layer Security)

Week 11 Network-Layer Security: |Psec Andvirtual Private Networks, |Psec And Virtual Private

Networks (VPNS)




Authentication, Kerberos Protocol ,Header (AH) Protocol And The Encapsulation Security

Week 12
Payload (ESP) Protocol. The Ipsec Datagram, |Psec Services.

. Securing Wireless LANS, |IEEE 802.11i, Operational Security: Firewalls Andintrusion
Detection Systems, Traditional Packet Filters.

week1a | T SPoofing IP Spoofing, IP Spoofing Using Source P Spoofing Using Source Routing, TCP

blind spoofing TCP blind spoofing.

* Discuss students' practical projects in the field of network security and packet anaysis
Week 15 | through a program Wireshark. [Homework Problems and Questions]

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
w)ﬂ\j ?L_”d\ JJLA.A

Text Available in the Library?
1- Computer networking: a top-down approach // James F.
Required Texts Kurose, Keith W. Ross. —6th. Yes
Recommended
Network Security ISOC NTW © 2000, Cisco Systems, Inc. No
Texts
Computer Networking A Top Down Approach 6th Edition By Kurros and Ross.pdf
Websites
(google.com)
Grading Scheme
Group Grade grevil Marks % | Definition
A - Excellent Okl 90- 100 Outstanding Performance
B - Very Good [SENRYEN 80-89 Above average with some errors
(S:(;:ce:;oc)iroup C - Good pres 70-79 Sound work with notable errors
D - Satisfactory dais gia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsida 50-59 Work meets minimum criteria
Fail Group FX - Fail (Al 28) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://docs.google.com/viewer?a=v&pid=sites&srcid=Z2FyZGl2aWR5YXBpdGguYWMuaW58aXQyMDE0LTIwMTh8Z3g6OTY5ZDcxZjRmZDBkYzI3
https://docs.google.com/viewer?a=v&pid=sites&srcid=Z2FyZGl2aWR5YXBpdGguYWMuaW58aXQyMDE0LTIwMTh8Z3g6OTY5ZDcxZjRmZDBkYzI3

MODULE DESCRIPTION FORM
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Module Information
Al 5l Bl e gl

Module Title Optical Network Module Delivery
Module Type Core Theory
. . Lecture

Module Code OPNE 4204 Lab

ECTS Credits 6 [ Tutorial
O Practical

SWL (hr/sem) 150 O Seminar

Module Level UGIV Semester of Delivery Eight

Administering Department ENG — EET College EETC

Module Leader e-mail

Module Leader’s Acad. Title Module Leader’s Qualification

Module Tutor e-mail

Peer Reviewer Name e-mail

Scientific C ittee A |

e 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) Al ) o) gall ae A8
Prerequisite module Optical communication Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
A5 HY) il sinall g alail) il g Al jall sakall Calaad

Module Aims
Aaud ) salal) Calaal

1.

Understanding Optical Communication Systems: Optical networks involve the
transmission of data using light signals over optical fibers.

Designing and Optimizing Optical Networks: by develop the knowledge and
skills necessary to design and optimize efficient and reliable optical network
architectures.

Evaluating Performance and Quality of Service.

Optical networks are critical infrastructure and can be vulnerable to various
security threats.

Optical networks play a crucial role in various applications, including
telecommunications, data centers, cloud computing, and high-performance
computing.

Module Learning
Outcomes

Aol Hall salall alasl) s jAa

Students gain a comprehensive understanding of optical fiber technology,
including the physical properties of optical fibers, the principles of light
propagation, and the behavior of light signals within fibers.

Also, learn about the components and operation of optical transmitters and
receivers used in fiber optic communication systems.

They learn about wavelength division multiplexing (WDM) techniques that
enable multiple data channels to be transmitted simultaneously over a single
fiber.

Students learn how to design fiber optic links, considering parameters such as
link distance, data rate, power budget, and signal quality.

They understand how protocols facilitate efficient data transmission,
synchronization, and network management in optical networks.

Students can develop skills in planning and optimizing optical networks. They
learn techniques for network dimensioning, capacity planning, and routing
optimization to achieve optimal network performance.

They explore emerging technologies, such as coherent optics.

Indicative Contents
Hala LY @l gl

[y

. Introduction to Optical Networks

e Evolution of communication networks

e Advantages of optical networks

e Optical network architectures and components
Fundamentals of light propagation in optical fibers

e Fiber types and Fiber fabrication and manufacturing processes
Principles of optical modulation and demodulation

e laser diodes and light-emitting diodes (LEDs)

e Photodiodes and receivers
Wavelength Division Multiplexing (WDM) Systems

e WDM principles and operation

e Dense WDM (DWDM) and Coarse WDM (CWDM) systems

e Wavelength routing and switching

e WDM network design and planning




5. Opti

6. Opti

8. Opti

cal Amplification

e Erbium-doped fiber amplifiers (EDFAs)
e Raman amplification
e Amplifier noise and gain considerations

e Amplifier placement and power management

cal Network Architectures

e Passive Optical Networks (PONs), and Fiber to The Home (FTTH)
e Optical Transport Networks (OTNs)
LiFi technology

cal Network Performance Analysis

e Signal impairments and limitations
e Bit error rate (BER) and Q-factor calculations
9. Emerging Technologies and Future Trends

e Elastic optical networks

Learning and Teaching Strategies

aabeil) g alail) Cilia il i

expandi
interact

Strategies

Two main strategies will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and

ng their critical thinking skills. This will be achieved through classes,
ive tutorials and by considering type of simple experiments involving some

sampling activities that are interesting to the students.

Theory-Based Lectures: Traditional classroom lectures are used to
present theoretical concepts, principles, and theories related to electrical
engineering. Professors or instructors explain complex ideas, provide
examples, and engage students in discussions to foster understanding.
Laboratory Experiments: Laboratory sessions are an integral part of
electrical engineering education. Students engage in hands-on
experiments, using equipment, instruments, and software tools to apply
theoretical knowledge, analyze data, and gain practical skills. This helps
them understand the practical aspects of electrical engineering and
reinforces theoretical concepts.

Student Workload (SWL)

Lc}.u.u\ \OJQW%JMW\JJ\M\

Structured SWL (h/sem) 26 Structured SWL (h/w) 6
Juadl) JOA Ul el ol ) Jaal) e sand calldall aliiall asd 5l Jaall

Unstructured SWL (h/sem) 64 Unstructured SWL (h/w) s
Juadl) P& ClUall alaiidll jae ool Al Jaal) e sand alldall alaiiall yue ol Hall Jasl)

Total SWL (h/sem)
Juaill J3a lUall JSH ol 3l Jaal

150




Module Evaluation

a,.u.u\)ﬂ\ palall (""‘93

Time/Nu Relevant Learning
- Weight (Marks) Week Due P

Quizzes 2 10% (10) 5,10 LO#1, 2,and 3
Formative Assignments 3 10% (10) 2,8,12 LO#3,4,6and7
assessment Projects / Lab. 3 0% (10) 3,6,9 LO#2,5,and7

Report 2 10% (10) 4,9 LO#5and 6
Summative Midterm Exam 2 hours 20% (10) 5,10 LO#1-7
assessment Final Exam 3 hours 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@il e sl Zleid)

Material Covered

e Introduction to Optical Networks.
Week 1 e Evolution of communication networks.
e Advantages of optical networks.

e Optical network architectures and components.
Week 2 e Fundamentals of light propagation in optical fibers.
e Fiber types and Fiber fabrication and manufacturing processes.

Week 3 e Principles of optical modulation and demodulation.
e Laser diodes and light-emitting diodes (LEDs).

e Photodiodes and receivers.
Week 4 o ] )
e Wavelength Division Multiplexing (WDM) Systems.

Week 5 Mid-Exam, WDM principles and operation

e WDM network design and planning,

Week 6 . S . . .
e Optical Amplification, Erbium-doped fiber amplifiers (EDFAs).
e Raman amplification.
Week 7 e Amplifier noise and gain considerations.
e Amplifier placement and power management.
e Optical Network Architectures.
Week 8 ] ] )
e Passive Optical Networks (PONs), and Fiber to The Home (FTTH).
Week 9 e Optical Transport Networks (OTNs)




Week 10

LiFi technology.

Optical Network Performance Analysis.

Week 11
e Signal impairments and limitations.
Week 12 e Bit error rate (BER) and Q-factor calculations.
Week 13 e Emerging Technologies and Future Trends.
Week 14 e Elastic optical networks.
Week 15 e Review and revision
Week 16 Preparatory week before the final Exam
Delivery Plan (Weekly Lab. Syllabus)
idall e gl zlgiall
Material Covered
Week 1 e Introduce to various layers and parts of an optical fiber cable in Optisystem program.
Week 2 e Identify various layers and optical network components.
Week 3 e Direct Intensity Modulation.
Week 4 e Compensation of Dispersion with Fiber Bragg Grating Component.
e e Test the performance of pulse width where optical fiber cable is used as transmission
media.
Week 6 e Test system network performance when use LED as an optical source.
Week 7 e Test system network performance when use L SER as an optical source.
Week 8 e Mid-Exam, test system network performance for different receivers.
Week 9 o Use loop mirror connection with network under test.
Week 10 e Wavelength Division Multiplexing (WDM) Design.
Week 11 e Mid-Exam, Review and revision.
Week 12 | Preparatory week before the final Exam

Learning and Teaching Resources
U‘“:?Jﬂ‘} ?Luj\ JALAA

Available in the
Text
Library?

Required Texts

Optical networks A Practical Perspective, Rajiv Ramaswami N
o)
Kumar N. Sivarajan Galen H. Sasaki, 3™ Edition.

Recommended Texts

Optical Communications and Networking, Pan, Zhongai No
Wang, Qiang, Yue, Yang Huang, Hao, 2020

Websites

https://www. lifitn.com/im-new

Grading Scheme
Gilaall lalads




Group Grade PeRcul Marks (%) | Definition

A - Excellent Dkl 90 - 100 Outstanding Performance

B - Very Good [RENRTEN 80-89 Above average with some errors
(S:(;:fe:;o()iroup C - Good 2 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall a8) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
dnly ) 8oLl loglao

Module Title Graduation Project and Research Methodology Module Delivery
Module Type Core Theory
Module Code GPRM 4206 [ Lecture
O Lab
ECTS Credits 4 [ Tutorial
O Practical
SWL (hr/sem) 100 [ Seminar
Module Level 4 Semester of Delivery 8
Administering Department NE College Type College Code
Module Leader Dr. Omar Hussein Salman e-mail Omar.salman@aliragia.edu.iq
Module Leader’s Acad. Title Assoc. Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
ientifi . A |
SD:::“ ic Committee Approva 01/06/2023 Version Number | 1.0

Relation with other Modules

S5 Ayl Sl gall ae A8l

Prerequisite module

GPRM 4105

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents

LoliyYl Sbgizally platll glSg dushylll 55k Sl

Module Objectives
o)yl Balad) Lol

This course will enable the students to:

1. Acquire knowledge on the key concepts, terminol ogies, methods,
techniques, and tools in conducting research relevant to Information
Technology and/or Information Systems.

2. Demonstrate knowledge and skillsin writing a research paper.

3. Recognize the importance of research in the fields of Computing and
Information Science.

Module Learning
Outcomes

53lal) wlatll olry3en
Lwalyl

By the end of the course, students will be able to:

1. Design new model.

Design an appropriate data collection instrument.

3. Analyze quantitative and qualitative data using appropriate computer software
(eg0. R, IBM SPSS, Excdl, NVivo, etc.).

4. Interpret research findings.

Demonstrate research results.

6. Produce aresearch project report.

N

o1

Indicative Contents
dolin Y wlgisad!

This course contains the following topics:

1. Introduction to Research Methodol ogy
2. Approachesto Research

3. Planning the Research Project

4. Reading, Referencing and the Management of Information
5. Literature Searching

6. TheReview of the Literature

7. Research Design

8. Sampling Design

9. Methods of Data Collection

10. Measurement and

11. Scaling Techniques

12. Processing and Analysis of Data

13. Interpretation

=
IS

. Writing the Report




Learning and Teaching Strategies

obazlly @lazll b el

In this course, the instructor can follow the following strategies:
o Classroom Teaching,
Strategies J Self-Studly,
o Group Work on finding and organizing references,
. Oral Presentation

Student Workload (SWL)
le guwl VO J O g Jlal stb.).” Jedl

Structured SWL (h/sem) 33 Structured SWL (h/w) 3
Jad)l I Jlall elasiall gyl o) b genl CUall laiiall (gl Jo!

Unstructured SWL (h/sem) - Unstructured SWL (h/w) 6
Jradll IS LIl elaniadl e gl Josxd! L gl JUall plaiiall p& (gubydl Jonll

Total SWL (h/sem)
il M5 CIUal U1 gyl Jass)

100

Module Evaluation

Relevant Learnin
Time/Number Weight (Marks) Week Due g
Outcome
Quiz 1 1 5% (5) 2 1,2
o ® Quiz 2 1 5% (5) 8 1,2,3,4
[
% £ Literature Review 1 10% (10) 4 1,2,3,4,5
(7]
g § Research Proposal 1 10% (10) 9 1,2,3,4,5,6
- Data Collection
et . 1 10% (10) 2 and 12 7
nstrumen
Midterm Exam 2hr 10% (10) 7 1,2,3,4,5,6
-
® £ | Final Exam
E & ‘ 3hr 50% (50) 16 All
E 3 Presentation
o ©
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Methods of Data Collection

Week 2 Measurement and Scaling Techniques

Week 3 Processing and Analysis of Data

Week 4 Interpretation

Week 5 Data analyses

Week 6 Model system design

Week 7 Mid Term

Week 8 Defining Simulation Environment

Week 9 Model Simulation

Week 10 | Collecting results

Week 11 Results Visualization

Week 12 Results Discussion

Week 13 | Writing Report Draft

Week 14 | Writing the Full-length Report

Week 15 Presentation Skills

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
L)"’:.JJJ‘:JB ‘ol.«.ﬁ\)al.,a.n

Text

Available in the Library?

Bell, J., & Waters, S. (2014). Doing Your Research
Project : A Guide for First-time Researchers (Vol. Sixth

Required Texts edition). Maidenhead, Berkshire, England: McGraw-Hill No
Education. Retrieved from:
Research Methodology: A Step by-Step Guide for Beginners
Recommended
. 5th Edition by Ranjit Kumar, SAGE Publications Ltd; 5th No
exts
edition (December 10, 2018)
. https://search.ebscohost.com/login.aspx?direct=truedb=e000xww&
Websites

AN=937946&site=eds-live




Grading Scheme

Gl labases

Group Grade geRt Marks % | Definition

A - Excellent sl 90 - 100 Outstanding Performance

B - Very Good I dae 80 -89 Above average with some errors
(Ssu(;:tie:;oc)iroup C - Good dax 70-79 Sound work with notable errors

D - Satisfactory Jaugie 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl 08) Cwsly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
4\:\.“:\_).3]\ 3Ll k_il.njx:_n

Module Title Soft Computing Module Delivery
Module Type Core Theory
Lecture
Module Code SOCO 4201
Lab
ECTS Credits 6 [ Tutorial
[ Practical
SWL (hr/sem) 150 [1 Seminar
Module Level 4 Semester of Delivery Eight
Administering Department NE College
Module Leader Zainab abbas fadil e-mail Drzainababbas13@gmail.com
Module Leader’s Acad. Title PH.D Module Leader’s Qualification PH.D
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval
entil S e 01/06/2023 Version Number | 1.0
Date
Relation with other Modules
6 AY) Al ) o) gall ae A8
Prerequisite module MALE 4104 (Machine learning) Semester 7

Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents

4L5 Y1 il sinall g alil) il g Al all salall Calaa

Module Aims

Jau) Al salall Calaal

1.Study basic principles, techniques and applications of soft computing,

2. Study the concepts and agorithms involved in neural networks,

3. Explain Artificial Neural Networks and its categories,

4. Design NN based solutions for real world and engineering problems,

5. Apply and analyzes various neura network architectures and learning rules.

6. Study the concepts and algorithms involved in evolutionary computation
(Genetic agorithm and Genetic Programming) and fuzzy logic.

7. Apply genetic algorithms to provide solutions to real world problems.
8. ldentify crisp and fuzzy sets theories.

9. Introduce fuzzy systems and its applications.

Module Learning
Outcomes

il Hall 3alall aladl) s j3a

At the end of this course the student will learn the following:

1. Learn about soft computing techniques and their applications

2. Analyze various neural network architectures

3. Understand perceptron and counter propagation networks.

4. Understand the genetic algorithm concepts and their applications.
5. Analyze the genetic algorithms and their applications.

6. Define the fuzzy systems.

7. ldentify and select a suitable Soft Computing technology to solve the problem
construct a solution and implement a Soft Computing solution

Indicative Contents

3ol V) ey il

e Introduction to Artificial neural networks.
e connections of biological neurons as weights between nodes.
e Utilizing artificial intelligence (Al) to solve Real-World problem.




Learning and Teaching Strategies

alail) 5 alaill Ciliasl i

Main strategies will be adopted in delivering this module is to encourage students’
participation in the exercises, while at the same time refining and expanding their
critical thinking skills.

Strategies e Theory-Based Lectures.
e Practical sessions.
e Discussion groups.
e Seminars.
e Projects.
tudent Workload (SWL)
le gl \DJQWQM‘;‘JUJ\ Jeall
Structured SWL (h/sem) Structured SWL (h/w)
94 6.2
Jadl) JOA Ul alaiinal) ol jall Jaall Lo saul calldall alaiiall sl 5l Jaall
Unstructured SWL (h/sem) Unstructured SWL (h/w)
56 3.7
Seadl) JSA llall alsiiall pe asl ) Jasl) L paudd llall il e sl yall Jaal
Total SWL (h/sem)
150
Gaadll I3 ltall L”,,JSM wbﬂ\ Jaall

Module Evaluation

:\:\ubﬂ\ 3alal) (-;:\:\33
Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,10 LO#1,2,8and9
ECITIe Assignments 3 10% (10) 2,8,12 LO#3,4,6and 7
assessment [ pioiacts / Lab. 3 10% (10) 3,6,9 LO#2,5,and 8

Report 2 10% (10) 4,9 LO#5and 10
SOt Midterm Exam 2 hours 10% (10) 7 LO#1-7
assessment | final Exam 3 hours 50% (50) 16 Al
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)
@bl e sl Zleid)

Material Covered

Introduction to Soft Computing.

BEE L Biological and artificial neurons, classifications of artificial neural networks
Week 2 Concept exploration of Neural networks, Genetic algorithm, and Fuzzy logic
Week 3 Types of NN Activation Functions and Neuron response cal cul ation
Week 4 NN Learning Algorithms and Decision Boundary
Week 5 Hebbian, Perceptron and Delta Learning Rules
Week 6 Back Propagation NN
Week 7 Hopfield Network
Week 8 10 Bidirectional Associative Memory (BAM) NN
Week 9 Adaline Neural Network
Week 10 Kohonen Network
Week 11 | Genetic Algorithms (GA) concept and agorithm
Week 12 | Chromosome encoding and selection techniques
Week 13 | GA operators and their types
Week 14 Basic elements of fuzzy system, Universe of discourse, and crisp and fuzzy sets definitions
Week 15 | Types of fuzzy membership functions, Fuzzy Relations
Week 16 | Preparatory week beforethe final Exam
Delivery Plan (Weekly Lab. Syllabus)
DAl e g ~lgiall
Material Covered
Week1 | Lab 1. Create a Simple Neural Network
Week2 | Lab 2: Perform Neural Network Scenario
Week 3 | Lab 3: Create a perceptron with appropriate number of inputs and outputs
Week 4 | Lab 4: Perform Back Propagation NN
Week 5 | | ab 5: Activation Functions (Sigmoid)
Week 6 | | ab 6: Fitness Functions
Week 7

Lab 7: Types of fuzzy membership functions, Fuzzy Relations




Learning and Teaching Resources

u.u..g‘)ﬂ\} (J’_\S\ J.‘:L.a.q

Text

Available in
the Library?

Required Texts

Aliev,R.A, Aliev,R.R., Soft Computing and its Application, World
Scientific Publishing Co. Pte. Ltd., 2001, ISBN 981-02-4700-1

2- Charu C. Aggarwal, Neural Networks and Deep Learning: A Textbook,
Springer, 1st Edition, 2018, -13 : 978-3319944623

3- SN. Sivanandam& S.N. Deepa, Principles of Soft Computing, Wiley
Publications, 2nd Edition, 2011

No

Recommended
Texts

1- J. Fodor and R. Fuller (Eds.). Advances in Soft Computing, Intelligent
Robotics and Control.

Springer, 2014
2- F. O. Karray and C. W. Silva. Soft Computing and Intelligent Systems
Design: Theory, Toolsand

Applications. 1st Edition Addison-Wed ey, 2004.

3- Alan Casey, Soft Computing: Developments, Methods and
Applications, Nova Science Publishers, Inc.; UK ed. edition (15 June
2016), ISBN-13: 978-1634851336.

No

Websites

None

Grading Scheme

Group

Grade

il

Marks (%)

Definition

Success Group

(50 - 100)

A - Excellent

90 - 100

Outstanding Performance

B - Very Good

80 -89

Above average with some errors

C - Good

70-79

Sound work with notable errors

D - Satisfactory

60 - 69

Fair but with major shortcomings

E - Sufficient

J s

50-59

Work meets minimum criteria

Fail Group
(0-49)

FX - Fail

(Aeallaall 18)

(45-49)

More work required but credit awarded

F — Fail

sl

(0-44)

Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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daal A_e_i v | Software Engineering °




MODULE DESCRIPTION FORM
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Module Information
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Module Title Communication |1 Module Delivery
Module Type Core Theory
Lecture
Module Code COMM 2202
Lab
ECTS Credits 4 [ Tutorial
O Practical
SWL (hr/sem) 100 O Seminar
Module Level 2 Semester of Delivery 1
Administering Department Network College College of engineerin
g ep engineering g & & &
Module Leader Zahraa Khduair Taha e-mail Zahraa.Khduair @aliragia.edu.iq
Module Leader’s Acad. Title Asst. Prof. Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval 01/06/2023 Version Number 1.0
Date
Relation with other Modules
S5 Ayl sl gall s A8
Prerequisite module Communication | Semester 2
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
LalinYl Gbgizally plat)l g3 dshylll 55k Blaa

1. understanding of the Concept of data compression, entropy, and
compressibility
know different types of coding

Module Objectives
Gyl Bala)l CBlua]

how can perform text/ image code

Module Learning 1. Understanding of Communication Systems: Gain a comprehensive
Outcomes understanding of the basic concepts and principles underlying signal coding
and theory.
Balal) alatl] oy 2. Determme the appro!:)rlate com‘pressmn method for a given sjlgnal/data.
‘ 2 3. Realize the compression according to the lossy/ lossless requirements.

sy 4. Understanding of image/text coding

Indicative content includes the following.

Concept of data compression
Entropy and compressibility
Shannon and Huffman codes
arithmetic coding

Sequence coding.

Indicative Content Prediction.
ndicative Contents Mid-term Exam
Aol Yl wlgisal! quantization and its optimization.

Vector quantization

Signal spaces

Wavelet transforms

Bit assignment and coding efficiency.
Image/sound/video coding

Text coding

Learning and Teaching Strategies

oty @latl )l el

Digital Communication Strategies:

1. Signal Conditioning: Digital signals are susceptible to noise and interference.
Signal conditioning techniques such as filtering, amplification, and
modulation can be used to enhance the quality and integrity of the analog

Strategies signal before transmission.

2. Bandwidth Optimization: Digital signals require a certain amount of
bandwidth for transmission. By employing techniques such as frequency
division multiplexing (FDM) or time division multiplexing (TDM), multiple
analog signals can be transmitted simultaneously, optimizing the available
bandwidth.




3. Noise Reduction: Digital signals are prone to noise, which can degrade the

signal quality. Strategies like shielding, grounding, and balanced transmission

lines can be used to minimize noise and interference during transmission.

Student Workload (SWL)
le gawol V0 J O gunmo LIl L"wadﬂ gresl

Structured SWL (h/sem) 63 Structured SWL (h/w) s
Unstructured SWL (h/sem) 37 Unstructured SWL (h/w) 3

Jraill I3 LIall @haziall pé gwhylll Josd!

b genl Ul plainall e oyl Jadl

Total SWL (h/sem)

)l I Il L”,J&.H *hdl Jod! 100
Module Evaluation
IRV E NP
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 20% (10) 1,2and 3 LO #1, #2 and #3
Formative Assignments 2 10% (10) 2,3and4 | LO#2,#3 and #4
assessment Projects / Lab. 1 10% (10) Continuous | All
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #3
assessment Final Exam 3hr 50% (50) 15 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Concept of data compression
Week 2 Entropy and compressibility
Week 3 Shannon and Huffman codes
Week 4 arithmetic coding




Week 5

Sequence coding.

Week 6 Prediction.

Week 7 Mid-term Exam

Week 8 guantisation and its optimisation.

Week 9 Vector quantization

Week 10 | Signal spaces

Week 11 | Wavelet transforms

Week 12 | Bit assignment and coding efficiency.

Week 13 | Image/sound/video coding

Week 14 | Text coding (partl)

Week 15 | Text coding (part2)

Week 16 Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1 Lab 1: data compression

Week 2 Lab 2: Shannon and Huffman codes

Week 3 Lab 3: Arithmetic coding.

Week 4 Lab 4: Sequence coding.

Week 5 Lab 5: wavelet transform

Week 6 Lab 6: Text coding

Week 7 Lab 7: image coding

Learning and Teaching Resources
oddly @ladl jobas

Text Available in the Library?
Required Texts Signal Coding and Processing, 2nd edition, 2012 Yes
EganEeE Multimedia Signal Coding and Transmission No
Texts
Websites https://www.coursera.org/learn/ coding




Grading Scheme

©loydlf abase

Group Grade el Marks % Definition

A - Excellent Sl 90-100 Outstanding Performance

B - Very Good [BESNVES 80 - 89 Above average with some errors
(S:‘;:fefgoc)iroup C - Good NVES 70-79 Sound work with notable errors

D - Satisfactory Luwgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgude 50-59 Work meets minimum criteria
Fail Group FX - Fail (Axdlaadl W8) cwwly | (45-49) More work required but credit awarded
(0-49) F - Fail el (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




MODULE DESCRIPTION FORM

E\JM\JJM EJ\.AM LJ.:.A} CJJAJ

Module Information
:Lu.u\JJM 3alall QLA)&’.A

Module Title Computer Networ k| Module Delivery

Module Type Core Xrheory

Module Code CONE 2204 g:;ture

ECTS Credits 4 IZI’utor.iaI
[Practical

SWL (hr/sem) 100 [ Beminar

Module Level 2 Semester of Delivery 2

Administering Department NETWORK College ENGINEERING

Module Leader Name e-mail E-mail

Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail

SDCJ::tiﬁc Sl T 01/06/2023 Version Number | 1.0

Relation with other Modules

LAY gl ) ol gall ae A8

Prerequisite module

None

Semester

Co-requisites module

None

Semester




Module Aims, Learning Outcomes and Indicative Contents
A0 ) il gimal 5 alail) il g sl Hall 50La) Cilaa

Module Objectives
Al 5oLl Calaal

This course covers various aspects of networking, including the introduction to

networking, networking devices, networking protocols, different layers of the

OSl model, network addressing, network security, troubleshooting, router

configuration, home networking, and concludes with a networking capstone

project and a final exam.

Module Learning
Outcomes

o Hall 3alall alasl) s j3a

The student will learn the basic and applied concepts of Computer Network

with the following fundamentals:

10.

11.

12.

13.

14.

15.

Define and explain the concept of networking, including its historical
development and importance in modern technology.

Identify and describe different types of networks, such as LANs, WANs,
and MANs, and understand their characteristics and uses.

Recognize and explain the functions and features of networking
devices, including routers, switches, and hubs.

Understand and apply various networking protocols, such as those
based on the OSI and TCP/IP models, and explain their role in network
communication.

Configure and troubleshoot networking devices, including routers,
switches, and hubs, to ensure proper connectivity and functionality.
Implement network security measures, including firewalls, intrusion
detection systems, and encryption, to protect network resources and
data.

Apply troubleshooting methodologies based on the OSI model and
TCP/IP model to diagnose and resolve network issues.

Configure network addressing using IPv4, including subnetting and
Variable Length Subnet Masking (VLSM), to optimize IP address
allocation.

Demonstrate knowledge of different network cable types, such as
Ethernet, fiber optic, and coaxial cables, and their appropriate usage.
Design and implement a network using static and dynamic routing
protocols, considering factors such as scalability and efficiency.
Manage and monitor networking environments, including DHCP and
DNS protocol configuration, to ensure smooth network operation.
Configure VLAN networks to segregate and manage network traffic
efficiently.

Understand and follow Cisco router configuration using Command-Line
Interface (CLI) commands.

Implement and secure home networks, including selecting appropriate
devices and implementing security measures.

Design and implement a networking capstone project that
demonstrates the integration of networking concepts and skills.

Indicative Contents
Lala LY il siaall

The student will learn the basic and applied concepts of Computer Network

with the following fundamentals:




Definition and importance of networking

Historical development of networking

Types of networks: LANs, WANs, MANs

Functions and features of routers

Functions and features of switches

Functions and features of hubs

Overview of the OSI model

Overview of the TCP/IP model

Explanation of common networking protocols

Functionality and protocols of the OSI application layer
Detailed study of application layer protocols like HTTP, SMTP, FTP
Functionality and protocols of the OSl transport layer
Comparison of TCP and UDP protocols

Role and responsibilities of the OSI network layer
Introduction to IPv4 and IPv6 addressing

IP address allocation and subnetting techniques

Assigning IPv4 classes

Subnetting and Variable Length Subnet Masking (VLSM)
Functions and protocols of the OSl data link layer

Introduction to MAC addresses, Ethernet, and VLANs
Functions and protocols associated with the OSI physical layer
Overview of Ethernet, fiber optic, and coaxial cables
Introduction to network security and its components
Configuring firewalls

Implementing intrusion detection systems

Encryption techniques and protocols

Troubleshooting methodologies based on the OSI model
Troubleshooting TCP/IP-related issues

Network device troubleshooting techniques

Introduction to the Cisco command-line interface (CLI) and commands
Configuration of interface ports on Cisco routers
Configuration of line ports (console, Telnet, SSH)

Configuring static routes

Setting up DHCP and DNS protocols

Selection and setup of home networking devices
Implementation of home networking security measures
Design and implementation of a comprehensive networking project

Learning and Teaching Strategies

sl g abesil) il i

Strategies

1.

Lecturing offline mode, in class.




2. Flip class

3. Assignment, project and quizzes.
4. Hands-on and interactive activities.

Student Workload (SWL)

Structured SWL (h/sem) 64 Structured SWL (h/w) c
Jeadl) P Ul Al ol jall Jaal) e sand calldall alaiiall ol jall Jasl)

Unstructured SWL (h/sem) 36 Unstructured SWL (h/w) a5
Juaill I8 Ul pliill e asd yall Jaal Lol QLN plaiial) el yall Jaal '

Total SWL (h/sem)

Jeadll P llall S i el Jead) 100
Module Evaluation
A Hal) 3alal) ?.1:\9.1
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous All

Report 1 10% (10) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl e sl Zleiall

Material Covered

Introduction to Networking
Week 1 e What is networking?
e The history of networking

o Thedifferent types of networks

Networking Devices
Week 2 °

Routers: Functions and features
e Switches: Functions and features




e Hubs: Functions and features

Week 3

Networking Protocols
e The OSI model: Overview and its layers
e The TCP/IP model: Overview and its layers

Week 4

OSl Application Layer
e Functionality and protocols of the OSI application layer
e Detailed study of application layer protocolslike HTTP, SMTP, FTP

Week 5

OSl Transport Layer
e Functionality and protocols of the OSI transport layer
e Comparison of TCP and UDP protocols

Week 6

OSI Network Layer and IP Addressing
e Roleand responsibilities of the OSI network layer
e |ntroduction to IPv4 and IPv6 addressing

Week 7

Midterm Exam+ |IP address allocation and subnetting techniques

Week 8

Network Addressing (IPv4)
e Assigning IPv4 classes
e Subnetting and Variable Length Subnet Masking (VLSM)

Week 9

OSI Datalink Layer
e Functions and protocols associated with the OSI Datalink Layer

Week 10

OSl Datalink and Physical L ayer
e Functions and protocols associated with the OSI Physical Layer
e Overview of Ethernet cables and their categories (e.g., Cat5, Cat6)
e Fiber optic cables and their advantages
e Coaxial cables and their applications

Week 11

Networking Troubleshooting
e Troubleshooting methodol ogies based on the OSI model
e Troubleshooting TCP/IP-related issues
o Network device troubleshooting techniques

Week 12

Router Cisco Configuration
Introduction to the Cisco command-line interface (CLI) and commands
Configuration of interface ports on Cisco routers

Week 13

Router Cisco Configuration cont.

Configuration of line ports (console, Telnet, SSH)

Configuring static routes

Setting up DHCP (Dynamic Host Configuration Protocol) and DNS (Domain Name System)
protocols on routers

Week 14

Networking in the Home
e Introduction to home networking devices (e.g., routers, switches, wireless access
points) Configuration and setup of home networks
¢ Implementation of home networking security measures (e.g., network encryption,
password protection, firewall settings)

Week 15

Networ king Capstone Project
e Design and implementation of a comprehensive networking project, integrating
concepts and skillslearned throughout the course.

Week 16

Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)

Material Covered
Week 1 Lab 1: Topology Orientation and Building a Small Network Topology Diagram.
Week 2 Lab 2: Cabling a Network and Basic Router Configuration
Week 3 Lab 3: Router configuration.
Week 4 Lab 4: Using ping command, configure Lan Network and applied subnetting.
Week 5 Lab 5: Configure VLan Networks
Week 6 Lab 6: Design Network With static and dynamic routing protocol
Week 7 | | ab 7: Configure DHCP and DNS protocol

Learning and Teaching Resources
U'“.'?)ﬂ\} ?L_”\S\ JJLLA.A

Text Available in the Library?
Required Texts Title: Networking: The Complete Reference Author: Todd Lammle No
Recommended Title: Cisco CCNA: Routing and Switching Study Guide Author:
Texts Wendell Odom No
Recommended Title: Network Security: A Beginner's Guide Author: Stuart
Texts McClure NO
Recommended Title: Cisco I0S Configuration Fundamentals Command Reference
Texts Organization: Cisco Systems Inc. NO
Websites https://www.cisco.com/
Grading Scheme
Group Grade _paadl) Marks % Definition
A - Excellent Dbl 90 - 100 Outstanding Performance
B - Very Good laa 2 80 -89 Above average with some errors
(S:gc_e:;o(;roup C - Good e 70-79 Sound work with notable errors
D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings
E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aaddll 2a8) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://www.cisco.com/

MODULE DESCRIPTION FORM

E\JM\JJM EJ\.AM LJ.:.A} CJJAJ

Module Information
:Lu.u\JJM XA QLA)&’.A

Module Title Database Systems Module Delivery

Module Type Core XTheory
XLecture

Module Code DASY 2203 KLab

ECTS Credits 6 I:lTutor'laI
OPractical

SWL (hr/sem) 150 CdSeminar

Module Level 2 Semester of Delivery 2

Administering Department NE College Type College Code

Module Leader Sura Nasser Maryoush e-mail Suranasserl6@yahoo.com

Module Leader’s Acad. Title Assistant lecturer Module Leader’s Qualification MSC

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail

Scientific Committee Approval 01/06/2023 Version Number 1.0

Date

Relation with other Modules
A Dl 5l 3 sall ae 48l
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
405 Y1 il ginall 5 alail) il 5 gl Hal) 3oLl Calaa

Module Objectives
Al 5okl Calaal

vk W

L 0o N

To understand the different issues involved in the design and
implementation of a database system

To study the physical and logical database design, and data models.
To understand the basic concepts of relational data model

To understand and use SQL with relational databases

To be able to retrieve specific data from a database by using queries and
subqueries .

To manipulate data by using SQL.

To Be able to understand and create E/R diagrams

To understand and implement database applications

To Be able to normalize databases and tables

. To understand indexing and hashing methods

Module Learning
Outcomes

) pall 3alall aladl) s 3a

N o vk

10.

Understand the importance of database systems

Have a broad understanding of database concepts and database
management systems

Understand the relational data model and be able to write schema, and draw
the schema diagram

Be able to reason about dependencies in a relational schema

Use relational query languages such as SQL

Write SQL queries for a given context in relational databases

Analyze the problems and Be able to create E/R diagrams and specify the
relation between the entities to represent simple database application
scenarios.

Understand normal forms, and the decomposition process by which normal
forms are obtained

Understand indexing methods including B+ tree, and Hashing

Be able to design and implementation of a database for a real world
application

Indicative Contents
Lala LY il sisall

Indicative content includes the following.

File system, file system limitations

Databases, database management systems, DBMS responsiblities, DBMS
advantages, levels of abstraction

Relational data model: the design terms, properties, attributes, records, keys,
schema, schema diagram, instances.

Relational algebra and calculus

SQL: basic commands, table modification commands, queries on single or
multiple relations, natural join, rename operation, string operations, set
operations (intersect, union, except), null values, aggregation functions,
grouping, having clause, subqueries, data modification commands (insert,
update, delete), views, integrity constraints, authorization and privileges.
Entity- relationship data model: entities, attributes types, relations, E/R
diagram representation, weak entity, strong entity.




e Normalization: 1NF, 2NF, 3NF
e Indexing: sparse Indexing, dense Indexing, multilevel Indexing, B+ tree,

hashing, dynamic hashing, static hashing, operation in hashing.

Learning and Teaching Strategies

sl 5 abeil) il i

Two main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking and developing skills. This will be achieved through
classes, interactive discussions and by considering types of simple practical
implementing of codes and programs:
e Theory based lectures: the traditional classroom lectures are used to present
models, topics, concepts, and methods of database systems, which will be

i explained by examples, also, the students will be engaged in discussions to
Strategies lained b les, also, the stud Il b dind
foster understandings .

e Laboratary experiments: in the laboratary session, the students will be able
to use the available softwares to create, implement, and modify databases
and tables of any field of life , and be familiar with database implementation
issues, also gain problem solving skills.

Student Workload (SWL)

e sl \OJLH}MMLT\SM@&‘JJ‘ Jaal)
Structured SWL (h/sem) 94 Structured SWL (h/w) 6
Jhadl) oA QU adatiall ol all Jasl) Lo sanl Ul alaiiall sl Hall sl
Unstructured SWL (h/sem) 56 Unstructured SWL (h/w) c 4
Jadll A QlUall alaiiall pe ol jall Jasdl Lo sanl lUall alaiiall e sl ol sl )
Total SWL (h/sem) 150
Juadll A llall S il jall Jasd)




Module Evaluation
M\Jﬂ\ 3Ll ?'Eﬂj

Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 11 ;(6) #, #2, 43, and 85,
Formative Assignments 2 10% (10) 2and 12 LO #1, #2,#3 and #7, #8
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #7, #8
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
LS)L-‘S\ = s GL@_LJ\
Material Covered
Week 1 Introduction to databases, file systems, databases, DBMS, levels of abstraction
Week 2 Data models, relational data model, schema and schema diagram.
Week 3 Relational algebra and calculus.
Week 4 Introduction to SQL , Basic SQL commands
Week 5 simple Queries from single and multiple relation, natural join
Week 6 Additional basic operations, set operations, Null values in SQL
Week 7 Mid exam + Aggregation functions
Week 8 Aggregation functions with grouping in SQL, Having clause with grouping
Week 9 nested subqueries in SQL, set membership, set comparison, subqueries in the From Clause
Week 10 | Modification on the database commands, views in SQL.
Week 11 | Integrity constraints, authorization in SQL
Week 12 | Database application development, connecters.
Week 13 | Entity — Relationship data model, mapping cardinalities, E/R diagram representation
Week 14 Database Normalization, 1NF, 2NF, 3NF
Week 15 | Indexing and Hashing
Week 16 Preparatory week before the final Exam




Delivery Plan (Weekly Lab. Syllabus)
DAl e gu) el

Material Covered

Week 1 Lab 1: Introduction to Mysql workbench, installing and creating server connections
Week 2 Lab 2: creating database and tables, insert, delete, update data and tables using Mysql workbench
Week 3 Lab 3: creating Database and tables using SQL

Week 4 Lab 4: queries on data using SQL

Week 5 Lab 5: queries on more than one table, using natural join in queries

Week 6 Lab 6: applying basic operation in SQL

Week 7 Lab 7: applying set operation on data using SQL

Week 8 Lab 8: using aggregation functions to retrieve data in SQL

Week 9 Lab 9: subqueries in SQL

Week 10 | Lab 10: data modification on data tables using SQL

Week 11 Lab 11: view creation by using SQL

Week 12 Lab 12: integrity constraints and privileges of the database using SQL

Week 13 Lab 13: E/R diagram construction using Mysgl Workbench

Learning and Teaching Resources
U"‘e,)ﬁ\J (Jaﬂ\ J.JL\AA

Text

Available in the Library?

e "Database System Concepts ", Abraham Silberschatz,
Henry F. Korth,S. Sudarshan, 7th edition 2020, ISBN
978-0-07-802215-9

Required Texts No
e “Fundamentals Of Database Systems”, ramez
elmasri, shamkant b. navathe, seventh edition,
2016, ISBN-13: 978-0-13-397077-7
Recommended “Database Management Systems”, Raghu Ramakrishnan, No
Texts third edition, 2003

Websites

www.mysgl.com

https://www.w3shool.com



http://www.mysql.com/
https://www.w3shool.com/

Grading Scheme

Group Grade paail) Marks % | Definition

A - Excellent Dbl 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
(S:(;:felsgoc)iroup C - Good 2 70-79 Sound work with notable errors

D - Satisfactory b gl 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50 -59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 28) il 5 | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
:Lu.u\JJl\ 3alall QL\LA)&’.A

Module Title Engi neeri ng M athematics |V Module Delivery
Module Type Basic Xrheory
Module Code Code O Lecture
ECTS Credits 4 [Lab
Xrutorial
SWL (hr/sem) 100 [Practical
[ Beminar
Module Level 1 Semester of Delivery 2
Administering Department Corrn1pute'r College College of engineering
engineering
Module Leader Omar Hassan Hameed e-mail Omar.Hassan @aliraqgia.edu.iq
Module Leader’s Acad. Title lecture Module Leader’s Qualification Ph.D.
Module Tutor e-mail
Peer Reviewer Name e-mail

Scientific Committee Approval

- 01/06/2023 Version Number 1.0
Relation with other Modules
DAY Agual 5l 3 sall ae 8|
Prerequisite module Mathematics | Semester 1
Co-requisites module Semester




Module Aims, Learning Outcomes and Indicative Contents

L5 Y1 il ginall g alail) il g gl Hal) 5ol Calaa

Module Objectives

Al 5oLl Calaal

The objective of this course is to develop an understanding of the basic ideas of

mathematics encountered in engineering. Focus will be on the methods for

understanding complex numbers and fundamentals of the derivative and integration

of inverse trigonometric functions. Students will learn some special integration

techniques (Integration by part, partial fraction, and substitution) that are useful for

the understanding of different engineering subjects. Another objective is to teach the

Engineering student about integration applications such as Area under curve and

volume. Finally, the student will learn the concept of polar coordinates and its
application.

Module Learning
Outcomes

o Hall 3alall alasl) s jAa

On completion of the course, student will be able to:

1.
2.

Understand the fundamentals of complex numbers and their properties.
Understand the differentiation and integration of inverse trigonometric
functions.

Understand the differentiation and integration of hyperbolic trigonometric
functions.

Express the concepts of methods of integration and their different types
which can be used in a wide variety of disciplines in engineering.

Identify integration applications such as Area under curve and area between
two curves.

Apply different integration rules to determine the volume of solid using Disk
and Washer methods.

Understand polar coordinates and their properties.

Apply the concept of polar coordinates to solve integration applications.

Indicative Contents

Indicative content includes the following:

Fundamental Concepts of complex numbers.

Complex numbers properties- power and roots

Inverse Trigonometric function and their differentiation
Inverse Trigonometric function Integration

Hyperbolic Trigonometric functions and their differentiation
Hyperbolic Trigonometric functions integration

Methods of integration — Integration by Part

Methods of integration - Partial fraction method

Methods of integration — Integration using substation
Integration applications — Area under curve




e Integration applications — Area between two curves

e Integration applications — Volume of solid using Disk method

e Integration applications — Volume of solid using Washer methods
e Polar coordinates and its properties

e Area under curve in Polar coordinates

e Area between two curves in Polar coordinates

e Length of curve in Polar coordinates.

Learning and Teaching Strategies

sl 5 abeil) il i

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
Strategies expanding their critical thinking skills. This will be achieved through classes,
interactive tutorials and by considering types of simple reports involving some
sampling activities that are interesting to the students.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

63 3
Jeadl) YA Ul aliiall sl al) Jaal Lo ausd CalUall liiiall d 53l Jaal
Unstructured SWL (h/sem) Unstructured SWL (h/w)

37 3
Juadl) P Gl el e ol Al Jaall Lo saul Ul alsiiall e sl Hall Jaal
Total SWL (h/sem)

100

Suaill J3& llall Sl jal) Jaal

Module Evaluation
ol ) B3l

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Formative Quizzes 2 15% (15) 5and 10 LO #2, #3 and #5, #6
assessment Assignments 2 15% (15) 2and 12 LO #1 and #5




Report 1 10% (10) 13 LO # 3, #4, #5, and #6
Summative Midterm Exam 2hr 10% (10) 7 LO #1-#3
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Lg)b.d\ L;c}gw‘ﬁ\ GL@_LJ\

Material Covered

Week 1 Ordinary differential equation — first order- variable separable

Week 2 Ordinary differential equation — first order- homogenous

Week 3 Ordinary differential equation — first order- Exact

Week 4 Ordinary differential equation — first order - Linear

Week 5 Ordinary differential equation — second order — undetermined coefficient
Week 6 Ordinary differential equation — second order — variation of parameter
Week 7 Ordinary differential equation — higher order

Week 8 Mid-term Exam

Week 9 Laplace transform - properties

Week 10 | Inverse Laplace transform

Week 11 | Solving Ordinary differential equation using Laplace transform
Week 12 | Z - transform

Week 13 | Z - transform properties

Week 14 | Inverse Z - transform

Week 15 | Inverse Z —transform (PART2)

Week 16 | Preparatory week before the final Exam




Learning and Teaching Resources

wﬁ)dﬂ\} eLuM JJLJ.AA

Text Available in the Library?

. Thomas' Calculus, Single Variable, Joel Hass, Christopher
Required Texts Yes
Heil, Maurice Weir, Pearson, 2017.

Recommended Thomas' Calculus Early Transcendentals, George Thomas,
es
Texts Maurice D. Weir, Joel Hass, Pearson, 2014. y
Websites https://www.coursera.org/learn/ calculus |
Grading Scheme
Group Grade paail) Marks % | Definition
A - Excellent bl 90 - 100 Outstanding Performance
B - Very Good EENRVEN 80 -89 Above average with some errors
Success Group
C - Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient J s 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aaddll 28) i) ) | (45-49) More work required but credit awarded
(0-49) F - Fail g (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
4\:\.“:\_)35\ 33l &LLQ)L_A

Module Title Infrastructure Attack and Defense Module Delivery
Module Type C @ Theory
Module Code IADF 4204 I Lecture
ECTS Credits 6 X Lab
O Tutorial
SWL (hr/sem) 94 O Practical
O Seminar
Module Level UGIV Semester of Delivery Eight

Administering Department

Type Dept. Code

College

Type College Code

Module Leader

Asst. Lec. Yousif Hosain Dakhil

e-mail

yousefhusaindakhel@gmail.com

Module Leader’s Acad. Title

Professor

Module Leader’s Qualification

Master

Module Tutor Name (if available) e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval
PP 01/06/2025 Version Number 1.0

Date




Relation with other Modules
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Prerequisite module

Network Security (NESE4203) Semester

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents

400L5 Y il sinall g alail) o2l 5 gl ) 5ol Calaa

Module Aims

Jau) Ll sald) Calaal

1

Provide comprehensive knowledge about infrastructure vulnerabilities, attack
methodol ogies, and defense mechanisms.

Develop advanced analytical and practical skills in identifying, analyzing, and
mitigating infrastructure attacks.

Train students in Red Team (offensive) and Blue Team (defensive) strategies,
integrating theory and real-world practice.

Enhance an understanding of real-world case studies, incident response
management, and security auditing frameworks.

Module Learning
Outcomes

o )l 3alall alasl) s jAa

Identify, analyze, and critically evaluate infrastructure threats, vulnerabilities,
and attack vectors.

Apply Red Team techniques for infrastructure reconnaissance, penetration
testing, and expl oitation.

Implement effective Blue Team defense mechanisms, including firewalls,
IDS/IPS, incident response frameworks, and SIEM solutions.

Conduct in-depth security audits and penetration testing to proactively protect
infrastructure.

Evaluate real-world attack scenarios and propose comprehensive defense
strategies and recovery plans.

Indicative Contents

dald ,Y) iy il

1. Introduction to Infrastructure Security

Key concepts, infrastructure components, and significance
Cybersecurity fundamentals: CIA triad in infrastructure contexts

2. Threat Landscape Analysis

Types of infrastructure attacks (DDoS, ransomware, APT)
Recent trends, real-world case studies, and attack vectors




3. Offensive Strategies: Red Team Fundamentals
e Reconnaissance and footprinting
e Network scanning and enumeration methods
4. Exploitation Techniques
o Application and network-layer exploits
e Privilege escalation and lateral movement
5. Denial of Service (DoS) Attacks
« Attack methodologies and detection techniques
o Mitigation strategies and real-world scenarios
6. Advanced Persistent Threats (APTS)
o Lifecycleanalysisof APTs
« Defensive countermeasures and response plans

7. Malwar e and Ransomwar e Defense

e ldentification, containment, and removal
» Proactive measures and threat intelligence integration

8. Firewall and Access Controls||

e Implementation and configuration (ACLS, rulesets)
o Network segmentation strategies

9. Intrusion Detection and Prevention Systems (IDS/1PS)

o Deployment, configuration, and management
e Real-time monitoring and aerting strategies

10. Security Information and Event Management (SIEM)

e Loganalysis, correlation, and incident management
e Integration with incident response protocols

11. Penetration Testing and Vulnerability Assessment
o Methodologies, tools (Metasploit, Kali Linux)
o Comprehensive vulnerability management
12. Security Information and Event Management (SIEM)

« Standards (1SO 27001, NIST)




« Continuous monitoring and reporting techniques
13. Security Information and Event Management (SIEM)

o Incident handling lifecycle (preparation, detection, containment,
recovery)

« Developing effective incident response plans
14. Red and Blue Team Integration

o Combined tactical exercises

e Scenario-based training and evaluation
15. Real-world Case Study Projects

o Integrated attack-defense case studies
o Team presentations and evaluations

Learning and Teaching Strategies

sl alail) ol i

Strategies

1. Structured theoretical lectures combined with hands-on lab sessions.
Interactive class discussions emphasizing real-world attack-defense
scenarios.

3. Regular quizzes and assignments for formative assessment.
Collaborative projects involving both offensive (Red Team) and
defensive (Blue Team) strategies.

5. Integration of professional security tools (Wireshark, Snort, Kali Linux)
and scenario simulations based on real-world threats.

Student Workload (SWL)

e gl \ojuwdww\‘).ﬂ\w\

Structured SWL (h/sem)

94 Structured SWL (h/w) 6.27




Jadl) JBA lUall adasidl) ol Al Jaal) e saul calldall alaiiall ol all Jasll

Unstructured SWL (h/sem) Unstructured SWL (h/w)
81 5.4
Jadl) P Qlall Jdaiid) e ool all Jasll Lo sausl AUl alsiiall e sl Hall Jaal

Total SWL (h/sem)
175
Suaill J3a lUall Sl al) Jaal

Module Evaluation

&m\‘)ﬂ\ 3alal) 5‘5“53
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,12 LO#1,2,3,4and5
TR Assignments 2 10% (10) 4,10 LO#4and5
assessment | pqiacts 1 10% (10) 13 All

Report 1 10% (10) 11 LO# 3,4 ,and 5
ST Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and5
assessment Final Exam 3hbr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o )zl

Material Covered

Week 1 | Introduction to Infrastructure Security: Components, Concepts, and Significance




Week 2 | Infrastructure Threat Landscape: Attack Trends, Tactics, and Case Studies
Week 3 | Red Team Methodologies: Reconnaissance and Footprinting Techniques
Week 4 | Red Team: Advanced Network Scanning and Enumeration Methods
Week 5 | Red Team: Exploitation Techniques at Network and Application Layers.
Week 6 | Red Team: Denid of Service (DoS/DDoS) Attacks — Detection and Real-World Examples
Week 7 | Red Team: Advanced Persistent Threats (APT) and Lateral Movement Techniques
Week 8 | Midterm Exam
Week 9 | Blue Team: Ransomware and Maware Defense Strategies and Tools
Week 10 | Blue Team: Firewall Configurations, Access Controls (ACLS), and Defense Mechanisms
—— Blue Team: Intrusion Detection/Prevention Systems (IDS/IPS), Deployment, and Best
Practices
e 163 Blue Team: Security Information and Event Management (SIEM) & Effective Incident
Response
Week 13 | Penetration Testing and Comprehensive Vulnerability Assessment
Week 14 | Security Auditing, Compliance Standards (1SO27001, NIST), and Continuous Monitoring
Week 15 | Security Auditing, Compliance Standards (1SO27001, NIST), and Continuous Monitoring
Week 16 Final Exam
Learning and Teaching Resources
WJJ:‘“J e&:u&\ ).JLAA
Available in the
Text
Library?
1. William Stallings, Cryptography and Network
Security: Principles and Practice, 8th ed.,
Pearson, 2020.
Required Texts . . No
2. FEric Conrad, Seth Misenar, Joshua Feldman,
CISSP Study Guide, 4th Edition, Elsevier,
2019.




3. Erdd Ozkaya & Yuri Diogenes,
Cybersecurity — Attack and Defense
Strategies: Infrastructure Security with Red
Team and Blue Team Tactics, Packt
Publishing, 2018.

1. NIST SP 800-61, Computer Security Incident Handling

Recommended Texts Guide. No

2. OWASP Testing Guide v5.

1. MITREATT&CK Framework (attack.mitre.org)
Websites 2. OWASP Foundation (www.owasp.org)
3. NIST Cybersecurity Framework (www.nist.gov/cyberframework)

Grading Scheme

Group Grade _paal) Marks (%) | Definition

A - Excellent Dbl 90 - 100 Outstanding Performance

B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group

C - Good L 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory Lo sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsite 50-59 Work meets minimum criteria
Fail Group FX - Fail (Andleall 28) il ;| (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM
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M odule I nfor mation
Laul Hall salall il glaa

Module Title Cybercrime and Cyber law Module Delivery
Module Type C Theory
Module Code CCCL3106 O Lecture
ECTS Credits 3 O Lab

O Tutorial
SWL (hr/sem)5 75 O Practical

0 Seminar
Module L evel L UGIII Semester of Delivery Six

Administering Department Type Dept. Code College Type College Code
Module L eader Lec. Hasan Falah Hasan e-mail E-mail : Hasanfalahhasan@aliragia.edu.iq
Module Leader’s Acad. Title Ass.Lec. Module Leader’s Qualification Master

M odule Tutor

Name (if available)

e-mail

Peer Reviewer Name

e-mail

Scientific Committee Approval
Date

01/06/2025

Version Number

1.0




Relation with other M odules
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Prerequisite module None Semester

Co-requisitesmodule None Semester

Module Aims, L earning Outcomes and I ndicative Contents

400L5 HY) il simall g alail) il 5 Agud )l 3okl Calaal

e Understand the nature and scope of cybercrimein the digital era.

e Explore national and international cyber laws and policy frameworks.

JaudHall salal) Calaal e Analyze legal gaps and propose new legal mechanisms or cybersecurity
policies.

e Learn about digital forensics and enforcement practices.

e Examine ethical, social, and legal implications of cybersecurity operations.

Module Aims

By the end of this module, students will be able to:
1. Knowledge & Understanding
¢ ldentify and explain the key types of cybercrimes, including
technical, financial, and state-sponsored attacks.
e Describethe legal frameworks governing cybercrime in the UK,
EU, and international contexts (e.g., Computer Misuse Act, GDPR,
Budapest Convention).
e Understand the principles of evidence collection, digital forensics,
and the admissibility of digital evidence in court.
2. Cognitive Skills
Module L earning e Critically evaluate national and international cyber laws and their
effectiveness in addressing emerging cyber threats.

Outcomes e Analyzerea-world cybercrime cases to identify legal and policy
Al all salall aladll il 3 shortcomings.
e Comparedifferent legal responses to cybercrime across
jurisdictions.

3. Practical & Legal Skills

e Demonstrate the use of digital forensic tools for cybercrime
investigation (e.g., FTK, Autopsy).
e Apply lega reasoning to interpret statutes and propose amendments
to outdated cyber laws.
e Draft and present policy briefs or law reform proposals in response
to current cybersecurity challenges.
4. Communication & Teamwork

e Engagein structured debates and mock |egidlative processes on




controversial cyber law topics.
e Collaborate with peersto develop simulated legislation, policy
recommendations, and investigation strategies.

e Present clear, well-reasoned arguments in written and oral formats,
grounded in legal and ethical analysis.

I ndicative Contents

Lals Y il giadl)

1. Introduction to Cybercrime
o Definitions and classifications of cybercrime
e Motivations of cybercriminals (e.g., financial, political, ideological)
e Cybercrime trends, statistics, and global threat landscape
e The cybercrime ecosystem (dark web, anonymity tools, etc.)

2. Legal Frameworksand Cyber Law
e UK cyber legidation: Computer Misuse Act 1990, Data Protection Act 2018
o EU legidation: NIS2 Directive, GDPR, ePrivacy Directive
e Internationa legal instruments: Budapest Convention, Tallinn Manual
e Jurisdictional challenges and cross-border legal cooperation
3. Criminal Liability in Cybercrime
o Elements of cyber offences (unauthorized access, DDoS, malware
distribution)
e Crimina liability for individuals, organizations, and states
e Casestudies: Rv Love, R v Gold and Schifreen, Aaron Swartz case
4. Digital Evidence and Forensics
o Typesof digita evidence: logs, emails, hard disk images, network traffic
e Chain of custody, integrity preservation, metadata analysis
e Forensicstools (FTK, EnCase, Autopsy)
.C

Evidence admissibility (UK PACE Act, ACPO Guiddines)

ybercrime Investigation and Enfor cement
Investigation processes. search, seizure, anaysis, reporting
Role of law enforcement (NCA, Europol EC3, INTERPOL)
Mutual legal assistance treaties (MLATYS)
e Public-private cooperation in investigations
6. Surveillance, Privacy, and Ethics
e Legal surveillance powers (Investigatory Powers Act 2016)
e Privacy rights under GDPR and ECHR
e Ethical dilemmasin digital investigations
e Government access to encrypted data
7. Policy-Making in Cyber security
e  Cybersecurity strategy formulation (UK National Cyber Strategy)
o Stakeholdersin cyber policy: government, civil society, tech industry
e Lifecycle of legidlation and regulatory reform
e Public consultations and white paper drafting
. Legal and Policy Reform
e Identification of gapsin existing laws
e Law reform theory and process
e Drafting cybercrime-related |egid ative amendments
.C

5

8

Model protocols for data sharing and evidence exchange

ybersecurity and Critical Infrastructure Protection
Cyber threats to power grids, healthcare, and telecoms
Incident response and public safety

9




o National defense frameworks (N1S2, UK NCSC guidance)
o Stateresponsibility for cyberattacks (Talinn Manua principles)

10. Economic and Financial Cybercrime

Phishing, social engineering, business email compromise (BEC)
Cryptojacking, crypto scams, darknet transactions

Anti-money laundering (AML) and FATF compliance

EU’s MiCA (Markets in Crypto-Assets) regulation

11. Emerging I ssues
o Deepfakes, Al-generated misinformation, and legal gaps
e Smart contracts and decentralized finance (DeFi) fraud
e Post-quantum cybersecurity and future legal implications

12. Case Studies, Mock Trials& Law Drafting
e In-depth analysis of cases. Cambridge Analytica, WannaCry, Colonial
Pipeline
o Legidative simulation: propose, debate, and amend student-generated bills
e Team-based presentations of policy or law proposals

L earning and Teaching Strategies

alal) g el Clins jind

Strategies

L earning and Teaching Strategies:

e Lecturesand Interactive Discussions. Weekly theoretical lectures
covering legal, technical, and policy concepts, supported by
multimedia content and real-world examples.

e Case Study Seminars: In-depth group discussions and analysis of
major cybercrime cases and legal precedents to encourage critical
thinking.

e Mock Trialsand Legal Debates: Students simulate court
proceedings and debate controversial cyber laws to develop legal
reasoning and argumentation skills.

e Law and Policy Drafting Workshops: Students draft short legal
amendments or cybersecurity policy proposalsin response to
current threats.

e Assignments and Reflective Journals: Regular written tasks and
reflection logs to assess understanding of legal principles and
evolving threats.

e Group Projectsand Presentations: Collaborative work on
comparative legal systems, threat analysis, or proposed reforms,
culminating in aclass presentation.

e Quizzesand Online Activities: Periodic quizzes and virtual
simulations to reinforce knowledge of law, enforcement procedures,
and cyber threat types.

Student Workload (SWL)
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Structured SWL (h/sem) 48 Structured SWL (h/w) 3
Jadl) JBA lUall adasidl) ol Al Jaal) e sand calldall aliiall asd 5l Jaal)

Unstructured SWL (h/sem) 7 Unstructured SWL (h/w) 5.7
Jeadll I lUall alaiidl) e ol ) Jasl) Lo paned Ll ainall e d 5l Jaall '
Total SWL (h/sem) -5

Jasl) A alllall IS ) 5l Jas)

M odule Evaluation

:\.:\.;.u\Jﬂ\ Balall e:usA
Time/Nu Weight (Marks) e B Relevant L earning
mber Outcome

Quizzes 2 10% (10) 5 12 All
Formative Assignments 2 10% (10) 4,10 All
assessment Projects 1 10% (10) 13 All

Report 1 10% (10) 11 All
Summative Midterm Exam 2hr 10% (10) 8 All
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
@bl o ) Zleiall

Material Covered

Week 1

Module 1: Introduction to Cybercrime and Cybersecurity (Week 1)

e Cybercrime categories: individual, organizational, state-sponsored
e Thecyber threat |landscape: attackers, victims, ecosystems
e Introduction to cybersecurity policy and regulatory frameworks

Week 2-3

Module 2: Foundations of Cyber Law and International Frameworks National
laws: UK (Computer Misuse Act, DPA 2018), EU (NIS2 Directive, GDPR)

e International laws: Budapest Convention, Tallinn Manual (cyber warfare)

e Legal harmonization challenges

e Comparative anaysis of UK vs EU frameworks.

Week 4

Module 3: Cybercrimeand Criminal Law
o Liahility: individuals, corporations, state actors




e Casestudies; Lauri Love, R v Aaron Swartz
e Cybercriminal profiling and motivation
o Law Proposition Focus: Draft an amendment to the Computer Misuse Act.

Module 4: Digital Evidence and Forensics
e Technical and legal challenges of digital evidence
e Chain of custody, hashing, metadataintegrity
o Standardsfor evidence admissibility (UK, EU).
o Evaluate and propose standards for cloud evidence admissibility.

Week 5-6

Week 7 | Midterm Exam + Project Guidance

Module5: Investigation and Enfor cement

Role of national agencies (NCA, Europol EC3)

International cooperation (MLATS, INTERPOL cybercrime unit)
Problems of jurisdiction and rea -time response

Modéd international protocol for cyber evidence exchange

Week 8

Module 6: Privacy, Surveillance, and Ethics
e Surveillance laws: Investigatory Powers Act, GDPR rights
e Tension between privacy and public interest
o Law Proposition Focus. Propose a balanced surveillance oversight law.

Week 9

Module 7: Cybercrimeand Critical Infrastructure
o Nation-state attacks: APTs, ransomware on healthcare and utilities
o Attribution challenges and legal loopholes
o Develop alegal strategy for critical infrastructure protection

Week 10

Module 8: Financial Cybercrimeand Blockchain
e Cryptocurrency fraud, dark markets, NFT scams
e AML compliance, FATF guidelines, MiCA (EU crypto regulation).
e Policy Lab: Design anational policy on cryptocurrency tracing.

Week 11

Module 9: Policy-Making in Cybersecurity
e How laws are made: lobbying, white papers, consultations
o Stakeholder perspectives: government, industry, civil society
o Workshop: Students form policy teams to draft short legislative white papers

Week 12

Module 10: Proposing Cyber Law Reform
e ldentify weaknessesin current laws
Week 13 e Legal innovation: from GDPR to Al regulation
e Group Assignment: Draft anew cybercrime statute or reform proposal

Module 11: Case Studiesand Mock L egislation Debates
e Deepdiveintored cases (WannaCry, NotPetya, Cambridge Analytica)
e Simulate agovernment hearing on proposed cyber law reforms
e Mock Committee: Debate and amend proposed student laws.

Week 14




Module 12: Final Project Presentations & Feedback (Week 14)
Week 15 e Group presentations on drafted policies/laws

e Peer critique and instructor feedback.

e Final course summary and policy outlook discussion

Week 16 Final Exam

L earning and Teaching Resour ces

WJﬂ\J fd,—d\ _)JLAA

Availablein the
Library?

Text

o Information Technology Law by lan J. Lloyd:
A classic UK/EU text. Covers IT law, privacy, cybercrime,
Al, and surveillance, 9th Edition (2021).

e Cyber Crime and Digital Evidence by
Jonathan Clough: Detailed exploration of cyber

Required Texts offences and evidentiary challenges, including hacking,
malware, and digital forensics, 3rd Edition (2021).

e Computer Forensics. Cybercriminals, Laws
and Evidence by Marie-Helen Maras. Combines

digital forensics with law and procedure. Ideal for practica
labs and policy discussions, 2nd Edition (2014).

Recommended

e Information Technology Law by lan J. Lloyd.
Texts

Cyber Crime and Digital Evidence by Jonathan Clough.

UK National Cyber Security Centre (NCSC): https.//www.ncsc.gov.uk
Council of Europe — Budapest Convention on Cybercrime:

Websites https.//www.coe.int/en/web/cybercrim

L egidation.gov.uk: https://www.|egidlation.gov.uk

Eur-Lex: Accessto EU Law: https://eur-lex.europa.eu

N

Hw

Grading Scheme

Group Grade il Marks | pefinition
(%)
A - Excdlent Dkl 90 - 100 Outstanding Performance
Success Group
B - Very Good las s 80 -89 Above average with some errors
(50 - 100)
C - Good 2 70-79 Sound work with notable errors



https://www.ncsc.gov.uk/
https://www.coe.int/en/web/cybercrim
https://www.legislation.gov.uk/
https://eur-lex.europa.eu/

D - Satisfactory L gl 60 - 69 Fair but with major shortcomings

E - Sufficient Jsie 50 - 59 Work meets minimum criteria
Fail Group FX — Fail (Al 28) ol ) | (45-49) More work required but credit awarded
(0-49) F — Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University hasapolicy NOT
to condone "near-pass fails' so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




MODULE DESCRIPTION FORM

4,3.».»‘)&3\ salall —a g CJ)AJ

Module Information
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Module Title Ethical Hacking Module Delivery
Module Type C @ Theory
Module Code ETHA 4104 [ Lecture
ECTS Credits 6 O Lab
O Tutorial
SWL (hr/sem) 150 O Practical
O Seminar

Module Level

uaGll

Semester of Delivery

Administering Department

Type Dept. Code

College Type College Code

Module Leader

Ass.Prof. Hassan M. Muhialdeen

. E-mail :
e-mail

muhialdeen.hassan@aliragia.edu.iq

Module Leader’s Acad. Title Professor Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail
Peer Reviewer Name e-mail E-mail :

Scientific Committee Approval
Date

01/06/2025

Version Number 1.0




Relation with other Modules
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Prerequisite module

Cybersecurity Fundamentals, Operating Systems and

Applications, Computer Networks, Python Programming in | Semester

Cyber security.

Co-requisites module

Cybercrime and Cyber law Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 Y il sinall g alail) il g Al )l sakall Calaad

Module Aims

Jaa) Al sald) Calaal

To understand the nature of security threats and vulnerabilities in information
systems, networks, and applications.

To provide hands-on experience using industry-standard tools (e.g., Nmap,
Metasploit, Wireshark, Burp Suite).

To understand the mindset and methods of malicious hackers to better defend
systems.

To identify and patch vulnerabilities through penetration testing and risk
assessment.

To enhance investigative and decision-making skills under simulated attack
conditions.

To prepare students for roles in penetration testing, red teaming, or security
auditing.

Module Learning
Outcomes

A, Balall lesl) s jia

Module Learning Outcomes (Aligned with Program Outcomes): By the end of this

module, students will be able to:

Characterise the principles, concepts, and legal frameworks that govern ethical
hacking practices. (Supports Outcome 1).

Demonstrate a comprehensive understanding and critical awareness of security
vulnerabilities by using advanced tools and techniques to identify, analyse, and
evaluate security risks. (Supports Outcome 2)

Exhibit self-direction and originality in identifying, selecting, and planning
sophisticated procedures and countermeasures to defend against and minimize
computer security attacks. (Supports Outcome 4)

Make and justify decisions on cybersecurity interventions, showing awareness of




ethical, professional, and legal issues connected with hacking. (Supports Outcome
5)

Continuously advance your knowledge and skills in cybersecurity, demonstrating
the ability to learn independently and develop new competencies at a high level.
(Supports Outcome 6)

Critically evaluate the effectiveness of different security measures,
countermeasures, and ethical hacking methodologies. (Supports Outcome 7)

Indicative Contents

Lald LY el siadl)

1. Ethical Hacking Fundamentals

e Introduction to ethical Hacking

e Foot printing
2. Target Scanning

e Scanning: Definition and Purpose
e Port Scanning
e Network Scanning

e Vulnerability Scanning
3. Covering of Tracks

e Disable Auditing

e C(Clearing Logs

e Modifying Logs and Registry Files

e Removing Folders and Files Created

e Covering Track on Network
4. Targetted Attacks (Windows System)

e ARP Spoofing
e Malware Attacks
e \irus

e Password-based Attacks
5. Targetted Attacks (Windows System)

e Side-Channel Attacks
e TCP-SYN Flood Attacks
e War Dialing




10.

11.

12,

13.

14.

Targetted Attacks (Linux System)

e Spoofing Attacks
e Scanning

e Denial of Service Attacks
Targetted Attacks (Linux System)

e ARP Spoofing
e Malware Attacks

e Password-based Attacks

Web Servers and Web Applications
e Web Server Attacks

Web Servers and Web Applications
e Attacks Against Web Applications
Types of Attacks

e Trojans and Viruses

e Spyware
Social Engineering and Distributed Denial of Service

e Web Server Attacks
e Attacks Against Web Applications

Penetration Testing

e Security Audit
e Risk Analysis

Vulnerability Assessment

e Types of Vulnerability Assessment
e Network Vulnerability Assessment Process

e Vulnerability Assessment Approaches
Penetration Testing Roadmap

e Penetration Testing Rules

e Penetration testing plan




Learning and Teaching Strategies
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Strategies

Learning and Teaching Strategies:

1. Lecture-Based Teaching: Clear, structured delivery with examples and visual
aids.

2. Guided Class Discussions: Simple questions and real-world scenarios to
encourage engagement.

3. Weekly Quizzes and Recap Activities: Short interactive quizzes to reinforce
learning.

4. Group-Based Mini Assignments: Basic collaborative tasks to apply concepts.

5. Visual Aids and Demonstrations: Use of videos, infographics, and simple
diagrams to explain key ideas.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

Seadl) JA lUall aliiiall asl 5l Jall >3 e ponad alldall bl yall Saal !
Unstructured SWL (h/sem) Unstructured SWL (h/w)

Juadl) J3A Il Ll e ol ) Jaal) ¥ e sl Ul (il e a5l el 2

Total SWL (h/sem)

Juadl) JI& U ISl 5 Jaa

100




Module Evaluation
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Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5,12 LO#1,2,3and4
TR Assignments 2 10% (10) 4,10 LO#1,2,4,6and7
assessment [ poiacts 1 10% (10) 13 All
Report 1 10% (10) 11 LO#1,3,4,6and7
ST Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and6
assessment | o) Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
95‘)2;.'\]\ Gc}w‘ﬁ\ G\.@.Ld\
Material Covered
Types of Hackers, Phases in Hacking, Sources of Information, Advantages of Foot printing,
Week 1
Countermeasures against Foot Printing
Phases in Scanning-TCP Handshake, Types of Port Scan, Tools for Port Scanning, Banner Grabbing,
Week 2 Nmap for Network Scanning, Nikto for Network Scanning, Nessus for Network Scanning, Tools and
Steps Used for Vulnerability Scanning, Countermeasures Against Vulnerability Scanning
Disable Auditing, Clearing Logs, Tools for Clearing Logs, Modifying Logs and Registry Files,
Week 3
Removing Folders and Files Created, Covering Track network
Attack Method, Legitimate Usage, Detection and Prevention, Virus, Worm, Trojan Horse,
Week 4
Ransomware, Spyware and Adware, Password Cracking Tools




Timing Attack, Power Analysis Attack, Optical Side-Channel Attack, Countermeasures Against Side-

Week 5 Channel Attacks, TCP-SYN Flood attack Description, Methods of Mitigation War Dialing Attack
Description, War Dialing Tools

Week 6 Spoofing Attacks, Scanning, Denial of Service Attacks
Week 7 Malware Attacks, Buffer Overflow, Wiretapping
Week 8 Midterm Exam

Denial of Service Attack, URL Interpretation Attack, Impersonation Attack, Directory Traversal,
Week 9

Misconfiguration Attacks
Week 10 Cross-Site Scripting, Website Defacement, SQL Injection, Buffer Overflow
Virus Defensive Techniques, Symptoms of Trojans Infections, Trojans Defensive Techniques,
Week 11
Methods of Delivery and Infection

Denial of Service Attack, URL Interpretation Attack, Impersonation Attack, Directory Traversal,

Week 12
Misconfiguration Attack, Cross-Site Scripting, Website Defacement, SQL Injection, Buffer Overflow
Week 13 Security Audit, Risk Analysis, Security Audit Tools, Security Audit Stages
. Host Vulnerability Assessments, Network Vulnerability Assessments, Network Vulnerability
Week 14
Assessment Process, Administrative Approach, Outsider Approach, Hybrid Appro.

Week 15 Penetration Testing Roadmap, Penetration Testing Rules, Penetration testing plan
Week 16 Penetration Testing Plan, Reconnaissance, Evaluating System Vulnerability Penetration testing

Learning and Teaching Resources

uag‘)dﬂ\} eLuj\ JJLAAA

Available in the
Text
Library?

Required Texts

he Hacker Playbook 3: Practical Guide to Penetration Testing




Peter Kim Independentl y Published 2018 ISBN: 978
1980901754

Gray Hat Hacking The Ethical Hackers Handbook, 6th Edition
Allen Harper, Ryan Linn, Stephen Sims, Michael Baucom,

Recommended Texts
Daniel Fernandez, Huascar Tejeda, Moses Frost McGraw Hill

Osborne 2022 ISBN:978 1264268948

https://www.amazon.com/Basics-Hacking-Penetration-Testing-Second/dp/0124116442

https://www.amazon.com/Penetration-Testing-Hands-Introduction-

Websites
Hacking/dp/1593275641
Grading Scheme

Group Grade el Marks (%) | Definition

A - Excellent Dbl 90-100 Outstanding Performance

B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group

C - Good L 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX — Fail (Aadlaall 08) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://www.amazon.com/Basics-Hacking-Penetration-Testing-Second/dp/0124116442
https://www.amazon.com/Penetration-Testing-Hands-Introduction-Hacking/dp/1593275641
https://www.amazon.com/Penetration-Testing-Hands-Introduction-Hacking/dp/1593275641

MODULE DESCRIPTION FORM
4:1.».»‘)&3\ 3alall L_Laj CJ)AJ

Module Information
4\:\.“:\_)35\ 33l &LLQ)L_A

Module Title Fundamentals of Cybersecurity Module Delivery
Module Type C @ Theory
Module Code FOCS 2103 O Lecture
ECTS Credits 4 [J Lab

O Tutorial
SWL (hr/sem) 100 O Practical

O Seminar
Module Level uaGll Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
Module Leader Prof. Dr. Rasha Thabit e-mail E-mail : rasha.thabit@aliragia.edu.iq
Module Leader’s Acad. Title Professor Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail
Peer Reviewer Name Prof. Tayseer Salman | e-mail E-mail :tayseer.salman@aliragia.edu.iq
SDcai::tiﬁc Sl AT L 01/06/2025 Version Number 1.0




Relation with other Modules
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Prerequisite module

None Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 Y by sinall g alail) il g dgud Hall salall Calaad

Module Aims

Aau) all sald) Calaal

To introduce students to the fundamental concepts of cybersecurity, including
threats, vulnerabilities, and basic defense mechanisms.

To provide a broad understanding of how to protect information systems and
networks from cyberattacks.

To raise awareness of current cybersecurity challenges and best practices.

To develop critical thinking skills in evaluating security scenarios and applying
basic security principles.

To prepare students for further study or entry-level roles in the field of
cybersecurity.

Module Learning
Outcomes

A, Balall lesl) s jia

Module Learning Outcomes (Aligned with Program Outcomes): By the end of this

module, students will be able to:

Identify and analyze basic cybersecurity problems and apply fundamental
principles of computing and networking to propose solutions. (Supports Outcome
1)

Apply basic security design principles to develop simple defense strategies
considering user safety, privacy, and technological constraints. (Supports
Outcome 2)

Communicate effectively using appropriate terminology to explain cybersecurity
threats, mitigation techniques, and best practices to both technical and non-
technical audiences. (Supports Outcome 3)

Recognize ethical and legal responsibilities in cybersecurity and demonstrate
awareness of the societal and global implications of security decisions. (Supports
Outcome 4)

Collaborate in groups to complete cybersecurity case studies or mini-projects,
demonstrating teamwork and shared responsibility. (Supports Outcome 5)
Interpret simple cybersecurity data such as log files or attack simulations, and
draw reasoned conclusions about potential vulnerabilities. (Supports Outcome 6)




Demonstrate a commitment to self-learning by engaging with online platforms,
tools, or cybersecurity news to stay current with emerging threats and solutions.
(Supports Outcome 7)

Indicative Contents

Lals Y il giadl)

1. Introduction to Cybersecurity

e Importance of cybersecurity
e Key terms and definitions

e Career paths and industry demand
2. Understanding Threats, Attacks, and Vulnerabilities

e Types of cyber threats (malware, phishing, social engineering, etc.)
e Vulnerability types and risk factors

e Cyberattack lifecycle
3. Cybersecurity Terminology and Models

e CIA triad (Confidentiality, Integrity, Availability)
e Authentication, authorization, and accounting

e Security models and policies
4. Cryptography Fundamentals

e Encryption and decryption concepts
e Symmetric vs. asymmetric encryption

e Hashing and digital signatures
5. Network Security Basics

e Firewalls, intrusion detection/prevention systems (IDS/IPS)
e VPNs and secure communication

e Network segmentation and defense-in-depth
6. Endpoint and Application Security

e Antivirus, anti-malware, and endpoint protection
e Secure coding principles and application vulnerabilities

e Patching and configuration management
7. Cloud Security Essentials

e Cloud deployment models (laaS, PaaS, SaaS)

e Cloud risks and security controls




10.

11.

12.

13.

14.

e Shared responsibility model
Security Operations and Monitoring

e Security operations centres (SOC)
e Log analysis and monitoring tools

e Incident detection and alerting
Cybersecurity Governance and Risk Management

e Policies, procedures, and compliance
e Risk assessment and management frameworks

e Business continuity and disaster recovery
Cybersecurity Laws and Ethics

e Legal frameworks and global standards
e Ethical hacking vs. criminal hacking

e Data protection laws (e.g., GDPR, local regulations)
Cybersecurity Certifications and Careers

e Overview of certifications (Security+, CEH, CISSP, etc.)
e Roles in cybersecurity (analyst, engineer, CISO, etc.)

e Skills development and lifelong learning
Emerging Trends in Cybersecurity

e Al and machine learning in security
e Zero Trust architecture

e Cybersecurity in loT and mobile devices
Security Awareness and Best Practices

e Strong passwords, safe browsing, email hygiene
e Social engineering prevention

e Personal and organizational security hygiene
Case Studies and Real-World Scenarios

e Review of major cyberattacks (e.g., Equifax, SolarWinds)
e Lessons learned and risk mitigation strategies

e Group discussion and presentations




Learning and Teaching Strategies

sl g aleil) il i

Strategies

Learning and Teaching Strategies:

1. Lecture-Based Teaching: Clear, structured delivery with examples and visual
aids.

2. Guided Class Discussions: Simple questions and real-world scenarios to
encourage engagement.

3. Weekly Quizzes and Recap Activities: Short interactive quizzes to reinforce
learning.

4. Group-Based Mini Assignments: Basic collaborative tasks to apply concepts.

5. Visual Aids and Demonstrations: Use of videos, infographics, and simple
diagrams to explain key ideas.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

Seal) JA Uall aliiiall asd 5l Jaall >3 e ponad alldall bl yall Saal !
Unstructured SWL (h/sem) Unstructured SWL (h/w)

Juadl) J3A Il Ll e ol ) Jaal) ¥ e sl Ul (il e a5l el 2

Total SWL (h/sem)

Guadl) JI& U ISl 5l Jas

100




Module Evaluation

3\:\“\)&]\ salall e.us::
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,12 LO#1,2,3and 4
Formative | Assignments 2 10% (10) 4,10 LO#1,2,4,6and7
assessment [ poiacts 1 10% (10) 13 All

Report 1 10% (10) 11 LO#1,3,4,6and7
ST Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and6
assessment | o) Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

LﬁJLﬂ\ ‘;cw‘ﬁ\ G\.@.Ld\
Material Covered

Week 1 Importance of Cybersecurity - Cyber risks, global impact, digital threat landscape
Week 2 Evolution of Security - From legacy to modern systems, ML and Al in cybersecurity
Week 3 Cybersecurity Technologies - Key tools and concepts (firewalls, IDS/IPS, SIEM, etc.)
Week 4 Skills Needed for a Cybersecurity Career - Technical, soft, and transferable skills
Week 5 Attacker Mindset - Hacker motives, techniques, red teaming/blue teaming
Week 6 Types of Cybersecurity - Reactive, proactive, and operational security explained
Week 7 Mentorship and Career Development - Networking, mentoring, shadowing in the field
Week 8 Midterm Exam




Week 9 Cybersecurity Labs (Conceptual) - Building home labs, simulation tools, ethical practice
Week 10 Certifications and Knowledge Validation - CEH, Security+, CISSP, CompTIA, etc.
Week 11 Security Intelligence Resources - Threat feeds, OSINT, dark web, staying current
Week 12 Expert Insights - Summary of interviews with industry professionals

Week 13 How to Get Hired in Cybersecurity - Resume tips, interview prep, job market trends
Week 14 Final Project Presentations (Career Plan or Case Study)

Week 15 The Future of Cybersecurity: Trends, Challenges, and Opportunities & Course Review
Week 16 Final Exam

Learning and Teaching Resources

w}.\ﬂb ?L.'ﬂ\ ).JLAA

Available in the
Text
Library?
E. Ozkaya, Cybersecurity: The Beginner’s Guide, A
Required Texts comprehensive guide to getting started in cybersecurity. Yes
Birmingham, UK: Packt Publishing, 2019.
W. Stallings and L. Brown, Computer Security: Principles and
Practice, 2nd ed. Boston, MA, USA: Pearson, 2012.
Recommended Texts C. J. Brooks, C. Grow, P. Craig, and D. Short, Cybersecurity Yes
Essentials. Indianapolis, IN, USA: John Wiley & Sons, Inc.,
2018.

Websites

https://www.khanacademy.org/partner-content/nova/nova-labs-topic/cyber

https://opensecuritytraining.info/

https://w3.testout.com/



https://www.khanacademy.org/partner-content/nova/nova-labs-topic/cyber
https://opensecuritytraining.info/
https://w3.testout.com/

Grading Scheme

Group Grade _paadl) Marks (%) | Definition

A - Excellent Dbl 90- 100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings

E - Sufficient J e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aalladll 28) iy | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.
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MODULE DESCRIPTION FORM

Module Information
4:\.“:\_)35\ 33l &LLQ)L_A

Module Title Python Programming in Cyber security | Module Delivery
Module Type C ® Theory
Module Code PPCS 2205 X Lecture
ECTS Credits 4

X Lab

O Tutorial
SWL (hr/sem) 100 O Practical

O Seminar
Module Level uaGll Semester of Delivery 4
Administering Department Type Dept. Code College Type College Code

. . E-mail :

Module Leader Lect. Abdulhakeem Qusay Albayati e-mail

abdulhakeem.q.ali@aliragia.edu.iq

Module Leader’s Acad. Title Lecturer Module Leader’s Qualification M.Sc.
Module Tutor Lect. Abdulhakeem Qusay Albayati e-mail E-mail
' y y abdulhakeem.qg.ali@aliragia.edu.iq
Prof. Dr. Rasha
Peer Reviewer Name Thabit e-mail E-mail : rasha.thabit@aliragia.edu.iq
Scientific C ittee A |
clentinc Lommittee Approva 01/06/2025 Version Number 1.0

Date




Relation with other Modules
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Prerequisite module

COPR 1206 Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 Y by sinall g alail) il g dgud Hall salall Calaad

Module Aims

ol salall alaal

Develop core and intermediate Python proficiency so that students can
confidently script, debug, and extend code bases used in modern security
operations.

Equip learners to design and implement Python-based solutions—including
automation scripts, packet analyzers, and reconnaissance tools—that address
real-world cyber-defense challenges.

Cultivate analytical skills for identifying, investigating, and solving complex
security problems through systematic data collection (e.g., packet captures, log
files) and evidence-based reasoning.

Instill an understanding of ethical, legal, and professional responsibilities when
applying Python to penetration testing, vulnerability research, and digital
forensics.

Foster effective teamwork and communication by requiring collaborative
development projects and clear technical reporting to diverse stakeholders.
Promote lifelong learning and adaptability by encouraging students to evaluate,
integrate, and document new Python libraries or security frameworks as threat
landscapes evolve.

Module Learning
Outcomes

A, Balall lesl) s jia

Implement Python scripts to automate cybersecurity tasks and solve complex
security problems. (Supports outcome 1)

Design secure Python-based solutions that meet specified cyberPldefense needs
while accounting for safety, environmental, and societal factors. (Supports
outcome 2)

Communicate technical findings from PythonBldriven security analyses to diverse
audiences through clear reports and presentations. (Supports outcome 3)
Recognize and apply ethical and professional responsibilities while performing
PythonBlbased reconnaissance, penetration testing, and data collection.
(Supports outcome 4)

Collaborate effectively within a team to plan, develop, and manage a Python




cybersecurity project, demonstrating leadership and inclusivity. (Supports
outcome 5)

Develop and conduct experiments—such as packet capture or loglfile analysis—
using Python, then analyze and interpret the data to draw evidencellbased
conclusions. (Supports outcome 6)

Acquire, evaluate, and integrate new Python libraries or security frameworks as
needed, demonstrating lifelong learning strategies in rapidly evolving
cyberBthreat landscapes. (Supports outcome 7)

Indicative Contents

Lal LY el siadl)

1. Introduction to Python and Cyber Security

e History of Python
e What is Cyber security?
e  Why Python for Cybersecurity?

2. INSTALLING PYTHON AND SETTING UP THE ENVIRONMENT

e Python Interpreter
e Whatis IDE? and IDE installation

e Setting up the environment
3. Basic Python Syntax

e Variables and Data Types
e Control Flow (if statements, loops)

e Functions
4. Advanced Python Concepts

e Lists and Tuples
e Dictionaries and Sets

e List Comprehension
5. Overview of Strings, Regular Expressions & Pattern Matching

e What are strings? and Importance of string manipulation in programming
e Basic String Operations (Creating strings, Accessing characters in a string
and String concatenation)

e ‘re’ module and pattern search

6. Object-Oriented Programming (OOP)




10.

11.

12.

13.

e C(Classes and Objects
e Inheritance

e Encapsulation
Error Handling & File Operations

e Try/Except
e Reading/Writing Files & CSVs

Introduction to Networking Concepts

e Whatis a Network?
e OS| Model Overview
e Understanding TCP/IP

SOCKET PROGRAMMING WITH PYTHON

e Socket Basics
e Creating a Simple Client-Server Application
e Handling Connections and Data Transfer

WEB SCRAPING

e Introduction to Web Scraping
e Introduction to Web Scrapping Libraries
e Libraries for Web Scraping (e.g. Requests)

USING PYTHON FOR RECONNAISSANCE

e What is Reconnaissance?

e Parsing HTML Data

e Extracting Useful Data from Websites

Introduction to Log File Parsing

e What are Log Files?
e Importance of Parsing Log Files
e Why Python for Log File Parsing?

e Introduction to Python Libraries for Log Parsing
Log File Structure

e Creating a simple Log File using Notepad
e Common log file formats (e.g., CSV, JSON, plain text)
e Understanding structured vs. unstructured log files

e Log File Components




e Identifying key components in log files (timestamp, log level, message,
etc.)
14. Reading Log Files in Python
e Opening a Log File using Python's built-in open() function
e Reading a Log File
e Writing to a Log File

Learning and Teaching Strategies

alal) 5 el Cilia jind

Learning and Teaching Strategies:

1. Lecture-Based Teaching: Clear, structured delivery with examples and visual
aids.

2. Guided Class Discussions: Simple questions and real-world scenarios to
encourage engagement.

Strategies
3. Weekly Quizzes and Recap Activities: Short interactive quizzes to reinforce
learning.
4. Group-Based Mini Assignments: Basic collaborative tasks to apply concepts.
5. Visual Aids and Demonstrations: Use of videos, infographics, and simple
diagrams to explain key ideas.
Student Workload (SWL)
e gl \OJL._awg._ﬂMGub_ﬂ\ Jeall
Structured SWL (h/sem) Structured SWL (h/w)
64 4.26
el I3 lUall alsiil) sl jall Jasd) Lo paudf Ul aliiall ol Hal) Jasl
Unstructured SWL (h/sem) Unstructured SWL (h/w)
36 2.5
duadl) A Qlall alatiadl) e ol all Jasl) Lo sanl lUall alaiiall e sl ol sl
Total SWL (h/sem)
100
Jeadll A llall S i el Jasd)




Module Evaluation

3\:\“\)&]\ salall e.us::
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,12 LO#1,2,3and 4
Formative | Assignments 2 10% (10) 4,10 LO#1,2,4,6and7
assessment [ pabort 1 10% (10) 13 All

Lab 1 10% (10) 11 LO#1,3,4,6and7
ST Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and6
assessment | o) Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@bl e gl Zleiall

Material Covered

Week 1 Introduction to Python and Cyber Security

Week 2 INSTALLING PYTHON AND SETTING UP THE ENVIRONMENT
Week 3 Basic Python Syntax

Week 4 Overview of Strings, Regular Expressions & Pattern Matching
Week 5 Advanced Python Concepts

Week 6 Object-Oriented Programming (OOP)

Week 7 Error Handling & File Operations

Week 8

Midterm Exam




Week 9

Introduction to Networking Concepts

Week 10 SOCKET PROGRAMMING WITH PYTHON
Week 11 WEB SCRAPING
Week 12 USING PYTHON FOR RECONNAISSANCE
Week 13 | Introduction to Log File Parsing
Week 14 | Log File Structure
Week 15 | Reading Log Files in Python
Week 16 | Final Exam
Delivery Plan (Weekly Lab. Syllabus)
idall ‘;.c},u.nY\ GL@.&A\
Material Covered
Lab 1: Python Environment & First Security Script
Week 1 e Install Python, VS Code/PyCharm.
o Write a “Hello Cyber” script that prints OS, current user, date/time, and basic network info
(hostname, local IP).
Lab 2: Secure Input, Variables & Flow Control
Week 2 . .
ee e Review variables, data types, loops
e Implement a CLI tool that rates password entropy and stores results in CSV
Lab 3: Data Structures for Threat Lists
Week 3 .. . . .. .
ee e Parse a CSV of malicious IPs/URLs into lists, tuples, sets, dictionaries.
e Use set math to de-duplicate, then output JSON with counts per TLD.
Lab 4: Regex & 10C Extraction
Week 4 e Given mixed Apache/WAF logs, use the re module to pull:

e |Pv4/IPv6

e Emails and Suspicious URLs.




Lab 5: OOP Scanner with Robust File Handling
Week S e Refactor Lab 3 code into a ThreatScanner class (encapsulation, inheritance).
e Add try/except blocks & rotating log files (logging.handlers).
Lab 6: Network Fundamentals & Packet Capture
Week 6 e Use Scapy to sniff ten packets, dissect Ethernet/IP/TCP layers, and mark unusual
flags.
e Produce a CSV summary of src/dst IPs and protocols.
Lab 7: Socket Programming & Web Scraping
Week 7 e Part A— Echo Server/Client (TCP sockets, multithreading).
e Part B— Use requests + BeautifulSoup to pull the latest CVE titles from NVD.
e Combine results: log client IPs that request CVE info.
Lab 8: Reconnaissance & Log-Parsing Mini-Project
e Query the Shodan API (or offline JSON dump) for a small IP list.
Week 8 e Store banners, ports, and metadata into structured logs (JSON).
e Write a Python log-parser that reads those files, filters severity > “warning”, and
appends anomalies to a new log.

Learning and Teaching Resources

WJJ:‘“J e&:u&\ ).JLAA

Available in the

Text
Library?
- Al Sweigart (2015). Automate the Boring Stuff with
Python: Practical Programming for Total Beginners.
Required Texts No

- Zaid Sabih (2018). Learn Python & Ethical Hacking from
Scratch.




- TJO'Connor (2012). Violent Python: A Cookbook for
Hackers, Forensic Analysts, Penetration Testers, and
Security Engineers. Syngress.

- Justin Seitz (2014). Black Hat Python: Python

Recommended Texts Programming for Hackers and Pentesters. No Starch No
Press.

- Sybex (2018). Python for Cybersecurity: Using Python for
Cyber Offense and Defense. Sybex.

https://www.coursera.org/specializations/pythonforcybersecurity

https://www.udemy.com/course/pvthon-programming-for-cvbersecuritv-from-zero-to—

Websites
defender/?kw=python+cyber&src=sac&couponCode=KEEPLEARNING
https://w3.testout.com/
Grading Scheme
Group Grade sl Marks (%) | Definition
A - Excellent Dbl 90 - 100 Outstanding Performance
B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group
C - Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings
E - Sufficient Jsie 50-59 Work meets minimum criteria
Fail Group FX - Fail (Andleall 28) il ;| (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://www.coursera.org/specializations/pythonforcybersecurity
https://www.udemy.com/course/python-programming-for-cybersecurity-from-zero-to-defender/?kw=python+cyber&src=sac&couponCode=KEEPLEARNING
https://www.udemy.com/course/python-programming-for-cybersecurity-from-zero-to-defender/?kw=python+cyber&src=sac&couponCode=KEEPLEARNING
https://w3.testout.com/
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Module Information
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Module Title Wireless Sensor Network Security Module Delivery
Module Type C @ Theory
Module Code WISN 4202 O Lecture
ECTS Credits 6 M Lab
O Tutorial
SWL (hr/sem)5 150 O Practical
O Seminar

Module Level

UGIVv

Semester of Delivery

Eight

Administering Department

Type Dept. Code

College Type College Code

Module Leader

Ass. Lec. Israa Majeed

e-mail

E-mail : israa.m.alobaidy@aliragia.edu.iq

Module Leader’s Acad. Title

Ass.Lec.

Module Leader’s Qualification

Master

Module Tutor

Name (if available)

e-mail

Peer Reviewer Name

e-mail

Scientific Committee Approval
Date

01/06/2025

Version Number

1.0




Relation with other Modules
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Prerequisite module

Networks Protocols security (NEPS 4101) Semester Seven

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

A5 Y il sinall g alail) il g Al )al) salall Calaa

Module Aims

Al sald) Calaal

This course introduces students to the fundamental s of Wireless Sensor
Network (WSN) security. It aimsto:

Provide an overview of WSN architecture, components (including sensor
nodes, communication interfaces, and sink nodes) and applications

Explore different types of network topol ogies and deployment strategies
Identify common security risks and attack types that target WSNSs.
Introduce basic encryption, authentication, and key management techniques
specifically designed for WSN environments.

Explain secure routing protocols and data protection mechanisms used in
WSN communication.

Module Learning
Outcomes

o )l 3alall alasl) s jAa

Module Learning Outcomes (Aligned with Program Outcomes): By the end of
this module, students will be able to:

Analyze major security threats in Wireless Sensor Networks and assess their
impact on network performance. (Supports Outcome 2)

Design and implement secure routing protocols and lightweight
cryptographic techniques suited for WSN constraints. (Supports Outcome 2)

Use simulation tools (e.g., Cooja, NS3, Wireshark) to evaluate the
effectiveness of WSN security mechanisms. (Supports Outcome 3)

Indicative Contents

al Y el sisal)

1. Introduction to Wireless Sensor Networks (W3Ns)

o Definition and conceptual overview of WSNs

Core components: sensor nodes, transceivers, processors, power units
Key characteristics: scalability, self-organization, energy constraints
Applicationsin various domains: environmental monitoring, military
surveillance, healthcare, industrial systems

2. W3SN Architectures and Network Topologies

o Network structures: Star, Mesh, Tree, Cluster-based topologies
o Communication paradigms. single-hop, multi-hop
« Architectura impacts on performance, security, and energy efficiency

3. Security Requirements and Threat Models




« Fundamental requirements: confidentiality, integrity, authentication,
availability
o Common attack surfaces and threats: eavesdropping, spoofing,
tampering, data dropping
« Challengesin implementing security within constrained environments
4. Cryptographic Mechanisms in WSNs
e Symmeltric encryption (e.g., AES, RC5)
« Asymmetric encryption (e.g., ECC, RSA)
« Trade-offs between security strength and resource consumption
5. Key Management Techniques
e Pre-distribution schemes and random key assignment
o Pairwise key establishment protocols
e Dynamic key renewal and group key management
6. Secure Routing Protocols
e Overview of routing in WSNs
e Secure protocols: SPINS, UTESLA, LEACH
« Routing attacks: sinkhole, wormhole, Sybil, hello flood
7. Intrusion Detection Systems (IDS) in WSNs
o |IDStypes: signature-based, anomaly-based, hybrid
o Centralized vs. distributed IDS architectures
o Challengesin reducing false alarms and conserving power
8. Privacy Preservation in WSNs
e Techniquesfor source-location privacy
o Dummy traffic generation and data obfuscation
o Countermeasures to traffic pattern analysis
9. Trust and Reputation-Based Security Models
o Direct and indirect trust evaluation
« Reputation propagation and trust scoring algorithms
e Roleof trust in secure communication and routing
10. Secure Data Aggregation
e In-network data aggregation models
« Homomorphic encryption techniques
o Ensuring end-to-end data integrity and confidentiality
11. Smulation Tools and Performance Evaluation
e Tools: Cooja (Contiki OS), NS3, Wireshark
o Performance metrics: latency, packet delivery ratio, energy
consumption
o Simulating attacks and eval uating defense mechanisms

12. Mini-Project Devel opment
e Scenario-based security design and implementation
o Selection of attack or defense case study
o Simulation, results analysis, and technical report writing

Learning and Teaching Strategies
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Strategies

Learning and Teaching Strategies:

1. Lecturesand Interactive Discussions. Weekly theoretical lectures
supplemented with multimedia content (e.g., slides, videos, animations).

2. Hands-on Simulation Labs: Application of theoretical concepts
through simulation using tools like Cooja, NS3, or Wireshark.

3. Group Work and Mini-Projects: Students work in small groups to
solve problems or simulate attacks, each group presents their project
results at the end of the semester

4. Assignments and Quizzes: Short homework tasks to check
understanding and Periodic quizzes to review important points from
lectures.

5. Useof Visual Aidsand Online Resources: Videos, diagrams, and
websites to help students understand abstract security concepts, and
encouraging self-learning using reliable online materials.

Student Workload (SWL)
Lc)..m\ \OJquww\Jﬂ\ Jaall

Structured SWL (h/sem) 64 Structured SWL (h/w) 4
Seandl) Y& Ul aliiall sl all Jaal Lo pd Ul piiall  d 5l Jaal

Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) <7
Juadl) J3& Il L) e ol ) Jaal) PSP I TR IR PR PR SR '
Total SWL (h/sem) 150

Jomdl) J3& llall LISl 5l Jaal

Module Evaluation
sl ) 30l s




Time/Nu Relevant Learning
- Weight (Marks) Week Due P
Quizzes 2 10% (10) 5,12 LO#1,2,3and4
Formative Assignments 2 10% (10) 4,10 LO#1,2,4,6and 7
assessment Projects 1 10% (10) 13 All
Report 1 10% (10) 11 LO#1,3,4,6and 7
Summative Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and6
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
bl o ) Zleiall
Material Covered
Week 1 Introduction to WSN: architecture, challenges, and applications
Week 2 WSN components and network topologies
Week 3 | security requirements and threat models
Week 4 Lightweight cryptography mechanisms in WSN
Week 5 Key management and distribution schemes,
Week 6 | Secure routing protocols (SPINS, LEACH)
Week 7 Midterm exam + project guidance
Week 8 Authentication and access control models
Week 9 Intrusion Detection Systems in WSN
Week 10 | Privacy Preservation and Anti-Traffic Analysis
Week 11 | Secure Data Aggregation and Integrity Checking
Week 12 | Trust and Reputation Models in Sensor Networks
Week 13 | Evaluation of Secure WSN Architectures
Week 14 | Project presentations and peer feedback
Week 15 | Final revision and Q&A session
Week 16 Final Exam

Learning and Teaching Resources
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Available in the
Text
Library?

Required Texts

Karl, H., & Willig, A. (2005).

Protocols and Architectures for Wireless Sensor Networks.
Wiley. ( This textbook provides a comprehensive overview
of WSN architecture, communication protocols, and
resource constraints. It is essential for understanding the
underlying structure of secure WSNs.

Raghavendra, C. S., Sivalingam, K. M., & Znati, T. F. (2004).
Wireless Sensor Networks. Springer. ( A foundational
reference that explores WSN applications, energy
efficiency, and design principles in various network
scenarios.)

Perrig, A., Szewczyk, R., Wen, V., Culler, D., & Tygar, J. D.
(2002).

SPINS: Security Protocols for Sensor Networks, Wireless
Networks. (A key academic paper introducing lightweight
and efficient security mechanisms tailored to sensor
networks, specifically SPINS and uTESLA.)

Recommended Texts

J. Lopez and J. Zhou, Eds., Wireless Sensor Network
Security. Amsterdam: 10S Press, 2008.

Websites

Contiki-NG OS Documentation
URL.: https://contiki-ng.org ( An open-source operating system tailored for
WSN simulation, often used in lab experiments and secure protocol testing.)

NS-3 Network Simulator Manual

URL: https://www.nsnam.org ( A powerful discrete-event network simulator
for modeling internet systems, including WSN routing and security behavior.)
Wireshark User Guide

URL.: https.//www.wireshark.org (A widely-used tool for capturing and
analyzing network packets, essential for inspecting communication and
diagnosing security issues.)

Grading Scheme



https://contiki-ng.org/
https://www.nsnam.org/
https://www.wireshark.org/

Gilaall lalads

Group Grade sl Marks (%) | Definition

A - Excellent Dbl 90- 100 Outstanding Performance

B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory b gl 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aatlaall 28) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.




MODULE DESCRIPTION FORM

Module Information
d) Hall Balal) Chla slaa

Module Title Module Delivery
Module Type C X Theory
Module Code CRNS 3202 [J Lecture
ECTS Credits 6 X Lab
X Tutorial
SWL (hr/sem) 79 O Practical
O Seminar
Module Level ualll Semester of Delivery 6
Administering Department Type Dept. Code College Type College Code
Module Leader Y/-;ss;:rof. Dr. Ahmed Younus e-mail ahmedyounusyousuf@aliragia.edu.iqg
Module Leader’s Acad. Title Asst. Prof. Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail
Peer Reviewer Name Prof. Dr. Tayseer e-mail tayseer.salman@aliraqgia.edu.iq
Salman
Scientific Committee Approval )
Date Version Number




Relation with other Modules

DAY Agual 5l 3 sall ae 28|

Prerequisite module

DISP 3104 Semester 5

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents

A5 YY) il sinall g alacil) il 5 Al Hall 3ol Calaa

Module Aims

Jaud Al salal) Calaal

1.

Master cryptographic primitives (symmetric/asymmetric ciphers, hashes) and
their mathematical underpinnings.

Analyze vulnerabilities in cryptographic implementations and network
protocols.

Design secure systems using industry-standard tools (OpenSSL, Wireshark,
Python).

Evaluate real-world threats (MITM, DoS, spoofing) and mitigation strategies
(firewalls, IDS/IPS).

Module Learning
Outcomes

Al ol salall aladl) s yia

AN A I

Explain core cryptographic concepts: primes, modular arithmetic, Feistel
networks, and public-key infrastructure.

Contrast symmetric (DES, RC4) and asymmetric (RSA) algorithms.

Identify network threats (eavesdropping, DoS) and defenses (firewalls, IDS).
Evaluate security trade-offs in block vs. stream ciphers.

Assess hash function collision resistance (SHA-256 vs. MD5).

Implement RSA/Diffie-Hellman in Python/OpenSSL.

Indicative Contents

=

w

L 0 N o u e

Crypto Math I: Primes, GCD, LCM; Euclidean algorithm

Crypto Math II: Fermat's Little Theorem, IFP/DLP

Symmetric Ciphers: Substitution Techniques (Caesar, Affine, Vigenere),
Transposition Techniques (Rail fence, Columnar)

Block Ciphers: Feistel network, DES

Stream Ciphers: RC4, LFSRs

Public Key Crypto |: RSA keygen, encryption, signatures

Public Key Crypto IlI: Diffie-Hellman, man-in-the-middle attacks

Hash Functions & Auth: SHA-256, HMAC

Network Threats: Eavesdropping, spoofing, DoS, MitM

10. Network Defences: Firewalls (packet/stateful), IDS/IPS




11. Network Defenses: Firewalls (packet/stateful), IDS/IPS (continue)

Learning and Teaching Strategies

aaeil) g alail iliai) i

Strategies

1. Structured Lectures: Present information in an organized format, using clear
explanations, illustrative examples, and visual aids to support understanding and
retention.

2. Interactive Class Discussions: Encourage student involvement through guided
discussions that pose straightforward questions and relate concepts to real-life
situations, fostering a collaborative learning environment.

3. Regular Quizzes and Review Sessions: Conduct brief interactive quizzes and review
activities each week to reinforce material covered in class and gauge student
comprehension effectively.

4. Collaborative Mini Projects: Engage students in group-based mini assignments
that promote collaboration and allow them to practically apply the concepts learned
in class.

5. Use of Visual Tools and Demonstrations: Enhance learning through the integration
of visual tools such as videos, infographics, and diagrams, which help clarify complex
ideas and facilitate better understanding.

6. Hands-On Laboratory Activities: Implement laboratory experiments as a key
teaching strategy, enabling students to gain practical skills and firsthand experience.
This approach encourages exploration, critical thinking, and application of theoretical
concepts in a tangible setting.

Student Workload (SWL)

e ol 10 I gruna Calllall sl 5l Jaal

Structured SWL (h/sem) Structured SWL (h/w)

Juadl) J3A ClUall adaiiadd) ol ) el 7 Lo saul calldall aliiall sl 5all Jaall >
Unstructured SWL (h/sem) Unstructured SWL (h/w)

dhadl) P Ul el e ol jall Jaall " Lo sal alldall alaiiall ye ol jall Jaall >

Total SWL (h/sem)

Juadll I8 Ll ISl 50 Jasll

150




Module Evaluation

M\Ji\ 3Ll ?"5\93

Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,12 LO#1,2,3,4and5
EO e Assignments 2 10% (10) 4,10 LO#1,2,3,4and5
assessment [ ppoiacts 1 10% (10) 13 All

Report 1 10% (10) 11 LO#1,2,3,4and5
Bt Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and5
assessment [ rinal Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

99)233\ = s GL@_LJ\

Material Covered

Week 1 Crypto Math I: Primes, GCD, LCM; Euclidean algorithm

Week 2 Crypto Math Il: Fermat's Little Theorem, IFP/DLP

Week 3 Symmetric Ciphers: Substitution Techniques (Caesar, Affine, Vigeneére), Transposition
Techniques (Rail fence, Columnar)

Week 4 Block Ciphers: Feistel network, DES

Week 5 Block Ciphers: Feistel network, DES (continue)

Week 6 Stream Ciphers: RC4, LFSRs




Week 7 Stream Ciphers: RC4, LFSRs(continue)
Week 8 Midterm Exam
Week 9 Public Key Crypto I: RSA keygen, encryption, signatures
Week 10 Public Key Crypto II: Diffie-Hellman, man-in-the-middle attacks
Week 11 Hash Functions & Auth: SHA-256, HMAC
Week 12 Hash Functions & Auth: SHA-256, HMAC (continue)
Week 13 Network Threats: Eavesdropping, spoofing, DoS, MitM
Week 14 Network Defenses: Firewalls (packet/stateful), IDS/IPS
Week 15 Network Defenses: Firewalls (packet/stateful), IDS/IPS (continue)
G Final exam
Delivery Plan (Weekly Lab. Syllabus)
il L?.c):u‘ﬁ\ G\.@.&A\
Material Covered
EESE Prime factorization/GCD calculator
Week 2 Substitution Techniques encryption/decryption
Week 3 Transposition Techniques encryption/decryption
Week 4 DES encryption/decryption
Week 5 RC4 keystream reuse attack
Week 6 RSA key generation & message signing
Week 7 Simulate Diffie-Hellman MITM attack
Week 8

Compute SHA-256 collisions




Learning and Teaching Resources
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Available in the
Text
Library?
William Stallings, Cryptography and Network Security:
Required Texts o i Yes
Principles and Practice, 8th ed. (Hoboken, NJ: Pearson, 2020)
Kaufman, Perlman, & Speciner Network Security: Private
Recommended Texts Yes
Communication in a Public World 3rd ed., Pearson, 2022.

1. Cryptography | (Coursera): coursera.org/learn/crypto
2. PyCryptodome Documentation: pycryptodome.org
Websites 3. Wireshark Labs: wireshark.org/#learnWs
4. NIST Cybersecurity Framework: nist.gov/cyberframework
Grading Scheme
Group Grade sl Marks (%) | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good las 2 80 - 89 Above average with some errors
Success Group
C- Good 2 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo g 60 - 69 Fair but with major shortcomings
E - Sufficient Jsa 50-59 Work meets minimum criteria
Fail Group FX - Fail (Andleal) 28) ol | (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the



https://www.coursera.org/learn/crypto
https://www.pycryptodome.org/
https://www.wireshark.org/#learnWS
https://www.nist.gov/cyberframework

automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
4:\.“:\_)35\ 33l &LLQ)L_A

_ Cybersecurity management: _
Module Title ) ] Module Delivery
compliance and convenience
Module Type B M Theory
Module Code CYMA 3105 O Lecture
ECTS Credits 7 X Lab
O Tutorial
SWL (hr/sem) 94 O Practical
O Seminar

Module Level

uGllil

Semester of Delivery

five

Administering Department Type Dept. Code College Type College Code

Module Leader Prof. Dr. Tayseer S. Atia e-mail Tayseer.salman@aliragia.edu.iq
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail

Peer Reviewer Name Asst. Prof. Ahmed Y. e-mail ahmedyounusyousuf@aliragia.edu.iq

Yousuf

Scientific Committee Approval
Date

Version Number




Relation with other Modules
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Prerequisite module

None

Semester

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents

L5 Y il sinall g alail) il g dgul )l sakall Calaad

1. Establish Foundationa Knowledge of cybersecurity governance, risk, and
Module Aims compliance(_G.RC) prir?cip.)les . . . o
2. Develop Critica Thinkingfor analyzing security risks and designing
Ll all 3oLl il compliance strategies aligned with business objectives.
3. develop Strategic Decision-Making skills for risk treatment and control
implementation.
1. Explain core cybersecurity governance models (NIST, 1SO) and regulatory
requirements (GDPR, PCI-DSS).
2. Classify risk types (inherent/residual, qualitative/quantitative) and analysis
methodologies (FAIR, STRIDE).
3. Assessrisk exposure using threat modeling and scenario analysis.
Module Learning 4. Design risk treatment strategies (mitigate/transfer/accept) based on cost-
Outcomes benefit analysis.
5. Map compliance frameworks (NIST CSF, 1SO 27001) to organizationa
o )l salall alasl) s jAa .
policies.
6. Evaluate incident response lifecycle phases and business continuity principles.
7. Critique audit methodol ogies for technical/administrative controls.
8. Synthesize converged security architectures (IT-OT-physical).

Indicative Contents

dgald ,Y) ey il

1. Introduction to Cybersecurity Management

Governance vs. operational management
CIA triad in business contexts
Regulatory drivers: GDPR, HIPAA, PCI-DSS




2. Risk Analysis
e Risk Typology:
o Inherent vs. residual risk
o Quadlitative (likelihood/impact scales) vs. quantitative
(SLE/ALE)
e Techniques:
o FAIR model: Threat frequency, vulnerability, loss magnitude
o STRIDE/DREAD threat modeling
o Attack tree construction
3. Risk Management
e Risk Treatment Framework:
o Avoidance, Mitigation (technical/administrative controls),
Transfer (cyber insurance), Acceptance
e Implementation Lifecycle:
o NIST RMF (7 steps)
o SO 27005 risk monitoring
e Decision Metrics:
o Cost of controls vs. risk reduction
o Risk appetite statements
4. Compliance Frameworks| (NIST)
e NIST CSF: Identify-Protect-Detect-Respond-Recover
o SP800-53 control families (AC, AU, CM)
e System Security Plans (SSPs)
5. Compliance Frameworks |l (ISO & Industry)
e 1SO 27001: Annex A controls
o PCI-DSS requirements (network segmentation, encryption)
e SOC 2 Trust Principles
6. Policy Design & Lifecycle
e Policy hierarchy: Standards — Procedures — Guidelines
e Access control models: RBAC, ABAC
e Policy enforcement challenges (BY OD, shadow IT)
7. Security Auditing |
e Audit types (internal/external, compliance/operational)
« Evidence collection standards
o Sampling techniques (random, stratified)
8. Security Auditing 11




e Vulnerability assessment vs. penetration testing
o Configuration review benchmarks (CIS, DISA STIGs)
o CVSS scoring interpretation
9. Incident Response & BC/DR
o IRlifecycle (NIST SP 800-61)
e RTO/RPO metricsin disaster recovery
o Tabletop exercise design
10. Security Convergence
e IT/OT security integration challenges
o Physica-logica control alignment (badge access + NAC)
e |0T/OT threat landscapes

Learning and Teaching Strategies

sl alail) ol i

Strategies

1. Structured Lectures: Present information in an organized format, using
clear explanations, illustrative examples.

2. Interactive Class Discussions. Encourage student involvement through
guided discussions that pose straightforward questions and relate concepts to
real-life situations, fostering a collaborative learning environment.

3. Regular Quizzes and Review Sessions: Conduct brief interactive quizzes
and review activities each week to reinforce material covered in class and
gauge student comprehension effectively.

4. Collaborative Mini Projects. Engage students in group-based mini
assignments that promote collaboration and allow them to practically apply
the concepts learned in class.

5. Use of Visua Tools and Demonstrations: Enhance learning through the
integration of visual tools such as videos, infographics, and diagrams, which
help clarify complex ideas and facilitate better understanding.

6. Hands-On Laboratory Activities: Implement |aboratory experiments as a
key teaching strategy, enabling students to gain practical skills and firsthand
experience.




Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

daail) A llall aliiall sl 5all Jaal) > Lo saul Ul alaiiall ol ol sl °
Unstructured SWL (h/sem) Unstructured SWL (h/w)

Jeaadll A llall alsiiall e a5l Joal - Lo aud ClUall liinall e asdyall Jaal) >

Total SWL (h/sem)
175
Jeaill & Callall SN a5 Jaal)

Module Evaluation

:\:\u\)ﬂ\ 3alal) (;:\.153
Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome

Quizzes 2 10% (10) 5,12 LO#1,2,3,4and5
EOIatie Assignments 2 10% (10) 4,10 LO#6and7
assessment | pqiacts 1 10% (10) 13 All

Report 1 10% (10) 11 LO# 5,6,7and 8
ST Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and5
assessment | final Exam 3hr 50% (50) 16 Al
Total assessment 100% (100 Marks)




Delivery Plan (Weekly Syllabus)

ol e i) zlgidll

Material Covered

Introduction to Cybersecurity Management

o Governance vs. operational management

Week 1 « CIA triad in business contexts
e Regulatory drivers: GDPR, HIPAA, PCI-DSS
Week 2: Risk Analysis
e Risk Typology:
o Inherent vs. residual risk
Week 2-4 o Qualitative (likelihood/impact scales) vs. quantitative (SLE/ALE)
e Techniques:
o FAIR modd: Threat frequency, vulnerability, loss magnitude
o STRIDE/DREAD threat modeling
o Attack tree construction
Risk Management
e Risk Treatment Framework:
o Avoidance, Mitigation (technical/administrative controls), Transfer (cyber insurance),
Acceptance
e Implementation Lifecycle:
Week 5-7 o NIST RMF (7 steps)
o IS0 27005 risk monitoring
o Decision Metrics:
o Cost of controlsvs. risk reduction
o Risk appetite statements
Week 8 Mid Term Exam
Week 9-10 | Compliance Frameworks | (NIST)




NIST CSF: Identify-Protect-Detect-Respond-Recover
SP 800-53 control families (AC, AU, CM)
System Security Plans (SSPs)

Week 11

Compliance Frameworks 11 (1ISO & Industry)

SO 27001: Annex A controls
PCI-DSS requirements (network segmentation, encryption)
SOC 2 Trust Principles

Week 12

Policy Design & Lifecycle

Policy hierarchy: Standards, Procedures, Guidelines
Access control models: RBAC, ABAC
Policy enforcement challenges (BY OD, shadow IT)

Week 13

Security Auditing Il

Vulnerability assessment vs. penetration testing
Configuration review benchmarks (CIS, DISA STIGs)
CV SS scoring interpretation

Week 14

Incident Response & BC/DR

IR lifecycle (NIST SP 800-61)
RTO/RPO metricsin disaster recovery

Tabletop exercise design

Week 15

Security Convergence

IT/OT security integration challenges
Physical-logical control aignment (e.g., badge access + NAC)
0T/QOT threat landscapes

Week 16

Final Exam




Delivery Plan (Weekly Lab. Syllabus)

BUEGUPROPING Y FAPEN]
Material Covered
iR e PIl Scanner using Python regex
Week 2 e Quantitative Risk Calculator
Week 3 e Risk Register with Treatment Options
Week 4 e Control effectiveness scoring with pandas
Week 5
e Automated control gap analysis
Week 6 e Framework cross-mapping with Python dictionaries
e Automated policy template generation
Week7 e Loganalysiswith Python (Pandas for failed login stats)
e Automated vulnerability scanning with python-nmap
Week 8 ¢ |R playbook generator
e Anomaly detection via access log correlation

Learning and Teaching Resources

w;:aJﬂ\‘j ?S,—d\ JJL.AA

Text

Available in the

Library?

Required Texts

Blum, D. (2020), practical Cybersecurity Management: A
Guide for Tomorrow's Security Leaders. A press,
ISBN: 978-1-4842-7165-7  (print), 978-1-4842-7166-4
(eBook)

. Joint Task Force (2018), NIST Cybersecurity

Framework (CSF) Version 1.1. National Institute of

No




Standards and Technology.

1. Calder, A. (2020), ISO 27001/1SO 27002: A Pocket
Guide (7th ed.), IT Governance Publishing, ISBN: 978-
1787781654

Recommended Texts 2. Jones, J. & Ashenden, D. (2020), Threat Moddling: | NO

Designing for Security. Wiley, ISBN: 978-1118809990

1. NIST Computer Security Resource Center /csrc.nist.gov
2. 1SO 27001 Official Portal/ iso.org/isoiec-27001
P 3. PCI Security Standards Council/pcisecuritystandards.org
ebsites
4. MITRE ATT&CK Framework/attack.mitre.org
5. CIS Benchmarks cisecurity.org/benchmarks
6. FAIR Ingtitute/fairingtitute.org
Grading Scheme
Group Grade _paal) Marks (%) | Definition
A - Excellent DL 90 - 100 Outstanding Performance
B - Very Good EENRYEN 80-89 Above average with some errors
Success Group
C- Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 28) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail cal (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.







MODULE DESCRIPTION FORM

4,3.».»‘)&3\ salall —a g CJ)AJ

Module Information
4:\.“:\_)35\ 33l &LLQ)L_A

Module Title Network Protocols Security Module Delivery
Module Type C @ Theory
Module Code NEPS 4101 O Lecture
ECTS Credits 4 [J Lab

O Tutorial
SWL (hr/sem) 100 O Practical

O Seminar
Module Level uaGll Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
e (st Ass.Prof. Dr.Satea Hikmat alnajjar - E-mail : dr.satea@gmail.com

Ass.Prof. Dr. Ali Salem Ali E-mail :alialbander2004@gmail.com

Module Leader’s Acad. Title Ass.Prof. Dr Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail
Peer Reviewer Name ?:Ise':c:iim. Al e-mail E-mail :alialbander2004@gmail.com
Scientific Committee Approval 01/06/2025 Version Number | 1.0

Date




Relation with other Modules
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Prerequisite module

None

Semester

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents

L5 Y il sinall g alail) il g dgul )l sakall Calaad

Module Aims

Jau) Ll sald) Calaal

e To alow accessto network resources

e Totrandate, encrypt and compress data

e To establish, manage, and terminate the session

e Thetransport layer builds on the network layer to provide data
transport from a process on a source machine to a process on a
destination machine

e To provide internetworking, to move packets from source to
destination

e To organize bitsinto frames, to provide hop-to-hop delivery

Module Learning
Outcomes

ol Hall 3alall aladl) s j3a

Understand and describe the layered protocol model.

Conceptual, implementation aspects of network application protocols,
furthermore examining popular application-level protocols

Students will demonstrate an understanding of network architecture,
both hardware and software.

Design, analyse, and evaluate networks and services for homes,
client/server, LANs and WANS.

Describe, analyse and evaluate various related technical, administrative and
socia aspects of specific computer network protocols from standards
documents and other primary materials found through research.

Once the basic concepts of protocol working behavior are understood,
the student takes part in hands-on projects to demonstrate the ability of
the knowledge gained from the course.




1. Introduction to Cybersecurity

e Importance of cybersecurity
e Key terms and definitions

e Career paths and industry demand
2. Understanding Threats, Attacks, and Vulnerabilities

e Types of cyber threats (malware, phishing, social engineering, etc.)
e Vulnerability types and risk factors

e Cyberattack lifecycle
3. Cybersecurity Terminology and Models

e CIA triad (Confidentiality, Integrity, Availability)
e Authentication, authorization, and accounting

e Security models and policies

4. Cryptography Fundamentals

Indicative Contents ) )
e Encryption and decryption concepts

oLl Y b gisl) e Symmetric vs. asymmetric encryption

e Hashing and digital signatures
5. Network Security Basics

e Firewalls, intrusion detection/prevention systems (IDS/IPS)
e VPNs and secure communication

e Network segmentation and defense-in-depth
6. Endpoint and Application Security

e Antivirus, anti-malware, and endpoint protection
e Secure coding principles and application vulnerabilities

e Patching and configuration management
7. Cloud Security Essentials

e Cloud deployment models (laaS, PaaS, SaaS)
e Cloud risks and security controls

e Shared responsibility model




8. Security Operations and Monitoring

e Security operations centres (SOC)
e Log analysis and monitoring tools

e Incident detection and alerting
9. Cybersecurity Governance and Risk Management

e Policies, procedures, and compliance
e Risk assessment and management frameworks

e Business continuity and disaster recovery
10. Cybersecurity Laws and Ethics

e Legal frameworks and global standards
e Ethical hacking vs. criminal hacking

e Data protection laws (e.g., GDPR, local regulations)
11. Cybersecurity Certifications and Careers

e Overview of certifications (Security+, CEH, CISSP, etc.)
e Roles in cybersecurity (analyst, engineer, CISO, etc.)

e Skills development and lifelong learning
12. Emerging Trends in Cybersecurity

e Al and machine learning in security
e Zero Trust architecture

e Cybersecurity in loT and mobile devices
13. Security Awareness and Best Practices

e Strong passwords, safe browsing, email hygiene
e Social engineering prevention

e Personal and organizational security hygiene
14. Case Studies and Real-World Scenarios

e Review of major cyberattacks (e.g., Equifax, SolarWinds)
e Lessons learned and risk mitigation strategies

e Group discussion and presentations

Learning and Teaching Strategies
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Strategies

1.

Lecture-Based Teaching: Clear, structured delivery with examples and visual

aids.

Guided Class Discussions: Simple questions and real-world scenarios to

Learning and Teaching Strategies:

encourage engagement.

Weekly Quizzes and Recap Activities: Short interactive quizzes to reinforce

learning.

Group-Based Mini Assignments: Basic collaborative tasks to apply concepts.

Visual Aids and Demonstrations: Use of videos, infographics, and simple

diagrams to explain key ideas.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

63 4
Suaill A Ul da5ial) g all Jasl Lo _goudd lldall Bl yall Jaal
Unstructured SWL (h/sem) Unstructured SWL (h/w)

37 2.5
dhadll JBa QlUall alaiial) yie o jall Jasl) Lo sausl Ul alsiiall e sl Jall Jaal
Total SWL (h/sem)

100
Gaadll I3 lUal A";\SS\ ‘;A-n“)j\ Jaall

Module Evaluation
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Time/Nu Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5,12 LO#1,2,3and4
EE e Assignments 2 10% (10) 4,10 LO#1,2,4,6and7
assessment  ['pqiacts 1 10% (10) 13 All
Report 1 10% (10) 11 LO#1,3,4,6and7
Summative Midterm Exam 2 hr 10% (10) 8 LO#1,2,3,4and 6
assessment [ cinol Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@bl o sl Zleiall
Material Covered
y What Is a Protocol, What Is the Internet? ,A Nuts-and-Bolts Description ,A Services
Week 1
Description , Network Edge, handshaking protocol.
Week 2 | Protocol Layersand Their Service Models, layered Architecture, Encapsulation.
Network
Week 3 | Application Architectures, Processes Communicating, Transport Services Availableto
Applications, Transport Services Provided by the Internet.
Application-Layer Protocols.
Week4 | The Web and HTTP, Overview of HTTP, Non-Persistent and Persistent Connections, HTTP
Message Format, User-Server Interaction: Cookies, Web Caching, The Conditional GET.
File Transfer: FTP, FTP Commands and Replies, Electronic Mail in the Internet SMTP,
Week 5
Comparison with HTTP, Mail Message Format, Mail Access Protocols




Socket Programming: Creating Network Applications, Socket Programming with UDP,

Week 6 _ _
Socket Programming with TCP.
Overview of How DNS Works, DNS Records and M essages.
Week7 | Homework Problems and Questions, Socket Programming Assignments, Wireshark Labs:
HTTP, DNS.
Week 8 Midterm Exam
Transport-Layer Protocols.
Week 9 Relationship Between Transport and Network Layers, Connectionless Transport: UDP,
ee
Segment Structure, Principles of Reliable Data Transfer, Building a Reliable Data Transfer
Protocol.
Pipeliined Reliable Data Transfer Protocols, Go-Back-N (GBN) , Selective Repeat (SR),
Connection-Oriented Transport: TCP, The TCP Connection ,TCP Segment Structure
Week 10 | -Round-Trip Time Estimation and Timeout , Reliable Data Transfer , Flow Control ,
Principles of Congestion Control, TCP Congestion Control.
Homework Problems and Questions ,\Wireshark Labs: TCP, UDP
Network -Layer Protocols.
Forwarding and Routing , Network Service Models,Virtual Circuit and Datagram Networks,,
] Virtual-Circuit Networks , Datagram Networks, Origins of VC and Datagram Networks,
What’s Inside a Router, The Internet Protocol (IP): Forwarding and Addressing in the
Internet ,Datagram Format.
[ Homework Problems and Questions ,Wireshark Labs]
Link Layer and Modern LAN Technologies
Introduction to Link Layer, Advanced Ethernet Technologies (Ethernet over Fiber,
Week 12 | PoE),Wireless LAN Protocols (IEEE 802.11ax, 802.11be),Data Link Layer Security
(MACsec),ARP poisoning and defense mechanisms
Security Protocolsin Networking
Week 13

SSL and TLS,HTTPS,VPN Protocols (IPsec, OpenVPN), SSH vs Telnet, Zero Trust




Networking

Modern Transport and Application Protocols
Week 14

QUIC Protocol, SCTP, Web RTC , RTP/RTCP

Routing & SDN (Softwar e-Defined Networ king)
Week 15

OSPF and BGP Deep Dive, SDN concepts,NFV,IPv6 Transition Mechanisms
Week 16 Final Exam

Learning and Teaching Resources
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Available in the
Text

Library?

A Top-Down Approach., this reference has been adopted for
use at many hundreds of colleges and universities, translated
into 14 languages, and used by over one hundred thousand
students and practitioners worldwide. And it has been
Required Texts adopted as a source,|EEE 802.11 Working Group Yes
documentation, "Network Security Essentials" by William
Stallings,RFC 5246 (TLS 1.2), RFC 8446 (TLS 1.3), IETF RFC
9000 (QUIC), RFC 4960 (SCTP)High Performance Browser
Networking" by llya Grigorik

SDN: Software Defined Networks" by Thomas D. Nadeau and
Ken Gray,Cisco SDN and SD-WAN documentation,"loT

Recommended Texts Yes
Fundamentals" by David Hanes,ETSI & 3GPP 5G Protocol

ArchitectureAnsible Networking Guide (RedHat)

https://gaia.cs.umass.edu/kurose ross/online lectures.htm

Websites https://ftp.simlab-

soft.com/libweb/9946470/WilliamStallingsNetworkSecurityEssentialsPpt.pdf



https://gaia.cs.umass.edu/kurose_ross/online_lectures.htm
https://ftp.simlab-soft.com/libweb/9946470/WilliamStallingsNetworkSecurityEssentialsPpt.pdf
https://ftp.simlab-soft.com/libweb/9946470/WilliamStallingsNetworkSecurityEssentialsPpt.pdf

Grading Scheme

Gila al) balds

Group Grade _paadl) Marks (%) | Definition

A - Excellent Dbl 90- 100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aalladll 28) iy | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.




MODULE DESCRIPTION FORM
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Module Information
4:\.“:\_)35\ 33l &LLQ)L_A

Module Title Networ k Secur |ty Module Delivery
Module Type C @ Theory
Module Code NESE4203 ] Lecture
ECTS Credits 6.00 O Lab

O Tutorial
SWL (hr/sem) 100 O Practical

O Seminar
Module Level uaGll Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
S Ass.Prof. Dr.Satea Hikmat alnajjar . E-mail : dr.satea@gmail.com

Ass.Prof. Dr. Ali Salem Ali E-mail :alialbander2004@gmail.com

Module Leader’s Acad. Title Professor Dr. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail
Peer Reviewer Name ?;s;;:c:‘l.iDr. Al e-mail E-mail :alialbander2004@gmail.com
SDCE:::ﬁﬁC Committee Approval 01/06/2025 Version Number | 1.0




Relation with other Modules

LAY Al 5l ) sall ae 483l

Prerequisite module

None Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

L5 Y il sinall g alail) il g dgul )l sakall Calaad

Module Aims

o Al salall alaal

¢ Introduce Fundamental Concepts

To provide a solid understanding of core principles in network security,
including confidentiality, integrity, availability, authentication, and non-
repudiation.

e Explore Common Threatsand Attacks
To examine various types of network threats and vulnerabilities such as
malware, phishing, denial of service (DoS), and man-in-the-middle attacks.

e Study Security Technologies and Protocols

To explain and evaluate the use of key technologies and protocols like
firewalls, intrusion detection/prevention systems (IDS/IPS), VPNs, SSL/TLS,
and |Psec.

e Apply Cryptographic Principles

To explore the role of cryptography in securing network communications,
covering symmetric and asymmetric encryption, digital signatures, and
certificates.

e Develop Practical Security Skills

To equip students with hands-on skills in securing networks through practical
labs involving configuration of routers, switches, firewalls, and security tools
(e.g., Wireshark, nmap, Snort).

e Understand Network Security Policies and Frameworks
To introduce legal, ethical, and organizational considerations in network
security, including security policies, standards (e.g., ISO/IEC 27001), and risk




management.

e Promote Critical Thinking and Problem Solving
To enhance analytical skillsinidentifying and responding to security incidents
and designing secure network architectures.

Module Learning
Outcomes

ol Hall 3alall alasl) s j3a

Outcome 1
Understand and describe the Availability Network Security Mode.
Outcome 2

Students will demonstrate an understanding of the usability, reliability, integrity, and
safety of networks and data.

Outcome 3

Students learn basic principles of How Can Network Security Be Achieved
and Cryptographic Techniques.

Outcome4

Students be able to examine how to secure email how to secure a TCP
connection, how to provide blanket security at the network layer, and how to
secure awireless LAN.

Outcome5

Protecting organizationa networks from attacks and how firewalls and
intrusion detection systems work, these can enhance the basic concepts for the
student in organizational networks security

Outcome 6

Concepts and topics included in the course, the student will be able to develop
his skillsin the future in the field of network security.

Indicative Contents

al Y el sisal)

Learning and Teaching Strategies

aslal) g el Clia) i

Strategies

Learning and Teaching Strategies:




1. Lecture-Based Teaching: Clear, structured delivery with examples and visual
aids.

2. Guided Class Discussions: Simple questions and real-world scenarios to
encourage engagement.

3. Weekly Quizzes and Recap Activities: Short interactive quizzes to reinforce
learning.

4. Group-Based Mini Assignments: Basic collaborative tasks to apply concepts.

5. Visual Aids and Demonstrations: Use of videos, infographics, and simple
diagrams to explain key ideas.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

Geal) JDA Ul lsiiall asl 5l Jaal) >3 Lo sad Ul pliiall  d 5l Jasl !
Unstructured SWL (h/sem) Unstructured SWL (h/w)

Juadl) I8 Il L) e ol ) Jaal) ¥ e sl U (il el yal) el 2

Total SWL (h/sem)

Jumdll I8 U ISl 5] Jas

100

Module Evaluation
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Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome




Quizzes 2 10% (10) 5,12 LO#1,2,3and 4
EE e Assignments 2 10% (10) 4,10 LO#1,2,4,6and?7
assessment | ppgjacts 1 10% (10) 13 Al

Report 1 10% (10) 11 LO#1,3,4,6and?7
Summative | Midterm Exam 2hr 10% (10) 8 LO#1,2,3,4and6
assessment | oo Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@bl o ) Zleiall

Material Covered

Week 1 | Introduction Network Security, Access and Availability Network Security Mode.
’ Maware, Short for malicious software, Types of Maware, Types of viruses, Trojan Horses,
Week 2
Spyware, Spam, Adware, Anti-Malware Program.
) How Can Network Security Be Achieved? Types of Spoofing Attacks, Confidentiality, End-
Week 3
Point Authentication, Operational Security.
) The Language of Cryptography, Cryptographic Techniques Cryptographic, Symmetric Key
Week 4
Cryptography Cipher-Block Chaining.
Week 5 | Public Key Encryption, Public Key Encryption Algorithms
Week 6 | The RSA algorithm (Rivest-Shamir-Adleman) , Session Keys, Why Does RSA Work?
’ Message Integrity And Digital Signatures, Cryptographic Hash Functions, Message
Week 7
Authentication Code, Digital Signatures, Public Key Certification.
Week 8 Midterm Exam
Week 9 | Authentication Mechanisms, Authentication Protocol Apl.0, Ap2.0, Ap3.0, Ap3.1, Ap4.0, Ap5.0,




Secure Shell(SSH).

Week 10 | Securing E-Mail, Hash Functions And Digita Signatures.

Week 11 | TLS 1.3 and Modern Secure Communication: HTTPS, QUIC, Forward Secrecy

Week 12 | Zero Trust Architecture and Modern VPN Alternatives: ZTNA, SASE, Software-Defined Perimeter

Week 13

Multi-Factor Authentication and OAuth 2.0/ OpenlD Connect: Identity Federation & Web Auth

Week 14 | Securing loT and Wireless Networks: |IEEE 802.11i, 10T Threat Modds, Device Hardening.

Week 15 | Advanced Threats and Security Monitoring: APTs, SIEM, Threat Hunting using MITRE ATT&CK

Week 16

Final Exam

Learning and Teaching Resources
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Text

Available in the

Library?

Required Texts

Kurose, James F., and Keith W. Ross. Computer
Networking: A Top-Down Approach. 6th ed.
Cisco Systems, Inc. Network Security ISOC NTW
© 2000.

NIST Specia Publication 800-207, Zero Trust
Architecture.

RFC 8446: The Transport Layer Security (TLS)
Protocol Version 1.3.

OWASP IoT Project: https://owasp.org/www-
proj ect-internet-of-things/

Yes

Recommended Texts

Computer networking: a top-down approach //
James F. Kurose, Keith W. Ross.—6th.
Network Security ISOC NTW © 2000, Cisco
Systems, Inc.

Yes




OWASP loT Project:

https://owasp.org/www-proj ect-internet-of-things/

Websites
MITRE ATT&CK Framework:
https.//attack.mitre.org/
Grading Scheme
Group Grade ) Marks (%) | Definition
A - Excellent | Ty 90 - 100 Outstanding Performance
B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group
C - Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Al 28) il ) | (45-49) More work required but credit awarded
(0-49) F - Fail al (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.



https://owasp.org/www-project-internet-of-things/
https://attack.mitre.org/
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Module Information
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OPERATING SYSTEMSAND
Module Title Module Deliver
NETWORKS y
Module Type Basic Xrheory
[lecture
Module Code OPSA 2206 CLab
e A Crutorial
redits [Practical
SWL (hr/sem) 100 [Beminar
Module Level UGII Semester of Delivery FOUR
NETWORK
Administering Department ENGINEERING College COLLAGE OF ENGINEERING
DEPARTMENT
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval 01/06/2023 Version Number
Date
Relation with other Modules
G AY) Al all ol gall ae A8
Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents
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Module Objectives
Al 5oLl Calaal

At the end of this course, the learner should be able to:

provide users with a convenient interface to use the computer system.
act as an intermediary between the hardware and its users, making it
easier for the users to access and use other resources.

manage the resources of a computer system.

To make the computer system convenient to use in an efficient
manner.

hide the details of the hardware resources from the users.

provide users with a convenient interface to use the computer system.

Module Learning
Outcomes

) pall 3alall aladl) s j3a

1. Understanding Operating System Concepts:

Gain a solid understanding of operating system fundamentals, including
process management, memory management, file systems, and device
management.

Learn about the different types of operating systems, their
characteristics, and their role in managing computer resources

2. Windows Operating System:

Acquire comprehensive knowledge of the Windows operating system
architecture, features, and functionalities.

Learn to navigate and configure the Windows user interface and
manage system settings.

Develop skillsininstalling, configuring, and maintaining Windows
operating systems.

Gain proficiency in managing user accounts, file systems, and security
settings in Windows.

Learn to troubleshoot common issues and perform system optimizations
in Windows.

3. Linux Operating System:

Understand the Linux operating system structure, including the kernel,
shell, and file system.




Gain practical experience with Linux distributions (e.g., Ubuntu,
CentOS) and their installation and configuration.

Learn command-line operations and common Linux utilities for system
administration tasks.

Develop skillsin managing user accounts, permissions, and file systems
in Linux.

Explore Linux networking, security, and shell scripting.

Operating System Administration:

Learn the principles of operating system administration, including
system monitoring, performance optimization, and troubleshooting
techniques.

Understand the concepts of system backup and recovery, software
installation, and updates.

Gain knowledge of system security practices, including user
authentication, access control, and auditing.

. Application Software:

Understand the role and functionality of various application softwarein
an operating system environment.

Learn to install, configure, and manage common productivity tools such
as office suites, web browsers, and email clients.

Develop skillsin troubleshooting application issues and ensuring
software compatibility.

Indicative Contents
Lol ) il sinall

Introduction to Operating Systems:

Definition and purpose of operating systems

Evolution of operating systems

Types of operating systems (batch, multi-programming, multi-tasking,
real-time, etc.)

Windows Operating System:

Overview of Windows operating system versions (Windows 10,
Windows Server)

Windows file system and directory structure

Windows user interface and customization options

Windows system administration and management tools

User account management and permissions in Windows
Windows networking and network services

Linux Operating System:

Introduction to Linux distributions (Ubuntu, CentQOS, Fedora, etc.)
Linux file system hierarchy

Command-line operations and basic shell scripting

User and group management in Linux




e Linux networking and network configuration

e Linux security and access control

4. Process Management:

e Process concepts and process states

e Process scheduling algorithms

e Process synchronization and inter-process communication

e Process management in Windows and Linux

5. Memory Management:

e Memory hierarchy and virtual memory

e Memory allocation and deallocation techniques

e Paging and segmentation
Memory management in Windows and Linux

6. File Systems:

e File system organization and structure

e File operations and file access methods

e File system implementation and management

o File system security and permissions in Windows and Linux

7. Device Management:

e Device drivers and device management in Windows and Linux

e Input/output operations and techniques

e Disk management and storage technologies
Printers and printing management in Windows and Linux

8. Application Software:

e Introduction to common application software (office suites, web
browsers, email clients, etc.)

e Installation and configuration of application software

e Troubleshooting common application issues

e Compatibility and interoperability of applications across operating
systems

Learning and Teaching Strategies

palail) 5 aladl) liai) yi)

Strategies

B W

Lecturing offline mode, in class.
Flip class
Assignment, and quizzes.

. Hands-on and interactive activities.




Student Workload (SWL)
le sl 10 I guuna alUall ol 5l Jaall

Structured SWL (h/sem) 63 Structured SWL (h/w) 5
Juadl) oA QU il ol all Jasl) e saul calldall alaiiall ol all Jasl)

Unstructured SWL (h/sem) 37 Unstructured SWL (h/w) )8
Jomdl) I3 I ALl e a3 Jaal) Loy QLY Bl e a2 Jan '

Total SWL (h/sem)

Jeadll P llall S i jall Jead) 100
Module Evaluation
A Hal) 3alal) ?.1:\9.1
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Formative Quizzes 2 10% (10) LO #1, #2 and #10, #11
assessment Assignments 2 10% (10) LO #3, #4 and #6, #7
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
bl o gl Zleiall

Material Covered

Week 1

Introduction

1. What isan Operating System?
Functions of Operating Systems
Operating System Types

Windows OS
. Linux OS

AW N

Week 2

OSstructures

1. Computer hardware properties
2. Disk subsystems




Week 3

Virtual memory management

1.Demand Paging (Advantages — Disadvantages)
2.Page Fault Service Time

3.Swapping

4.Thrashing

5.Performancein Virtua Memory

6.Frame Allocation

7. Paging Policies

Week 4

CPU Scheduling algorithms

1.First Come First Serve (FCFS)
2.Shortest Job Next (SIN)

3.Priority Based Scheduling
4.Shortest Remaining Time

5.Round Robin Scheduling
6.Multiple-Level Queues Scheduling

Week 5

File systems

1 Attributes

2.Types

3.0Operations

4.FILE DIRECTORIES
5.SINGLE-LEVEL DIRECTORY

6. TWO-LEVEL DIRECTORY
7.TREE-STRUCTURED DIRECTORY
8.FILE ALLOCATION METHODS
9.Disk Free Space M anagement

Week 6

Clouds & Virtualization

1.The Cloud Concept
2.Virtualization

Week 7

Disaster Recovery -DR

L.Introduction

2.Disasters Types

3.Disaster Recovery Planning
4.Alternative Work Sites

Week 8

Data Centers- DCs:

1.Introduction

2.General Structure Of DC
3.Basis DCs Standards
4.Networking Structure
5.Cabling Structuresin DCs

Week 9

Process concept in moldering OS

1.Need for Five-State Process Model
2.Execution of Processin Two-state Model
3.Possible State Transitions

Week 10

Multi-processes

L.Introduction

2.What is a Multiprocessing Operating System?
3.Types of Multiprocessing OS

4.Working of Operating System




5.Multiprogramming and Multiprocessing Operating System

Week 11

Process synchronization
1.Critical section problem

2.Classical problem

Week 12

Shell and Shell scripting
1.Introduction Operating system shells
2.Types of Shellsin Operating Systems
3.Shell Scripting

Week 13

Concurrent programming.
1.Introduction

2.Principles of Concurrency

3.Concurrency Mechanisms

4.Problems in Concurrency

5.Real-World Applications of Concurrency

6.Future Directions for Concurrency in Operating Systems

Week 14

Secondary memory management and file systems

1.What Is Secondary Storage Management

2.What Are Secondary Storage Devices In Operating System
3.What Is the Function of Secondary Storage Management?
4.The Different Storage Devicesfor Y our Compute
5.Examples.

6.Secondary Storage Management in Android

Week 15

Linux Kernel

1.Define Linux Kernel

2.What is Linux Operating System and Kernel
3.Figure

Week 16

Preparatory week beforethefinal Exam

Learning and Teaching Resources
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Text

Available in the Library?

Remzi H. Arpaci-Dusseau and Andrea C. Arpaci-Dusseau,

Required Texts (2018). Hard-copy and electronic editions are available; the

PDF form is free.

Yes




Jerome Saltzer, and M. Kaashoek. RES.6-004 Principles of

Recommended Computer System Design: An Introduction. Spring 2009.

Texts Massachusetts Institute of Technology: MIT No
OpenCourseWare, License: Creative Commons BY-NC-SA
https://books.google.ig/books/about/Operating_Systems.htmI?id=0a-

Websites
OoUwEACAAJ&redir_esc=y

Grading Scheme

Group Grade i) Marks % Definition

A - Excellent bl 90 - 100 Outstanding Performance

B - Very Good [RENRTEN 80-89 Above average with some errors
(S:gtielsgoc)iroup C - Good 2 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail il (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.




